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ᦊᦩ HTTP  

Ḓލ֦ضጱ๋ग़ጱଫᧆ੪ฎ HTTP ฎӞᐿ ᩻փᬌܐᦓ(Hypertext Transfer Protocol) ҅ᬯ֦
Ӟਧᚆ᧔ڊ҅֕ฎᬯᬮӧड़҅ই֦ฎय़ܯᶎᦶਥ҅ᬯӧݢᚆฎ՜మᥝጱ๋ᕣᕮຎ҅౯ժࣁᶎᦶጱ
ײஃஃᛔ૩Ꭳ᭲ጱੱݢᚆग़ጱ᧔ڊ҅ํᶎᦶਥ᧨հጱᩒ̶ᮎԍՋԍฎ᩻փᬌܐᦓҘ

᩻փᬌܐᦓݢզᬰᤈਁۆړғ᩻ҁHypertext҂̵փᬌҁTransfer҂̵ܐᦓҁProtocol҂҅
ਙժԏᳵጱىᔮইӥ

ೲᆙࢱጱय़ੜ ܐᦓ > փᬌ > ̶᩻ӥᶎ੪ڦړᬯӣӻེݷ؉Ӟӻᥴ᯽̶

Ջԍฎ᩻  
᭗௳מጱਂכ՜ኪᚏᬰᤈԻ̶౯ժٌ෫ဩ҅ࣈࣁਂכᚆݝ௳מጱف౯ժᬌ҅ײᘶᗑ๗ጱࣁ
ଉ᮷զ  හഝ۱̶ᘒᵋ፳ګฎӞᐿᚆड़ᤩᦇᓒᥴຉጱํԎጱԫᬰ҅ࣁᒧጱ୵ୗਂਁܔᓌܨ
ᘶᗑጱṛ᭛ݎ҅ӷݣኪᚏԏᳵᚆड़ᬰᤈහഝጱփᬌ҅ݸՈժӧჿ᪃ݝᚆࣁӷݣኪᚏԏᳵփᬌਁ҅
ᬮమᥝփᬌࢶᇆ̵ᶪ̵᷇ᥤ᷇҅ኜᛗᅩڋਁࢶᇆᚆड़ᬰᤈ ᩻᱾ള ጱ᪡҅ᮎԍጱԎ੪ᤩಘ
य़ԧ҅ᬯᐿԎಘय़ݸጱ੪ᤩᑍԅ ᩻(Hypertext) ̶

Ջԍฎփᬌ  
ᮎԍ౯ժӤᶎ᧔҅کӷݣᦇᓒԏᳵտ୵౮ᘶىᔮᬰᤈ᭗҅מ౯ժਂؙጱ᩻տᤩᥴຉ౮ԅԫᬰګ
හഝ۱҅ኧփᬌ֛ҁֺইݶኪᖝ҅ኪᦾᕚ҅طᖝ҂ᨮᨱԫᬰګහഝ۱ኧᦇᓒᕣᒒփᬌݚکӞӻ
ᕣᒒጱᬦᑕҁᕣᒒጱᧇᕡᥴ᯽ݢզ݇ᘍ ֦᧔֦ᘶᗑ҅ᮎᬯԶ֦Ꭳ᭲ԍҘᬯᓤᒍ҂ᑍԅ փᬌ

(transfer) ̶

᭗ଉ౯ժփᬌහഝ۱ጱӞොᑍԅ ᧗ො ҅ളکԫᬰګහഝ۱ጱӞොᑍԅ ଫᒼො ̶᧗ොଫᒼො
ىզ֢ԅ᧗ො᧗හഝ҅ਙժԏᳵጱݢහഝ҅ଫᒼොԞݑզ֢ԅଫᒼොളݢզᬰᤈഘ҅᧗ොԞݢ
ᔮইӥ

https://mp.weixin.qq.com/s?__biz=MzU2NDg0OTgyMA==&mid=2247484872&idx=1&sn=49e3e9d3f31ad39ad92f78921bc45ccf&chksm=fc45f83bcb32712d98e577ef3980be895e72432de9749ba3c56d6189268552a738a88103deeb&token=600677552&lang=zh_CN%23rd


ইࢶಅᐏ҅A  B ฎӷӻӧݶጱᒒᔮᕹ҅ਙժԏᳵݢզ֢ԅמ௳Իഘጱ֛ਂڟ҅ࣁতጱײฎ A
֢ԅ᧗ො᧗Ө B Իഘמ௳҅B ֢ԅߥଫጱӞොמ׀௳Ҕᵋ፳ᳵጱവᑏ҅B Ԟݢզ֢ԅ᧗ො᧗
 A Իഘמ௳҅ᮎԍ A Ԟݢզ֢ԅߥଫොߥଫ B ᧗ጱמ௳̶

Ջԍฎܐᦓ  
ᬯ҅ᷳݰᅩࣈӻߺࣁොᕅਧঅ׃෭ଉኞၚӾ҅ྲইఘࣁӧՐੴᴴԭᘶᗑዀ҅Ԟ֛ሿݷᦓᬯӻܐ
ӻᕅਧԞฎӞᐿ ᦓܐ ҅ྲই֦ଫᘷ౮ۑԧ҅մӱտ֦ᓋᦈ۞ۖ҅ݶݳᬯᐿොጱᵟ֧ىᔮԞฎӞᐿ
ᦓܐ ̶ဳᛔ૩ӞӻՈᛔ૩ጱᕅਧӧᚆ౮ԅܐᦓ҅ܐᦓጱڹկᶳฎग़Ոᕅਧ̶

ᮎԍᗑᕶܐᦓฎՋԍޫҘ

ᗑᕶܐᦓ੪ฎᗑᕶӾ(۱ೡᘶᗑ)փ᭓̵ᓕቘמ௳ጱӞԶᥢ̶ইݶՈӨՈԏᳵፘԻၞฎᵱᥝ᭽Ӟ
ਧጱᥢᎥӞ҅ᦇᓒԏᳵጱፘ᭗מᵱᥝݶو᭽ਝӞਧጱᥢ҅ڞᬯԶᥢڞ੪ᑍԅᗑᕶܐᦓ̶

ဌํᗑᕶܐᦓጱᘶᗑฎႰԤጱ҅੪ՈᔄᐒտӞ҅Ոӧᚆమெԍ੪ெԍ֦҅ጱᤈԅᕅฎکݑ
ဩጱᕅጱҔᮎԍᘶᗑӾጱᒒᔮᕹԞӧᚆᛔ૩మݎՋԍݎՋԍ҅Ԟฎᵱᥝکݑ᭗ܐמᦓᕅጱ̶



ᮎԍ౯ժ੪ݢզᕮӞӥ҅Ջԍฎ HTTPҘݢզአӥᶎᬯӻᕪَጱᕮࢧᒼӞӥғ HTTP ฎӞӻࣁᦇᓒ
Ӯኴ᯾ӫᳪࣁӷᅩԏᳵփᬌਁ̵ࢶᇆ̵ᶪ̵᷇ᥤ᷇ᒵ᩻හഝጱᕅਧᥢ

Ө HTTP ํىጱᕟկ  

ᵋ፳ᗑᕶӮኴᄍᬰ҅HTTP ܐᦓ૪ᕪپԒ౮ԅӧ๊ݢդጱӞᐿܐᦓ҅ࣁԧᥴԧ HTTP ጱचᕟ౮҅ݸӥ
ᶎٚଃ֦ᬰӞྍᦊᦩӞӥ HTTP ܐᦓ̶

ᗑᕶཛྷࣳ  
ᗑᕶฎӞӻ॔ጱᔮᕹ҅ӧՐ۱ೡय़ᰁጱଫአᑕଧ̵ᒒᔮᕹ̵᭗מ᱾᪠̵ړᕟԻഘᒵ҅ᬮํݱᐿݱ
ጱܐᦓᕟ౮҅ᮎԍሿࣁ౯ժ੪ᘱӞӥᗑᕶӾጱܐᦓ੶̶ེ

ԅԧᕳᗑᕶܐᦓጱᦡᦇ׀Ӟӻᕮ҅ᗑᕶᦡᦇᘏզ ੶(layer)ړ ጱොୗᕟᕢܐᦓ҅ྯӻܐᦓંԭ੶
ེཛྷࣳԏӞ̶ྯӞ੶᮷ฎݻਙጱӤӞ੶׀ ๐ۓ(service) ಅ᧲ጱܨ҅ ๐ۓཛྷࣳ(service
model) ̶ྯӻړ੶Ӿಅํጱܐᦓᑍԅ ܐᦓ(protocol stack) ᕟړᦓኧԲӻ᮱ܐᇙᗑጱࢩ̶
౮ғᇔቘ੶̵᱾᪠੶̵ᗑᕶ੶̵ᬩᬌ੶ଫአ੶̶౯ժአᛔӤᘒӥጱොဩᎸᑪٌܻቘ҅Ԟ੪ฎଫአ੶
-> ᇔቘ੶ጱොୗ̶

ଫአ੶  

ଫአ੶ฎᗑᕶଫአᑕଧᗑᕶܐᦓਂනጱړ੶҅ࢩᇙᗑጱଫአ੶۱ೡᦜग़ܐᦓֺ҅ই౯ժ web ᐶӧ
ጱ HTTP ҅ኪৼᮒկփᭆܐᦓ SMTP ̵ᒒᔮᕹկӤփܐᦓ FTP ̵ᬮํԅ౯ժᬰᤈऒݷᥴຉጱ
DNS מक़ӞӻᒒᔮᕹଫአᑕଧԻഘݚग़ӻᒒᔮᕹӤ҅ӞӻᒒᔮᕹଫአᑕଧӨࣁړᦓܐᦓ̶ଫአ੶ܐ 
ᕟᑍԅ ಸ(message)ړ௳מᕟ҅౯ժ֖ԭଫአ੶ጱړ௳ ̶

ᬩᬌ੶  

ᦓ TCPܐᬯӞ੶Ԇᥝํӷᐿփᬌࣁଫአᑕଧෙᅩԏᳵփᭆଫአᑕଧಸ҅ࣁᇙᗑጱᬩᬌ੶ࢩ 
UDP ̶ݶᦓํय़ጱӧܐአᬯӷᘏӾጱձ֜Ӟӻ᮷ᚆड़փᬌಸ҅ӧᬦᬯӷᐿڥ҅

TCP ݻਙጱଫአᑕଧ׀ԧᶎݻᬳളጱ๐҅ۓਙᚆड़ഴګଚᏟᦊಸฎکވᬡ҅ଚ׀ԧलګഴ
փᬌ᭛ሲ̶ٌګྌ୮ᗑᕶल҅տಪࢩᗑᕶփᬌ҅ګ

UDP ܐᦓݻਙጱଫአᑕଧ׀ԧ෫ᬳള๐̶ۓਙӧٍ॓ݢᶌጱᇙ҅ဌํၞᰁഴ҅ګԞဌํलഴ
ᕟᑍԅ ಸྦྷ(segment)ړ౯ժᬩᬌ੶ጱ̶ګ

ᗑᕶ੶  

ᇙᗑጱᗑᕶ੶ᨮᨱਖ਼ᑍԅ හഝಸ(datagram)ࢩ  ጱᗑᕶړ੶ӞݣԆᑏۖݚکӞݣԆ̶ᗑᕶ੶Ӟ
ӻᶋଉ᯿ᥝጱܐᦓฎ IP ᦓฎӞᐿᗑܐ ᦓ҅IPܐ ᇙᗑᕟկ᮷ᶳᬩᤈ IPࢩᦓ҅ಅํٍํᗑᕶ੶ጱܐ 
ᴬܐᦓ҅ᴻԧ IP ܐᦓक़҅ᗑᕶ੶ᬮ۱ೡӞԶٌ՜ᗑᴬܐᦓ᪠ኧᭌೠܐᦓ҅Ӟᛱᗑᕶ੶੪ᑍԅ IP
੶҅ኧྌݢᎣ IP ܐᦓጱ᯿ᥝ̶

᱾᪠੶  



ሿࣁ౯ժํଫአᑕଧ᭗מጱܐᦓ҅ํԧᕳଫአᑕଧ׀ᬩᬌጱܐᦓ҅ᬮํԧአԭᕅਧݎᭆ֖ᗝጱ IP ܐ
ᦓ҅ᮎԍই֜ᚆ፥ྋጱݎᭆහഝޫҘԅԧਖ਼ړᕟӞӻᜓᅩҁԆ᪠ኧ҂ᬩᬌݚکӞӻᜓᅩ҅ᗑ
ᕶ੶ᶳׁᶌ᱾᪠੶׀๐̶ۓ᱾᪠੶ጱֺৼ۱ೡզॡᗑ̵WiFi ኪᖝളفጱ DOCSIS ԅහࢩᦓ҅ܐ 
ഝრፓጱࣈփᭆ᭗ଉᵱᥝᕪᬦپ᱾᪠҅Ӟӻහഝ۱ݢᚆᤩဠ᭔ӧݶጱ᱾᪠੶ܐᦓ॒ቘ҅౯ժ᱾᪠
੶ጱړᕟᑍԅ (frame)

ᇔቘ੶  

ᡱᆐ᱾᪠੶ጱ֢አฎਖ਼ӞӻᒒᔮᕹᬩᬌݚکӞӻᒒᔮᕹ҅ᘒᇔቘ੶ጱ֢አฎਖ਼ӾጱӞӻӻ ྲᇙ
ӞӻᜓᅩᬩᬌݚکӞӻᜓᅩ҅ᇔቘ੶ጱܐᦓՖᆐֵአ᱾᪠੶ܐᦓ҅ᬯԶܐᦓӨਫᴬጱᇔቘփᬌՕᨶํ
ᕃᒵᒵ̶طԭىኪᖝ̵ݶԭىᕸᱞᕚ̵ԭىᦓғܐই҅զॡᗑํஉग़ᇔቘ੶ֺ҅ى

Բ੶ᗑᕶܐᦓጱᐏࢶইӥ

OSI ཛྷࣳ  
౯ժӤᶎᦎᦞጱᦇᓒᗑᕶܐᦓཛྷࣳӧฎࠔӞጱ ܐᦓ ҅ISOҁࢵᴬຽ۸ٵᕟᕢ҂ڊᦇᓒᗑᕶଫ
ᧆೲᆙ7੶ᕟᕢ҅ᮎԍ7੶ᗑᕶܐᦓӨ5੶ጱߺࣁڦ܄᯾Ҙ



ࢶӾݢզӞ፲፡҅ڊOSI ᥝྲӤᶎጱᗑᕶཛྷࣳग़ԧ ᤒᐏ੶ տᦾ੶   ٌ҅՜੶चӞᛘ̶ᤒᐏ੶Ԇ
ᥝ۱ೡහഝܴᖽහഝੂےզ݊හഝൈᬿ҅හഝൈᬿֵଫአᑕଧӧஞᦇᓒٖ᮱ਂؙ໒ୗጱᳯ
᷌҅ᘒտᦾ੶׀ԧහഝԻഘጱਧኴۑྍݶᚆ҅۱ೡୌᒈ༄ັᅩ௩॔ොໜ̶

ၨᥦ  
੪ইݱݶय़ᮒᓟֵአኪৼᮒկփᭆܐᦓ SMTP  Ӟ҅ၨᥦฎֵአ HTTP ܐᦓጱԆᥝ֛҅᧔کၨᥦ
Ԇᥝํሿᬦጱၨᥦڊ҅ᛗՔ૪ᕪݎᬥ᭛ၨᥦ҅ݸᐿҘฎጱ҅ᵋ፳ᗑวय़ᕮپᚆమ֦᩸҅



 

ၨᥦྋୗጱݞਁݷ؉ Web Broser ҅ᶶݷԎ҅੪ฎ༄ᔱ̵ັ፡ᘶᗑӤᗑᶭᩒრጱଫአᑕଧ҅ݷ
ਁ᯾ጱ Web҅ਫᴬӤጱ੪ฎ World Wide Web ҅Ԟ੪ฎӡᖌᗑ̶

౯ժ࣎ࣈࣁໄᬌفURLҁܨᗑ࣎҂҅ၨᥦտݻDNSҁऒݷ๐ݸ҅ۓᶎտ᧔҂׀ᗑ҅࣎ኧਙਠ౮
URL ک IP ࣎ࣈጱฉ̶ᆐݸਖ਼᧗֦ጱ᧗Իᕳٍ֛ጱ๐ࣁ҅ۓኧ๐ۓᬬࢧ౯ժᥝጱᕮຎҁզ
HTMLᖫᎱ໒ୗᬬࢧᕳၨᥦ҂҅ၨᥦಗᤈHTMLᖫᎱ҅ਖ਼ᕮຎดᐏࣁၨᥦጱྋ̶ᬯ੪ฎӞӻၨ
ᥦ᩸ݎ᧗ളߥݑଫጱᬦᑕ̶

Web ๐ۓ  
Web ๐ۓጱྋୗݷᑍݞ؉ Web Server ҅Web ๐ۓӞᛱጱฎᗑᒊ๐҅ۓӤᶎ᧔کၨᥦฎ
HTTP ᧗ጱ᩸ݎො҅ᮎԍ Web ๐ۓ੪ฎ HTTP ᧗ጱଫᒼො҅Web ๐ݢۓզݻၨᥦᒵ Web
ਮಁᒒ׀҅Ԟݢզනᗝᗑᒊկ҅ᦏقӮኴၨᥦҔݢզනᗝහഝկ҅ᦏقӮኴӥ̶ፓ๋ڹԆ
ၞጱӣӻWeb๐ۓฎApache̵ Nginx ̵IIS̶

CDN  
CDNጱقᑍฎ Content Delivery Network ܨ҅ ٖݎړᗑᕶ ҅ਙଫአԧ HTTP ܐᦓ᯾ጱᖨਂդ
ቘದ҅դ๊რᒊߥଫਮಁᒒጱ᧗̶CDN ฎୌࣁሿํᗑᕶचᏐԏӤጱᗑᕶ҅ਙׁᶌ᮱ᗟࣈݱࣁጱ
ᬟᖭ๐҅ۓ᭗ᬦӾஞଘݣጱᨮ࣐ᤍ̵̵ٖݎړ᧣ଶᒵۑᚆཛྷֵࣘ҅አಁ ੪ᬪ ಅᵱٖ҅ᴳݐ឴
֗ᗑᕶल҅ṛአಁᦢᳯߥଫ᭛ଶӾሲ̶CDNጱىᲫದԆᥝํ ٖਂؙ  ದݎړ ̶

ྲො᧔֦ᥝ݄ԵḘӤԣԡ҅ԏݝ֦ڹᚆ᭗ᬦᨻᇔᗑᒊᨻԣݸᗦݎࢵᨵᬦၹىᒵ᯿᯿ܜىᭆ֦کጱ
ਹ᯾҅ሿࣁࣁӾࢵୌᒈӞӻԵḘړच֦҅ࣈ੪ӧአ᭗ᬦᗦࢵᬰᤈᮒੀ҅Ӿࢵ੪ᚆԡੱளᕳ֦ᭆ
̶ک

WAF  



WAF ฎӞᐿ Web ଫአᑕଧᴠಷᔮᕹҁWeb Application Firewall҅ᓌᑍ WAF҂҅ਙฎӞᐿ᭗ᬦಗᤈӞ
ᔮڜᰒHTTP / HTTPSጱ ਞقᒽኼ ӫᳪԅWebଫአכ׀ಷጱӞྃԾ҅ߝਙฎଫአ੶ᶎጱ ᴠᅉ

ा ҅ӫᳪ༄ၥ HTTP ၞᰁ҅ฎᴠಷ Web ଫአጱਞقದ̶

WAF ᭗ଉ֖ԭ Web ๐ۓԏݢ҅ڹզᴥྊই SQL ဳ̵فᒊᚕᒵධ҅ڋፓڹଫአग़ጱӞӻრ
ᶱፓฎ ModSecurity҅ਙᚆड़ਠقᵞ౮ᬰ Apache  Nginx̶

WebService  
WebService ฎӞᐿ Web ଫአᑕଧ҅WebServiceฎӞᐿᖫᑕ֢ᔮᕹଘݣጱᬱᑕ᧣አದ
̶

Web Service ฎӞᐿኧ W3C ਧԎጱଫአ๐ۓݎᥢֵ҅አ client-server Ԇຝ҅᭗ଉֵአ WSDL
ਧԎ๐ۓളֵ҅ݗአ HTTP ܐᦓփᬌ XML  SOAP ၾ௳҅ਙฎӞӻचԭ WebҁHTTP҂ጱ๐ۓຝದ
҅෬ݢզᬩᤈٖࣁᗑ҅Ԟݢզࣁᭇ୮כಷݸᬩᤈࣁक़ᗑ̶

HTML  
HTML ᑍԅ᩻ຽᦕ҅ฎӞᐿຽᦩጱ̶ਙ۱ೡӞᔮڜຽᓋ҇᭗ᬦᬯԶຽᓋݢզਖ਼ᗑᕶӤጱ
໒ୗᕹӞֵ҅ړවጱ Internet ᩒრᬳളԅӞӻ᭦ᬋෆ̶֛HTML ฎኧ HTML եᕟ౮ጱൈᬿ
҅HTML եݢզ᧔กਁ҅ࢶ୵̵ۖኮ̵्ᶪ̵ᤒ໒̵᱾ളᒵ̶

Web ᶭᶎ౮  
Web ᶭᶎҁWeb page҂Ԟݞ؉҅ฎኧӞӻӻᕟ౮ጱ̶Ӟӻ (Objecy) ฎӞӻկ҅ྲݝ 
ইӞӻ HTML կ̵Ӟӻ JPEG ࢶ୵̵Ӟӻ Java ੜᑕଧӞӻᥤ᷇ᇆྦྷ҅ਙժࣁᗑᕶӾݢզ᭗ᬦ
URL Ӟӻ HTML चկํތग़හጱ Web ᶭᶎ̶࣎࣎ࣈ   զ݊پӻአ̶

Ԉӻֺৼ҅ইຎӞӻ Web ᶭᶎ۱ތ HTML կ5ӻ JPEG ࢶ୵҅ᮎԍᬯӻ Web ᶭᶎ੪ํ6ӻғ
Ӟӻ HTML կ5ӻ JPEG ࢶ୵̶HTML चկ᭗ᬦ URL ࣎ࣈአᶭᶎӾጱٌ՜̶

Ө HTTP ํىጱܐᦓ  

ᦓ҅֕ܐԻഘ҅HTTP ԞӞ̶ᡱᆐ HTTP ંԭଫአ੶ጱ௳מᇿጱਠ౮ܔᦓ᮷ӧտܐᘶᗑӾ҅ձ֜ࣁ
ฎਙՖᆐᵱᥝٌ՜੶ེܐᦓጱᯈݳਠ౮מ௳ጱԻഘ҅ᮎԍࣁਠ౮Ӟེ HTTP ᧗ߥଫጱᬦᑕӾ҅ᵱᥝ
ҘӞ᩸፡ӞӥޫݳᦓጱᯈܐԶߺ

TCP/IP  
TCP/IP ᬦ҅TCP/IP ౯ժӞᛱᑍԏԅލᦓ֦Ӟਧܐ  ᦓᓴܐ ҅ՋԍޫҘ੪ฎ TCP/IP ܐᦓᓴӾӧ
ՐՐํݝ TCP ܐᦓ IP ܐᦓ҅ਙฎӞᔮڜᗑᕶ᭗ܐמᦓጱᕹᑍ̶ᘒٌӾ๋໐ஞጱӷӻܐᦓ੪ฎ TCP /
IP ܐᦓٌ҅՜ጱᬮํ UDP̵ICMP̵ARP ᒵᒵ҅ݶو౮ԧӞӻ॔֕ํ੶ེጱܐᦓ̶

TCP ܐᦓጱقᑍฎ Transmission Control Protocol  ጱᖽٟ҅ฎ փᬌഴܐګᦓ ҅HTTP ֵአ
TCP ֢ԅ᭗ܐמᦓ҅ᬯฎࢩԅ TCP ฎӞᐿݢᶌጱܐᦓ҅ᘒ ᶌݢ ᚆכᦤහഝӧӶ०̶



IP ܐᦓጱقᑍฎ Internet Protocol  ጱᖽٟ҅ਙԆᥝᥴ٬ጱฎ᭗מො࣎ጱᳯ̶᷌IP ܐᦓֵአ
IP ࣎ࣈ  ຽᦩᘶᗑӤጱྯӞݣᦇᓒ҅ݢզ IP ࣎ࣈమ౮ԅ֦ಋጱኪᦾݩᎱ֦҅ᥝӨ՜Ո᭗
ᦾᶳضᥝᎣ᭲՜ՈጱಋݩᎱ҅ᦇᓒᗑᕶӾמ௳ԻഘᶳضᥝᎣ᭲ොጱ IP ̶࣎ࣈҁىԭ TCP 
IP ๅग़ጱᦎᦞ౯ժտݸࣁᶎᧇᥴ҂

DNS  
֦ํဌํమᬦԅՋԍ֦ݢզ᭗ᬦᲫف www.google.com  ੪ᚆड़឴֦ݐమᥝጱᗑᒊҘ౯ժӤᶎ᧔҅کᦇ
ᓒᗑᕶӾጱྯӻᒒᔮᕹ᮷ํӞӻ IP ҅ࣁਂ࣎ࣈᘒ IP ࣎ࣈഘԅԭՈᔄᦕጱܐᦓ੪ฎ DNS ܐ
ᦓ ̶

DNS ጱقᑍฎ ऒݷᔮᕹҁDomain Name System҅ᖽٟғDNS҂ ҅ਙ֢ԅਖ਼ऒݷ IP ࣎ࣈፘฉጱ
Ӟӻړୗහഝପ҅ᚆड़ֵՈๅොࣈᦢᳯᘶᗑ̶

URI / URL  
౯ժӤᶎݢ֦҅کզ᭗ᬦᬌف www.google.com Ջԍᥢਧํ࣎ࣈᦢᳯᨕྈጱਥᗑ҅ᮎԍᬯӻ࣎ࣈ 
໒ୗᶳᥝჿ᪃ URI࣎ࣈጱفզҘAAA.BBB.CCC ฎӧฎԞᤈҘ୮ᆐӧฎጱ֦҅ᬌݢҘ౯ெԍᬌ᮷ހ
ጱᥢ̶

URI ጱقᑍฎҁUniform Resource Identifier҂҅ӾݷᑍฎᕹӞᩒრຽᦩᒧֵ҅አਙ੪ᚆड़ࠔӞࣈຽ
ᦕᘶᗑӤᩒრ̶

URL ጱقᑍฎҁUniform Resource Locator҂҅ӾݷᑍฎᕹӞᩒრਧ֖ᒧ҅Ԟ੪ฎ౯ժחᑍጱ ᗑ

࣎ ҅ਙਫᴬӤฎ URI ጱӞӻৼᵞ̶

URI ӧՐ۱ೡ URL҅ᬮ۱ೡ URNҁᕹӞᩒრݷᑍ҂҅ਙժԏᳵጱىᔮইӥ

HTTPS  
HTTP Ӟᛱฎกփᬌ҅உฃᤩධڋᘏᑲݐ᯿ᥝמ௳҅ᰄԭྌ҅HTTPS ଫᬩᘒኞ̶HTTPS ጱقᑍԅ
ҁHyper Text Transfer Protocol over SecureSocket Layer҂҅قᑍํᅩᳩ҅HTTPS  HTTP ํஉय़ጱ
ӧࣁݶԭ HTTPS ฎզਞقԅፓຽጱ HTTP ᭗᭲҅ࣁ HTTP ጱचᏐӤ᭗ᬦփᬌੂےղᦊᦤכᦤԧփ
ᬌᬦᑕጱਞق̶HTTPS ࣁ HTTP ጱचᏐӤीےԧ SSL  ੶҅Ԟ੪ฎ᧔ HTTPS = HTTP + SSL̶
ҁᬯࣘ౯ժݸᶎԞտᧇ᧨ HTTPS҂

HTTP ᧗ߥଫᬦᑕ  



֦ฎӧฎஉঅ॰҅୮֦ࣁၨᥦӾᬌفᗑک҅ݸ࣎ବݎኞԧՋԍԪఘҘ֦మᥝጱٖฎই֜ሿڊ
ጱҘᦏ౯ժ᭗ᬦӞӻֺৼറᦎӞӥ҅౯ժᦡᦢᳯጱ URL ࣎ࣈԅ
http://www.someSchool.edu/someDepartment/home.index ҅୮౯ժᬌفᗑ࣎ଚᅩࢧڋ҅ၨ
ᥦٖ᮱տᬰᤈইӥ֢

DNS๐ۓտḒضᬰᤈऒݷጱฉ҅ತکᦢᳯ www.someSchool.edu ಅࣁጱ҅࣎ࣈᆐݸHTTP ਮ
ಁᒒᬰᑕ80 ࣁ ᒒ᩸ݎݗӞӻک๐ۓ www.someSchool.edu  ጱ TCP ᬳളҁ80 ᒒݗฎ HTTP
ጱἕᦊᒒݗ҂̶ࣁਮಁ๐ۓᬰᑕӾ᮷տํӞӻ ॺളਁ Өٌፘᬳ̶
HTTP ਮಁᒒ᭗ᬦਙጱॺളਁݻ๐ݎۓᭆӞӻ HTTP ᧗ಸ̶ᧆಸӾ۱ތԧ᪠ஆ
someDepartment/home.index  ጱᩒრ҅౯ժݸᶎտᧇᕡᦎᦞ HTTP ᧗ಸ̶

HTTP ๐ۓ᭗ᬦਙጱॺളਁളݑᧆಸ҅ᬰᤈ᧗ጱᥴຉૡ֢҅ଚٌ (RAM ᏺፏ)ؙਂ Ӿ
༄ᔱڊ www.someSchool.edu/someDepartment/home.index҅ᆐݸ༄ᔱڊጱᬰ
ᤈᤰ҅ᤰک HTTP ߥଫಸӾ҅ଚ᭗ᬦॺളਁݻਮಁᬰᤈݎᭆ̶
HTTP ๐ۓᵋܨ᭗Ꭳ TCP ෙ TCP ᬳള҅ਫᴬӤฎᵱᥝᒵکਮಁളݑਠߥଫಸݸտෙ
TCP ᬳള̶
HTTP ਮಁᒒളݑਠߥଫಸ҅ݸTCP ᬳളտىᳮ̶HTTP ਮಁᒒߥଫӾڊݐಸӾฎӞӻ
HTML ߥଫկ҅ଚ༄ັᧆ HTML կ҅ᆐݸሾ༄ັಸӾٌ՜ٖ᮱̶
༄ັਠ౮҅ݸHTTP ਮಁᒒտଫጱᩒრ᭗ᬦดᐏޝሿᕳአಁ̶

ᛗྌ҅Ძفᗑٚ࣎ೲӥࢧጱقᬦᑕ੪ᕮԧ̶ӤᬿᬦᑕൈᬿጱฎӞᐿᓌܔጱ ᧗-ߥଫ ᬦᑕ҅፥ਫق
ጱ᧗-ߥଫఘݢ٭ᚆᥝྲӤᶎൈᬿጱᬦᑕ॔உग̶़

HTTP ᧗ᇙ  

ӤᶎෆӻᬦᑕӾ౯ժݢզᕮڊ HTTP ᬰᤈړᕟփᬌฎٍํզӥᇙ

ඪ೮ਮಁ-๐ۓཛྷୗ
ᓌܔள᭛ғਮಁݻ๐ۓ᧗๐ۓ҅ݝᵱփᭆ᧗ොဩ᪠ஆ̶᧗ොဩଉአጱํ GET̵
HEAD̵POST̶ྯᐿොဩᥢਧԧਮಁӨ๐ۓᘶᔮጱᔄࣳӧ̶ݶኧԭ HTTP ܐᦓᓌֵ҅ܔ
HTTP ๐ۓጱᑕଧᥢཛྷੜ҅ࢩᘒ᭗מ᭛ଶஉள̶
ᅎၚғHTTP ꧋ᦜփᬌձᔄࣳጱහഝ̶ྋࣁփᬌጱᔄࣳኧ Content-Type ےզຽᦕ̶
෫ᬳളғ෫ᬳളጱތԎฎᴴེྯګᬳള॒ݝቘӞӻ᧗̶๐॒ۓቘਠਮಁጱ᧗҅ଚතکਮಁጱ
ଫᒼܨ҅ݸෙᬳള̶አᬯᐿොୗݢզᜓփᬌᳵ̶
෫ᇫாғHTTP ܐᦓฎ෫ᇫாܐᦓ̶෫ᇫாฎܐᦓԭԪ॒ۓቘဌํᦕᚆ̶ێᗌᇫாޱ፳
ইຎݸᖅ॒ቘᵱᥝڹᶎጱڞ҅௳מਙᶳ᯿փ҅ᬯݢᚆᛘྯེᬳളփᭆጱහഝᰁीय̶़ݚӞො
ᶎ҅ࣁ๐ۓӧᵱᥝמڹض௳ਙጱଫᒼ੪ள̶

ᧇᥴ HTTP ಸ  

౯ժӤᶎൈᬿԧӞӥ HTTP ጱ᧗ߥଫᬦᑕ҅ၞᑕྲᓌ֕҅ܔฎٿԪ੪ொᦊ፥֦҅ᬯӞᦊ፥҅੪ᚆ
ڊஉग़ӳᥜ҅ྲই HTTP ಸฎՋԍጱ҅ਙጱᕟ౮໒ୗฎՋԍҘ  ӥᶎ੪റᦎӞӥ

HTTP ܐᦓԆᥝኧӣय़᮱ړᕟ౮ғ

᩸তᤈҁstart line҂ ғൈᬿ᧗ߥଫጱचמ௳Ҕ
१᮱ਁྦྷҁheader҂ ғֵአ key-value ୵ୗๅᧇᕡࣈ᧔กಸҔ

http://www.someschool.edu/someDepartment/home.index


ၾ௳ྋҁentity҂ ғਫᴬփᬌጱහഝ҅ਙӧӞਧฎᕍ҅ݢզฎࢶᇆ̵ᥤ᷇ᒵԫᬰګහഝ̶

ٌӾ᩸তᤈ१᮱ਁྦྷଚ౮ԅ ᧗१  ᘏ ߥଫ१ ҅ᕹᑍԅ Header Ҕၾ௳ྋԞݞ؉ਫ֛҅ᑍԅ
body ̶HTTP ܐᦓᥢਧྯེݎᭆጱಸᶳᥝํ Header҅֕ฎݢզဌํ body҅Ԟ੪ฎ᧔१מ௳ฎ
ᶳጱ҅ਫ֛ݢ௳מզဌํ̶ᘒӬࣁ header  body ԏᳵᶳᥝํӞӻᑮᤈҁCRLF҂҅ইຎአӞଏࢶ
ᤒᐏӞӥጱᦾ҅౯ᥧଫᧆฎӥᶎᬯ

౯ժֵአӤᶎጱᮎӻֺৼ፡Ӟӥ http ጱ᧗ಸ

ই҅ࢶᬯฎ http://www.someSchool.edu/someDepartment/home.index  ᧗ጱ᧗१҅᭗ᬦᥡ
ᬯӻ HTTP ಸ౯ժ੪ᚆड़کஉग़ӳᥜ҅Ḓ҅ض౯ժ፡کಸฎአฦ᭗ ASCII  ԡٟጱ҅ᬯ
כᦤՈᚆड़ݢզ፡̶ᆐ҅ݸ౯ժݢզ፡ྯکӞᤈӥӞᤈԏᳵ᮷տํഘᤈ҅ᘒӬ๋ݸӞᤈҁ᧗१
᮱ݸ҂ٚےӤӞӻࢧഘᤈᒧ̶

ྯӻಸጱ᩸তᤈ᮷ฎኧӣӻਁྦྷᕟ౮ғොဩ̵URL ਁྦྷ HTTP ᇇਁྦྷ̶



HTTP ᧗ොဩ  
HTTP ᧗ොဩӞᛱړԅ 8 ᐿ҅ਙժڦړฎ

GET ឴ݐᩒრ ҅GET ොဩአ᧗ᦢᳯ૪ᤩ URI ᦩڦጱᩒრ̶ਧጱᩒრᕪ๐ۓᒒᥴຉݸᬬ
Ҕࢧ೮ܻᬬכଫ̶ٖԞ੪ฎ᧔҅ইຎ᧗ጱᩒრฎ҅ᮎ੪ߥࢧ

POST փᬌਫ֛ ҅ᡱᆐ GET ොဩԞݢզփᬌԆ֛מ௳҅֕ฎԭ҅ړ܄౯ժӞᛱӧአ GET փᬌ
ਫ֛ݍ҅௳מᘒֵአ POST փᬌਫ֛מ௳҅

PUT փᬌկ҅PUT ොဩአփᬌկ̶੪؟ FTP ܐᦓጱկӤփӞ҅ᥝࣁ᧗ಸጱԆ֛
Ӿ۱ތկٖ҅ᆐکਂכݸ᧗ URI ਧጱ֖ᗝ̶

֕ฎ҅ᰄԭ HTTP ጱ PUT ොဩᛔӧଃḵᦤ҅ګձ֜Ո᮷ݢզӤփկ , ਂࣁਞقᳯ᷌҅ࢩ
ྌӞᛱጱ W eb ᗑᒊӧֵአᧆොဩ̶ᝑᯈݳ W eb ଫአᑕଧጱḵᦤ҅ګຝᦡᦇአ
RESTҁREpresentational State Transfer҅ᤒᇫாᑏ҂ ຽٵጱݶᔄ Web ᗑᒊ҅੪ݢᚆ
տනֵአ PUT ොဩ̶

HEAD ឴ߥଫḒ᮱҅HEAD ොဩ GET ොဩӞ҅ݝฎӧᬬࢧಸԆ֛᮱̶ړአԭᏟᦊ URI ጱ
ํප݊ᩒრๅෛጱ෭๗ᳵᒵ̶

DELETE ڢᴻկ҅DELETE ොဩአڢᴻկ҅ฎӨ PUT ፘݍጱොဩ̶DELETE ොဩೲ᧗
URI ڢᴻਧጱᩒრ̶

OPTIONS ᧃᳯඪ೮ጱොဩ҅OPTIONS ොဩአັᧃᰒ᧗ URI ਧጱᩒრඪ೮ጱොဩ̶

TRACE ᭄᪵᪠ஆ҅TRACE ොဩฎᦏ Web ๐ۓᒒਖ਼ԏڹጱ᧗᭗מሾࢧᕳਮಁᒒጱොဩ̶

CONNECT ᥝአᵒ᭲ܐᦓᬳളդቘ҅CONNECT ොဩᥝࣁӨդቘ๐ۓ᭗מୌᒈᵒ᭲҅ਫ
ሿአᵒ᭲ܐᦓᬰᤈ TCP ᭗̶מԆᥝֵአ SSLҁSecure Sockets Layer҅ਞقॺള੶҂ 
TLS ҁTransport Layer Security҅փᬌ੶ਞق҂ ᕪᗑᕶᵒ᭲փᬌ̶ݸੂ ےٖמᦓ᭗ܐ

౯ժӞᛱ๋ଉአጱොဩԞ੪ฎ GET ොဩ POST ොဩٌ҅՜ොဩฮԧᥴ̶ݢܨӥᶎฎ HTTP1.0 
HTTP1.1 ඪ೮ጱොဩႴܔ



HTTP ᧗ URL  
HTTP ܐᦓֵአ URI ਧ֖ᘶᗑӤጱᩒრ̶ྋฎࢩԅ URI ጱᇙਧۑᚆ҅ࣁᘶᗑӤձ֖ᗝጱᩒრ᮷
ᚆᦢᳯ̶کURL ଃํ᧗ጱຽᦩᒧ̶ࣁӤᶎጱֺৼӾ҅ၨᥦྋࣁ᧗
/somedir/page.html  ጱᩒრ̶

౯ժٚ᭗ᬦӞӻਠෆጱऒݷᥴຉӞӥ URL

ྲই http://www.example.com:80/path/to/myfile.html?
key1=value1&key2=value2#SomewhereInTheDocument  ᬯӻ URL ྲᔺቜԧ֦҅މᬯӻ URL
ԧٌ՜ጱ URL Ԟ੪ӧ౮ᳯ᷌ԧ̶

Ḓ࣋ڊضጱฎ http

http:// ᇇ҅قᦓٌਞܐ Web ᩒრ҅᭗ଉֵአ HTTP ړᦓ̶ԭय़᮱ܐአ֜ᐿֵᦫၨᥦޞ
HTTPS ܐᦓ̶ݚक़҅ၨᥦԞᎣ᭲ই॒֜ቘٌ՜ܐᦓ̶ֺই҅ mailto: ᮒկਮᦓᐏၨᥦܐ 
ಁᒒҔ ftp: ቘկփᬌ̶॒ᦓᐏၨᥦܐ

ᒫԫӻ࣋ڊጱฎ Ԇ

www.example.com  ෬ฎӞӻऒ҅ݷԞդᤒᓕቘᧆऒݷጱ̶ਙᐏԧᵱᥝݻᗑᕶӤጱߺӞݣԆ
Ԇጱ IP addressݻզፗളݢ᧗̶୮ᆐ҅Ԟ᩸ݎ วଚӧଉ࣋ጱ࣎ࣈ ᧗̶֕ፗളֵአ IP᩸ݎ࣎ࣈ 
ᥠ̶

ᒫӣӻ࣋ڊጱฎ ᒒݗ

https://developer.mozilla.org/en-US/docs/Glossary/IP_address


౯ժڹᶎ᧔҅کӷӻԆԏᳵᥝ᩸ݎ TCP ᬳളᵱᥝӷӻկ҅Ԇ + ᒒ̶ݗਙᤒᐏአԭᦢᳯ Web ๐
ҁHTTPԅ80҅HTTPSԅݗᒒٵᦓጱຽܐአHTTPֵۓইຎᦢᳯጱᧆ Web ๐̶ݗفӤᩒრጱۓ
443҂ദԨٌᩒრጱᦢᳯᴴ҅ڞ᭗ଉኼྌ᮱ڞވ̶ړᒒݗ੪ฎ URI ᶳጱ᮱̶ړ

Ӥᶎฎ᧗ URL ಅᶳ۱ތጱ᮱҅ړӥᶎ੪ฎ URL ٍ֛᧗ᩒრ᪠ஆ

ᒫࢥӻ࣋ڊጱฎ ᪠ஆ

/path/to/myfile.html  ฎ Web ๐ۓӤᩒრጱ᪠ஆ̶զᒒݸݗᶎጱᒫӞӻ /  ত҅ک ? ԏݩ 
ᕮ҅Ӿᳵጱ ྯӞӻڹ /  ᮷դᤒԧ੶ᕆҁӤӥᕆ҂ىᔮ̶ᬯӻ URL ጱ᧗ᩒრฎӞӻ html ᶭᶎ̶

ᔲ᪙፳᪠ஆݸᶎጱฎ ັᧃ݇හ

?key1=value1&key2=value2  ฎ׀ᕳ Web ๐ۓጱ᷐क़݇හ̶ইຎฎ GET ᧗҅Ӟᛱଃํ᧗
URL ݇හ҅ইຎฎ POST ᧗҅ڞӧտࣁ᪠ஆݸᶎፗള݇ےහ̶ᬯԶ݇හฎአ & ᒧړݩᵍጱ Ძ/꧊
ᤒ̶key1 = value1 ฎᒫӞ҅key2 = value2 ฎᒫԫ݇හڜ

ᔲ᪙፳݇හጱฎ Ლᅩ

#SomewhereInTheDocument  ฎᩒრጱӞ᮱ړጱӞӻᲚᅩ̶ᲚᅩդᤒᩒრٖጱӞᐿ“ԡᓋ”҅ਙ
ᕳԨၨᥦดᐏ֖ԭᧆ“ےԡᓋ”ᅩጱٖጱᐏ̶ ֺই҅ࣁHTMLӤ҅ၨᥦਖ਼჻ۖکਧԎᲚᅩጱ
ᮎӻᅩӤҔࣁᥤ᷇ᶪ᷇Ӥ҅ၨᥦਖ਼کᲚᅩդᤒጱᮎӻᳵ̶꧊ဳጱฎ # ݸݩᶎጱ᮱҅ړ
Ԟᑍԅᇆྦྷຽᦩᒧ҅ᬱӧտӨ᧗Ӟ᩸ݎᭆک๐̶ۓ

HTTP ᇇ  



HTTP 1.0

HTTP 1.0 ฎ1996 ࣁ ଙفጱ҅ᮎত҅ਙጱฦ݊ሲ੪ᬡکԧచՈጱපຎ̶

HTTP 1.0 ՐՐ׀ԧ๋चጱᦊᦤ҅ᬯײአಁੂݷᎱᬮ๚ᕪࢩ҅ੂےྌஉฃතکᒁറ̶
HTTP 1.0 ᤩᦡᦇአֵአᎨ᱾ള҅ݎེྯܨᭆහഝ᮷տᕪᬦ TCP ጱӣེൎಋഀེࢥಋ҅පሲྲ
̶֗
HTTP 1.0 ֵݝአ header Ӿጱ If-Modified-Since  Expires ֢ԅᖨਂ०පጱຽ̶ٵ
HTTP 1.0 ӧඪ೮ෙᅩᖅփ҅Ԟ੪ฎ᧔҅ྯེ᮷տփᭆق᮱ጱᶭᶎහഝ̶
HTTP 1.0 ᦊԅྯݣᦇᓒݝᚆᕬਧӞӻ IP҅ಅզ᧗ၾ௳Ӿጱ URL ଚဌํփ᭓Ԇݷ
ҁhostname҂̶

HTTP 1.1

HTTP 1.1 ฎ HTTP 1.0 ݎӣଙڊݸሿጱ҅Ԟ੪ฎ 1999 ଙ҅ਙ؉ڊԧզӥොᶎጱ۸ݒ

HTTP 1.1 ֵአԧ൹ᥝᓒဩᬰᤈղḵᦤ
HTTP 1.1 ἕᦊֵአᳩᬳള҅ᳩᬳള੪ฎݝᵱӞེୌᒈ੪ݢզփᬌग़ེහഝ҅փᬌਠ౮ݝ҅ݸᵱᥝ
Ӟེڔෙᬳള̶ݢܨᳩᬳളጱᬳളᳩݢզ᭗ᬦ᧗१Ӿጱ keep-alive  ᦡᗝ
HTTP 1.1 Ӿෛीےԧ E-tag҅If-Unmodified-Since, If-Match, If-None-Match ᒵᖨਂഴګຽ१ഴ
ᖨਂ०ප̶ګ
HTTP 1.1 ඪ೮ෙᅩᖅփ҅᭗ᬦֵአ᧗१Ӿጱ Range  ਫሿ̶
HTTP 1.1 ֵአԧᡦᗑᕶ҅ࣁӞݣᇔቘ๐ۓӤݢզਂࣁग़ӻᡦԆҁMulti-homed Web
Servers҂҅ଚӬਙժوՁӞӻIP̶࣎ࣈ

HTTP 2.0

HTTP 2.0 ฎ 2015 ଙڊݎጱຽ҅ٵਙԆᥝ؉ጱදݒইӥ

१᮱ܴᖽ ҅ኧԭ HTTP 1.1 ᕪଉտڊሿ User-Agent̵Cookie̵Accept̵Server̵Range ᒵਁ
ಅզᛘ१᮱؇᯿̶HTTP 2.0҅ᜓਁ܈پํݝᕪଉܩ ᘒ Body҅ᜓਁ܉پጯኜᛗپአܛᚆտݢྦྷ
ֵአ HPACK  ᓒဩᬰᤈܴᖽ̶
ԫᬰګ໒ୗ ҅HTTP 2.0 ֵአԧๅےᶌᬪ TCP/IP ጱԫᬰګ໒ୗ҅ᘒಲԧ ASCII Ꮁ҅܋ԧᥴຉ
පሲ
୩۸ਞق ҅ኧԭਞق૪ᕪ౮ԅ᯿Ӿԏ᯿҅ಅզ HTTP2.0 Ӟᛱ᮷᪒ࣁ HTTPS Ӥ̶
ग़᪠॔አ զํग़ݢՁ̶Ӟӻ᧗ଫӞӻid҅ᬯӞӻᬳളӤوӞӻ᧗᮷ฎฎአ֢ᬳളྯܨ҅
ӻ᧗̶



HTTP ຽ१  

HTTP 1.1 ጱຽ१Ԇᥝړԅࢥᐿ҅ ᭗አຽ१ ̵ ਫ֛ຽ१ ̵ ᧗ຽ१ ̵ ଫຽ१ߥ ҅ሿࣁ౯ժᬯپ
ᐿຽ१ᬰᤈՕᕨ

᭗አຽ१  
HTTP ᭗አຽ१ԏಅզᬯ҅ݷฎࢩԅӨٌ՜ӣӻᔄڦӧ҅ݶਙժӧฎᴴਧԭᇙਧᐿᔄጱၾ௳ᘏၾ
௳ᕟկҁ᧗҅ߥଫၾ௳ਫ֛҂ጱ̶HTTP ᭗አຽ१Ԇᥝአԭփᬡํىၾ௳ጱמ௳҅ᘒӧฎਙಅ
൭ଃጱ̶ٖਙժ׀Ӟᛱמ௳ଚഴګই॒֜ቘ॒ቘၾ௳̶

ੱᓕ᭗አຽ१ӧտᴴਧԭฎ᧗ᬮฎߥଫಸ҅֕ฎԶ᭗አຽ१य़᮱ړق᮱አԭӞᐿᇙਧᔄࣳጱ᧗
Ӿ̶Ԟ੪ฎ᧔҅ইຎӻ᭗አຽ१ڊሿࣁ᧗ಸӾ҅ᮎԍय़᮱ړ᭗አຽ१᮷տดᐏࣁᧆ᧗ಸ
Ӿ̶ߥଫಸԞฎӞጱ̶

Զ᭗አຽ१ߺᦖก౯ժ᮷ᵱᥝՕᕨ҅ܔӞӻႴڊڜض

Cache-Control



Connection
Date
Pragma
Trailer
Transfer-Encoding
Upgrade
Via
Warning

Cache-Control  

ᖨਂҁCache҂ ฎᦇᓒᶾऒ᯾ጱӞӻ᯿ᥝ༷ஷ҅ฎս۸ᔮᕹᚆጱ̶ڥӧՐᦇᓒӾጱ CPU ԅԧ
ṛեಗᤈපሲᘒᭌೠֵአੀਂ֢ԅᬀۗ҅ᦇᓒᗑᕶݶਂࣁᖨਂ҅ӥᶎ౯ժ੪ՕᕨӞӥᦇ
ᓒᗑᕶӾጱᖨਂ̶

Cache-Control  ฎ᭗አຽ१ጱե҅ਙᚆड़ᓕቘই֜ HTTP ጱ᧗ᘏߥଫֵአᖨਂ̶

զํݢԅᦇᓒᗑᕶӾฎࢩ ᒫӣᘏ ሿጱ҅Ԟ੪ฎڊ ᖨਂ๐ۓ ҅ᬯӻե᭗ᬦߥ ᧗/ߥଫ Ӿጱ
ᖨਂ๐ۓᘒᬡکഴګᖨਂጱፓጱҔӧՐํᖨਂ๐҅ۓᬮํၨᥦٖ᮱ᖨਂԞտߥ᱾᪠ጱᖨਂ̶

ᬯӻຽ१Ӿݢզڊሿᦜग़ܔᇿጱեٌ҅ᧇᕡݢ௳מզࣁ RFC 2616 Ӿತֵܨ҅کᬯฎଉᥢຽ१҅Զ
եԞݝᚆڊሿࣁ᧗ߥଫӾ̶ӥᤒ׀ԧӞӻ Cache-Control ᭌᶱጱᕮଚޞᦫ֦ইֵ݄֜አ

᧗ဳ҅ࣁ Cache-Control ຽ१ӾݝᚆڊሿӞӻե҅֕ฎࣁၾ௳Ӿݢզڊሿग़ӻᬯጱຽ१̶

Ӥᶎᬯӻᤒ໒ٌਫտํࢥᐿړᔄ



ᖨਂݢ ғ ਙժڦړฎ no-cache ̵ no-store ̵ private public  
ᖨਂํපᳵ ғ ਙժڦړฎ max-age ̵ s-maxage ̵ max-stale ̵ min-fresh
᯿ෛḵᦤଚ᯿ෛے ғ ਙժڦړฎ must-revalidate proxy-revalidate  
ٌ՜ ғ ਙժڦړฎ only-if-cached no-transform  

ᤒ໒ӾጱٖᬰᤈӞӥᧇᕡՕᕨڦړ

no-cache

no-cache  உฃ no-store  Ⴐႝ҅Ӟᛱ᮷տ no-cache  ᦊԅฎӧᖨਂٌ҅ਫӧฎᬯ̶

ֵአ no-cache եጱፓጱฎԅԧᴠྊᖨਂӾᬬࢧᬦ๗ጱᩒრֺ҅ইӥࢶಅᐏ

no-cache ᐏࢶ

Ԉӻֺৼ֦੪กጮԧ҅No-Cache ੪ፘ୮ԭฎ ፳ᲅ᯾ጱܛ፳Ꮹ᯾ጱ҅ݰ ҅ইຎᲅ᯾ᬮํෛጱᙂᇆ҅੪ض
ᛔ૩ጱ҅ᬯ᯾ݰᲅ᯾ጱ҅ইຎᲅ᯾ဌํෛጱ҅ٚݰ ᲅ᯾ጱ ੪ፘ୮ԭฎრ๐ۓԾኞጱ҅ Ꮹ᯾ጱ ੪ፘ୮
ԭฎᖨਂጱ̶

no-store

no-store  ฎ፥ྋԎӤጱ ӧᖨਂ ҅ྯེ๐ۓളکݑਮಁᒒጱ᧗҅ݸ᮷տᬬ๋ࢧෛጱᩒრᕳਮ
ಁᒒ̶

max-age

max-age ෙᛔ૩ڣտۓᭆଃํ max-age ጱե҅ᖨਂ๐ݎଫӾ҅୮ਮಁᒒߥ᧗ᘏࣁզአݢ 
ᖨਂᳵጱහ꧊ max-age ጱय़ੜ҅ইຎྲ max-age ੜ҅ᮎԍᖨਂํප҅ݢզᖀᖅᕳਮಁᒒᬬࢧᖨਂ
ጱහഝ҅ইຎྲ max-age य़҅ᮎԍᖨਂ๐ۓਖ਼ӧᚆᬬࢧᕳਮಁᒒᖨਂጱහഝ̶

ইຎ max-age = 0 ҅ᮎԍᖨਂ๐ۓਖ਼տፗള᧗کݎ๐ۓ

Cache-Control: no-cache1

Cache-Control: no-store1

Cache-Control: max-age=601



ဳғᬯӻ max-age ጱ꧊ฎፘԭ᧗ᳵጱ

must-revalidate

ᤒᐏӞ෮ᩒრᬦ๗҅ᖨਂ੪ᶳܻࣁত๐ۓӤဌํ౮ۑḵᦤጱఘ٭ӥֵአٌᬦ๗ጱහഝ̶

no-store  ̵ no_cache  ̵ must-revalidate max-age   ӻຽࢥզӞ᩸፡҅ӥᶎฎӞӻᬯݢ 
१ጱၞᑕࢶ

ᖨਂഴၞګᑕࢶ

public

public  ંڊݝሿࣁਮಁᒒߥଫӾ҅ᤒᐏߥଫݢզᤩձ֜ᖨਂಅᖨਂ̶ࣁᦇᓒᗑᕶӾ҅ړԅӷᐿ
ᖨਂ҅وՁᖨਂᐺํᖨਂ҅ইӥಅᐏ

Cache-Control: max-age=01

Cache-Control: must-revalidate1



 

ࢶՁᖨਂᐏو

private

୮ਧ private  եߥ҅ݸଫݝզᇙਧጱአಁ֢ԅ҅ᬯӨ public  ጱአဩፘ҅ݍᖨਂ๐ݝۓ
ᇙਧጱਮಁᒒᬰᤈᖨਂٌ҅՜ਮಁᒒݎᭆᬦጱ᧗҅ᖨਂ๐ڞۓӧտᬬࢧᖨਂ̶

ᐺํᖨਂᐏࢶ

s-maxage

Cache-Control: public1

Cache-Control: private1



s-maxage  եጱۑᚆ max-age  եጱۑᚆፘ҅ݶӧݶᅩԏ॒ࣁԭ s-maxage ӧᚆአԭᐺํᖨ
ଫ᧔҅ᬯӻեဌํձ֢֜ߥӞአಁጱ᯿॔᧗ݶԭ҅ۓ๐ولᚆአԭग़አಁֵአጱݝ҅ਂ
አ̶

min-fresh

min-fresh ᧗Ӿ҅ࣁሿڊᚆݝ min-fresh  ᥝᖨਂ๐ۓᬬࢧ min-fresh ᳵٖጱᖨਂහഝ̶ֺ
ই Cache-Control:min-fresh=60 ҅ᬯ੪ᥝᖨਂ๐ݎۓᭆ60ᑁٖጱහഝ̶

max-stable

max-stable ᬦ๗Ԟᆙଉളත̶ֵܨᖨਂහഝ҅ݑ᧗Ӿ҅ᤒᐏਮಁᒒտളࣁሿڊᚆݝ 

only-if-cached

ᬯӻຽ१ݝᚆڊሿࣁ᧗Ӿֵ҅አ only-if-cached  եᤒᐏਮಁᒒՐࣁᖨਂ๐ۓࣈᖨਂፓຽᩒ
რጱఘ٭ӥտᥝٌᬬ̶ࢧ

proxy-revalidate

proxy-revalidate  եᥝಅํጱᖨਂ๐ࣁۓളතکਮಁᒒଃํᧆեጱ᧗ᬬߥࢧଫԏ҅ڹ
ᶳེٚḵᦤᖨਂጱํප̶

no-transform

ֵአ no-transform  եᥢਧ෫ᦞฎࣁ᧗ᬮฎߥଫӾ҅ᖨਂ᮷ӧᚆදݒਫ֛Ԇ֛ጱড়֛ᔄ̶ࣳ

Connection  

HTTP ܐᦓֵአ TCP ᓕቘᬳളොୗ҅Ԇᥝํӷᐿᬳളොୗ҅ ೮ԋᬳള ᶋ೮ԋᬳള   ̶

೮ԋᬳള

೮ԋᬳളጱฎӞེտᦾਠ౮҅ݸTCP ᬳളଚ๚ىᳮ҅ᒫԫེེٚݎᭆ᧗҅ݸ੪ӧٚᵱᥝୌᒈ
TCP ᬳള҅ᘒฎݢզፗളᬰᤈ᧗ߥଫ̶ਙጱӞᛱᤒᐏ୵ୗইӥ

 HTTP 1.1 ত҅ἕᦊֵአ೮ԋᬳള̶

keep-alive  ԞฎӞӻ᭗አຽ१҅Ӟᛱ Connection ᮷տ keep-alive Ӟֵ᩸አ҅keep-alive ํӷӻ
݇හ҅Ӟӻฎ timeout ҔݚӞӻฎ max ҅ਙժጱԆᥝᤒሿ୵ୗইӥ

Cache-Control: s-maxage=601

Cache-Control: min-fresh=601

Cache-Control: max-stable=601

Cache-Control: only-if-cached1

Cache-Control: proxy-revalidate1

Cache-Control: no-transform1

Connection: keep-alive1



timeout: ጱฎᑮᳳᬳളᶳጱ๋Ꭸᳵ҅Ԟ੪ฎ᧔ᬯེ᧗ጱᬳളᳵӧᚆԭ5ᑁ҅
max: ጱฎࣁᬳളىᳮԏڹ๐ۓಅᚆड़තکጱ๋य़᧗හ̶

ᶋ೮ԋᬳള

ᶋ೮ԋᬳളᤒᐏӞེտᦾ᧗/ߥଫىݸᳮᬳളጱොୗ̶HTTP 1.1 ԏֵڹአጱᬳള᮷ฎᶋ೮ԋᬳള҅
Ԟ੪ฎ

Date  

Date ฎӞӻ᭗አຽ१҅ਙݢզڊሿࣁ᧗ຽ१ߥଫຽ१Ӿ҅ਙጱचᤒᐏইӥ

ᤒᐏጱฎ໒শလຽٵᳵ҅ᬯӻᳵᥝྲ۹Ղᳵౌكӻੜ

Pragma  

Pragma ฎ http 1.1 ԏڹᇇጱܲ᭳ݥኸਁྦྷ҅Ր֢ԅӨ http ጱّݸݻᘒਧԎ̶ਙጱӞᛱ୵ୗইӥ

ᖨਂጱᩒრ̶ࢧӧᬬۓᭆጱ᧗Ӿ̶ਮಁᒒտᥝಅํጱӾᳵ๐ݎአԭਮಁᒒݝ

ইຎಅํጱӾᳵ๐ۓ᮷զਫሿ HTTP /1.1ԅຽ҅ٵᮎԍፗളֵአ Cache-Control: no-cache ҅ݢܨই
ຎӧฎጱᦾ҅੪ᥝ۱ތӷӻਁྦྷ҅ইӥ

Trailer  

Connection: Keep-Alive
Keep-Alive: timeout=5, max=1000

1
2

Connection: close1

Date: Wed, 21 Oct 2015 07:28:00 GMT 1

Pragma: no-cache1

Cache-Control: no-cache
Pragma: no-cache

1
2



Ḓ᮱ਁྦྷ Trailer տԪض᧔กࣁಸԆ֛ݸᦕ୯ԧߺԶḒ᮱ਁྦྷ̶ᧆḒ᮱ਁྦྷݢଫአࣁ HTTP/1.1 ᇇړ
ࣘփᬌᖫᎱ̶Ӟᛱአဩইӥ

զӤአֺӾ҅ਧḒ᮱ਁྦྷ Trailer ጱ꧊ԅ Expires҅ࣁಸԆ֛ԏݸҁࣘړᳩଶ 0 ԏݸ҂ڊሿԧḒ᮱ਁ
ྦྷ Expires̶

Transfer-Encoding  

Transfer-Encoding ંԭٖࠟܐጱዀ҅ӥᶎտٍ֛ՕᕨӞӥٖ҅ࠟܐሿضࣁ؉ӻᶼ
ғޞ Transfer-Encoding  ᥢਧԧփᬌಸಅአጱᖫᎱොୗ

ဳғHTTP 1.1 ጱփᬌᖫᎱොୗՐࣘړփᬌํප҅֕ฎ HTTP 2.0 ੪ӧٚඪ೮ࣘړփᬌ҅ᘒ
̶ګԧᛔ૩ๅํපጱහഝփᬌ׀

Transfer-Encoding Ԟંԭ Hop-by-hopҁ᭑᪡҂ Ḓ᮱  ҅ӥᶎࢧᶶӞӥ҅HTTP ಸຽ१ᴻԧݢզ
໑ഝંಅࣁጱ֖ᗝړԅ ᭗አຽ१ ̵ ᧗ຽ१ ̵ ଫຽ१ߥ ਫ֛ຽ१   Ҕᬮݢզೲᆙฎވᤩᖨਂ
ᒒḒ᮱(End-to-End)کԅ ᒒړ ᭑᪡Ḓ᮱(Top-to-Top)   ̶

ᴻԧӥᶎكᐿંԭ᭑᪡Ḓ᮱क़ٌ҅֟᮷ંԭᒒکᒒḒ᮱

Connection̵Keep-Alive̵Proxy-Authenticate̵Proxy-Authorization̵Trailer̵TE̵Transfer-
Encoding̵Upgrade

ӥᶎکࢧᦎᦞӾ҅Transfer-Encoding አԭӷӻᜓᅩԏᳵփᬌၾ௳҅ᘒӧฎᩒრ̶ࣁग़ӻᜓᅩփ
ᬌၾ௳ጱᬦᑕӾ҅ྯӞྦྷၾ௳ጱփᬌ᮷ݢզֵአӧݶጱ Transfer-Encoding ̶ইࢶಅᐏ

Transfer-Encoding ඪ೮կܴᖽ҅ইຎ֦మᥝզկܴᖽݸጱ୵ୗݎᭆጱᦾ̶Transfer-Encoding ಅํ
ᭌᔄࣳইӥݢ

chunked ғ හഝೲᆙӞᔮݎࣘڜᭆ҅ࣁᬯᐿఘ٭ӥ҅ਖ਼ኼ Content-Length  ຽ१҅ଚྯࣁ
ӻࣘጱ१҅ᵱᥝզم܈ᬰګऴ꧌୮ࣘڹጱᳩଶ҅ݸ᪙ '\r\n' ҅ᆐݸฎࣘ҅ᆐݸฎݚӞ
ӻ '\r\n' ̶୮ਖ਼य़ᰁහഝݎᭆکਮಁᒒଚӬࣁ᧗૪ᤩਠ॒قቘԏݢ҅ڹᚆ෫ဩᎣ᭲ߥଫጱ
य़ੜ҅ࣘړᖫᎱஉํአ̶ ֺই҅ࣁኞ౮ኧහഝପັᧃԾኞጱय़ࣳ HTML ᤒࣁփᬌय़ࣳ؟ࢶ
̶ ࣘړጱߥଫ፡᩸؟ᬯ

Transfer-Encoding: chunked
Trailer: Expires

1
2

Transfer-Encoding: chunked1



ᕣྊࣘ᭗ଉฎ0̶ᔲᵋ Transfer-Encoding ᶎጱฎ Trailerݸ   ຽ१҅ Trailer ݢᚆԅᑮ̶

compress ғ ֵአ Lempel-Ziv-Welch(LZW)  ᓒဩጱ໒ୗ̶꧊ݷᑍݐᛔ UNIX  ܴᖽᑕଧ҅ᧆ
ᑕଧਫሿԧᧆᓒဩ̶ሿپࣁԒဌํၨᥦֵአᬯᐿٖᖫᎱԧ҅ࢩԅᬯӻӫ2003 ࣁڥ ଙ੪؊ധ
ԧ̶
deflate ғֵአ zlib(ࣁ RFC 1950 ਧԎ)  ᕮ deflate ܴᖽᓒဩ
gzip ғ ֵአ Lempel-ZivᖫᎱҁLZ77҂ 32֖ CRC ጱ໒ୗ̶ᬯ๋ڡฎ UNIX gzip  ᑕଧጱ໒
ୗ̶ HTTP / 1.1 ຽٵᬮୌᦓڊԭّፓጱ҅ඪ೮ྌٖᖫᎱጱ๐ۓଫਖ਼ x-gzip ᦩڦԅڦ
̶ݷ
identity ғ ֵአղۑᚆҁܨ෫ܴᖽץද҂̶

Ԟݢզڊڜग़ӻ꧊҅զ᭖ړݩᵍ҅ᔄ֒Ӟӻᵞڜݳᤒ

Upgrade  

Ḓ᮱ਁྦྷ Upgrade አԭ༄ၥ HTTP ܐᦓٌ݊՜ܐᦓฎֵݢވአๅṛጱᇇᬰᤈ᭗ٌ݇҅מහ꧊ݢզአ
ਧӞӻਠقӧݶጱ᭗ܐמᦓ̶

ӤࢶአֺӾ҅Ḓ᮱ਁྦྷ Upgrade  ਧጱ꧊ԅ TLS/1.0 ̶᧗ဳྌ॒ӷӻਁྦྷḒ᮱ਁྦྷጱଫى
ᔮ҅Connection ጱ꧊ᤩਧԅ Upgrade̶ Upgrade Ḓ᮱ਁྦྷԾኞ֢አጱՐᴴԭਮಁᒒԁᬪ๐ۓ
ྌֵ҅አḒ᮱ਁྦྷ Upgrade ҅ᬮᵱᥝ᷐क़ਧ Connection: Upgradeࢩԏᳵ̶ ̶ ԭᴫํḒ
᮱ਁྦྷ Upgrade ጱ᧗҅๐ݢۓአ 101 Switching Protocols  ᇫாᎱ֢ԅߥଫᬬ̶ࢧ

HTTP/1.1 200 OK 
Content-Type: text/plain 
Transfer-Encoding: chunked

7\r\n
Mozilla\r\n 
9\r\n
Developer\r\n
7\r\n
Network\r\n
0\r\n 
\r\n

1
2
3
4
5
6
7
8
9

10
11
12

Transfer-Encoding: gzip, chunked1



Via  

ֵአ Via ฎԅԧ᪙᪵ਮಁᒒ๐ۓԏᳵጱ᧗/ߥଫ᪠ஆ҅ع᧗ሾզ݊ᚆड़ᦩڦ ᧗/ߥଫ ᱾
Ӿݎᭆᘏܐᦓጱۑᚆ̶Via ਁྦྷኧդቘ๐ۓႲ҅ےӧᦞฎྋݻդቘᬮฎݻݍդቘ҅ଚӬݢզڊሿࣁ᧗
ຽ१ߥଫຽ१Ӿ̶ਙአԭ᪙᪵ၾ௳̶ֺݎইӥࢶಅᐏ

Via ݸᶎጱጱ 1.1, 1.0  ᤒᐏളත๐ۓӤጱ HTTP ᇇ҅Via Ḓ᮱ฎԅԧ᪙᪵᪠ஆ҅ᕪଉ
TRACE  ොဩӞֵ᩸አ̶

Warning  

ဳғWarning ਁྦྷܨਖ਼ᤩአ

ັᴅ Warning (https://github.com/httpwg/http-core/issues/139)  and Warning: header &
stale-while-revalidate (https://github.com/whatwg/fetch/issues/913) ๅग़ᕡᜓݐ឴ 

Warning ᭗አ HTTP ຽ१᭗ଉտޞᎣአಁӞԶӨᖨਂፘىጱᳯ᷌ጱᦄޞ

HTTP/1.1 ӾਧԎԧ 7 ᐿᦄ̶ޞਙժڦړইӥ

᧗ຽ१  
᧗ຽ१አԭਮಁᒒݎᭆ HTTP ᧗ک๐ۓӾಅֵአጱਁྦྷ҅ӥᶎ౯ժӞ᩸፡Ӟӥ HTTP ᧗ຽ१
᮷۱ߺތԶਁྦྷ҅ڦړฎՋԍ̶ӥᶎտՕᕨ

Accept

https://github.com/httpwg/http-core/issues/139
https://github.com/whatwg/fetch/issues/913


Accept-Charset
Accept-Encoding
Accept-Language
Authorization
Expect
From
Host
If-Match
If-Modified-Since
If-None-Match
If-Range
If-Unmodified-Since
Max-Forwards
Proxy-Authorization
RangeReferer
TE
User-Agent

ӥᶎڦړՕᕨӞӥ

Accept  

HTTP ᧗ຽ१տޞᎣਮಁᒒᚆड़ളතጱ MIME ᔄࣳฎՋԍ

ᮎԍՋԍฎ MIME ᔄࣳޫҘࢧࣁᒼᬯӻᳯ֦᷌ڹଫᧆضԧᥴӞӥՋԍฎ MIME

MIME: MIME (Multipurpose Internet Mail Extensions) ฎൈᬿၾ௳ٖᔄࣳጱࢩᇙᗑຽ̶ٵMIME
ၾ௳ᚆ۱ތ̵̵؟ࢶᶪ̵᷇ᥤ᷇զٌ݊՜ଫአᑕଧӫአጱහഝ̶

Ԟ੪ฎ᧔҅MIME ᔄٌࣳਫ੪ฎӞᔮڜၾ௳ٖᔄࣳጱᵞ̶ݳᮎԍ MIME ᔄࣳ᮷ํߺԶޫҘ

կ ғ text/html̵text/plain̵text/css̵application/xhtml+xml̵application/xml

ᇆկࢶ ғ image/jpeg̵image/gif̵image/png

ᥤ᷇կ ғ video/mpeg̵video/quicktime

ଫአᑕଧԫᬰګկ ғ application/octet-stream̵application/zip

ྲই҅ইຎၨᥦӧඪ೮ PNG ࢶᇆጱดᐏ҅ᮎ Accept ੪ӧਧimage/png҅ᘒਧ॒ݢቘጱ
image/gif  image/jpeg ᒵࢶᇆᔄ̶ࣳ

Ӟᛱ MIME ᔄࣳԞտ q  ᬯӻંӞֵ᩸አ҅q ฎՋԍҘq ᤒᐏጱฎ᯿҅፡Ӟӻֺৼ

ᬯฎՋԍޫҘᝑమᥝᕳดᐏጱড়֛ᔄࣳीےսضᕆֵ҅ڞአ q= ᷐क़ᤒᐏ᯿꧊҅ဌํดᐏ᯿
ጱײἕᦊ꧊ฎ1.0 ҅౯ᕳ֦ڜӻᤒ໒֦੪กጮԧ

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.81



q MIME

1.0 text/html

1.0 application/xhtml+xml

0.9 application/xml

0.8 * / *

Ԟ੪ฎ᧔҅ᬯฎӞӻනᗝᶲଧ҅᯿ṛጱ֗҅ڹࣁጱ҅ݸࣁ application/xml;q=0.9  ฎӧۆړݢጱ
ෆ̶֛

Accept-Charset  

Accept-Charset  ᤒᐏਮಁᒒᚆड़ളݑጱਁᒧᖫᎱ̶Accept-Charset Ԟฎંԭ ٖࠟܐ ጱӞ᮱҅ړ
ਙ

Accept  Ӟ҅Ԟݢզአ q ᤒᐏਁᒧᵞ҅አ ᭖ݩ ᬰᤈֺ҅ۆړই

ԪਫӤ҅உग़զ Accept-*  १ጱຽ१҅᮷ฎંԭٖࠟܐጱዀ҅ىԭٖࠟܐ౯ժӥᶎտ
᧔̶

Accept-Encoding  

ᤒᐏ HTTP ຽ१տຽกਮಁᒒ๕๐ۓᒒᬬࢧጱٖᖫᎱ҅ᬯ᭗ଉฎӞᐿܴᖽᓒဩ̶Accept-Encoding
Ԟฎંԭ ٖࠟܐ  ጱӞ᮱ֵ҅ړአଚ᭗ᬦਮಁᒒᭌೠ Content-Encoding  ٖᬰᤈᬬ̶ࢧ

ᚆฎኧݢ٭ᬯᐿఘ҅ࢧᚆᭌೠӧܴᖽଚᬬݢԞۓጱܴᖽᓒဩ҅๐ݶ᮷ᚆड़ඪ೮ፘۓ๐ਮಁᒒֵܨ
ԭᬯӷᐿఘ٭᭜౮ጱ:

ᥝݎᭆጱහഝ૪ᕪᤩܴᖽԧӞེ҅ᒫԫེܴᖽଚӧտᛘݎᭆጱහഝๅੜ
๐ۓᬦ҅෫ဩಥܴݑᖽଃጱᚆᲀ҅᭗ଉ҅ইຎ๐ֵۓአ CPU ᩻ᬦ 80%
҅ Microsoft ୌᦓӧᥝֵአܴᖽڞ 

ӥᶎฎ Accept-Encoding ጱֵአොୗ

Ӥᶎጱپᐿᤒᬿොୗ੪૪ᕪ Accept-Encoding ጱંقڜԧ

Accept-Charset: iso-8859-1
Accept-Charset: utf-8, iso-8859-1;q=0.5
Accept-Charset: utf-8, iso-8859-1;q=0.5, *;q=0.1

1
2
3

Accept-Encoding: gzip
Accept-Encoding: compress
Accept-Encoding: deflate
Accept-Encoding: br
Accept-Encoding: identity
Accept-Encoding: *
Accept-Encoding: deflate, gzip;q=1.0, *;q=0.5

1
2
3
4
5
6
7



gzip : ኧկܴᖽᑕଧ gzip ኞ౮ጱᖫᎱ໒ୗֵ҅አ Lempel-ZivᖫᎱҁLZ77҂ 32֖CRCጱ
ܴᖽ໒ୗ҅ఽي᪁ጱݶݢզӞӥ ҁhttps://en.wikipedia.org/wiki/LZ77_and_LZ78#LZ77҂

compress : ֵአ Lempel-Ziv-WelchҁLZW҂ ᓒဩጱܴᖽ໒ୗ҅ํي᪁ጱݶݢզ ҁhttps:/
/en.wikipedia.org/wiki/LZW҂

deflate : ֵአ zlib ᕮ deflate ܴᖽᓒဩጱܴᖽ໒ୗ҅݇ᘍ ҁhttps://en.wikipedia.org/wik
i/Zlib҂  ҁhttps://en.wikipedia.org/wiki/DEFLATE҂

br : ֵአ Brotli ᓒဩጱܴᖽ໒ୗ҅݇ᘍ ҁhttps://en.wikipedia.org/wiki/Brotli҂

ӧಗᤈܴᖽӧտ۸ݒጱἕᦊᖫᎱ໒ୗ

* Accept-Encoding ڊڜጱձٖ֜ᖫᎱ҅ইຎဌํڊڜᯈຽ१Ӿ๚܃ :   ҅ᬯ੪ฎἕᦊ꧊҅
ଚӧޱ፳ඪ

೮ձ֜ᓒဩ҅ݝฎᤒᐏဌํ؇অ

;q=  አ᯿ q ꧊ᤒᐏፘսضᕆ҅ᬯᅩӨḒ᮱ਁྦྷ Accept ፘ̶ݶ

Accept-Language  

Accept-Language  ᧗ᤒᐏਮಁᒒᵱᥝ๐ۓᒒᬬࢧጱᔄࣳ҅Accept-Language Ԟંԭٖࠟܐ
ጱዀ̶๐ۓᒒ᭗ᬦ Content-Language  ᬰᤈߥଫ҅ Accept Ḓ᮱ਁྦྷӞ҅ೲ᯿꧊ q ᤒᐏ
ፘսضᕆ̶ֺই

Authorization  

HTTP Authorization  ᧗१አԭݻ๐ۓᦊᦤአಁդቘጱڂഝ҅᭗ଉአࣁ๐ۓզ401๚ᕪദᇫ
ாWWW-Authenticateຽ१ߥଫԏࠨ҅ݸޫҘ֦ӧกጮጱᦾ౯ኮୟࢶᕳ֦፡

Accept-Language: de
Accept-Language: de-CH
Accept-Language: en-US,en;q=0.5

1
2
3

https://en.wikipedia.org/wiki/LZ77_and_LZ78%23LZ77
https://en.wikipedia.org/wiki/LZW
https://en.wikipedia.org/wiki/Zlib
https://en.wikipedia.org/wiki/DEFLATE
https://en.wikipedia.org/wiki/Brotli


᧗ຽ१ Authorization  ฎአޞᎣ๐҅ۓአಁጱᦊᦤמ௳҅๐ํݝࣁۓතکᦊᦤݸտᬬࢧ
ᕳਮಁᒒ 200 OK ጱߥଫ҅ইຎဌํᦊᦤڞ҅௳מտᬬ401 ࢧ ଚޞᎣਮಁᒒᵱᥝᦊᦤמ௳̶ᧇᕡىԭ
Authorization ጱݸ҅௳מᶎԞտᧇᕡᥴ᯽

Expect  

Expect HTTP ᧗ຽ१ᐏ๐ۓᵱᥝჿ᪃ጱ๗๕ᚆྋᏟ॒ቘ᧗̶ইຎ๐ۓဌํېဩਠ౮ਮ๐ᒒ
ಅ๗๕ਠ౮ጱԪఘଚӬ๐ۓᒒਂࣁᲙጱᦾ҅տᬬ417 ࢧ Expectation Failed  ̶HTTP 1.1 ݝᥢਧ
ԧ 100-continue  ̶

ইຎ๐ۓᚆྋଉਠ౮ਮಁᒒಅ๗๕ጱԪఘ҅տᬬ100 ࢧ
ইຎӧᚆჿ᪃๗๕ᬬࢧձٌ֜՜ 4xx  ጱᇫாᎱ҅տᬬ417 ࢧ

ֺই

From  

PUT /somewhere/fun HTTP/1.1
Host: origin.example.com
Content-Type: video/h264
Content-Length: 1234567890987
Expect: 100-continue

1
2
3
4
5



From  ᧗१አޞᎣ๐ֵۓአአಁդቘጱኪৼᮒկ̶࣎ࣈ᭗ଉఘ٭ӥֵٌ҅አፓጱ੪ฎԅԧดᐏ
ᔱකᒵአಁդቘጱᨮᨱՈጱኪৼᮒկᘶᔮොୗ̶౯ժֵࣁአդቘጱఘ٭ӥ҅ଫੱݢᚆ۱ތ From Ḓ
᮱ਁྦྷ̶ֺই

֦ӧଫᧆਖ਼ From አࣁᦢᳯഴګᘏղḵᦤӾ

Host  

Host  ᧗१กԧ๐ۓጱऒݷҁԭᡦԆ᧔҂҅զ݊ҁݢᭌጱ҂๐ۓፊލጱTCPᒒ̶ݩݗ
ইຎဌํᕳਧᒒ҅ݩݗտᛔֵۖአᤩ᧗๐ۓጱἕᦊᒒݗҁྲই᧗Ӟӻ HTTP ጱ URL տᛔֵۖአ80
֢ԅᒒݗ҂̶

Host Ḓ᮱ਁྦྷࣁ HTTP/1.1 ᥢٖฎࠔӞӞӻᶳᤩ۱ࣁތ᧗ٖጱḒ᮱ਁྦྷ̶

If-Match  

If-Match ݸᶎݢզ᪙Ӟय़ञં҅୵ୗ؟ If-Match ᬯᐿጱ᧗१ᑍԅ կ᧗ ҅๐ۓളතکկ᧗
҅ݸᵱᥝڣਧկ᧗ฎވჿ᪃҅ํݝկ᧗ԅ፥҅տಗᤈկ᧗

ᔄ֒ጱᬮํ If-Match̵If-Modified-Since̵If-None-Match̵If-Range̵If-Unmodified-Since

ԭ GET POST    ොဩ҅๐ۓՐࣁӨڊڜጱ ETagҁߥଫຽ१҂  ԏӞ܃ᯈᬬࢧ᧗ጱᩒრ̶
ᬯ᯾݈ग़ԧӞӻෛ ETag ҅౯ժᑖٚݸ᧔ ETag ጱአဩ̶ԭ؟ฎ PUT ࣁጱොဩ҅ق՜ᶋਞٌ 
ᬯᐿఘ٭ӥ҅ਙՐՐਖ਼Ӥփᩒრ̶

ӥᶎฎӷᐿଉᥠጱໜֺ

ԭ GET POST    ොဩ҅տᕮֵݳአ Range  ຽ१҅ਙݢզᏟכෛݎᭆ᧗ጱࢱӨӤӞӻ
᧗ጱᩒრፘ҅ݶইຎӧ܃ᯈጱᦾ҅տᬬ416 ࢧ ଫ̶ߥ 
ԭٌ՜ොဩ҅ᇙڦฎ PUT  ොဩ҅ If-Match տྲ If-Match ጱۓզᴠྊӶ०ๅෛ҅๐ݢ 
ਁྦྷ꧊ᩒრጱ ETag ꧊҅Ր୮ӷᘏӞᛘ҅տಗᤈ᧗̶ݍԏ҅ڞᬬࢧᇫாᎱ 412
Precondition Failed ጱߥଫ̶ֺই

If-Modified-Since  

If-Modified-Since  ฎ HTTP կ᧗ጱӞ᮱ࣁํݝ҅ړᕳਧ෭๗ԏ҅ݸ๐ۓᒒץදԧ᧗ಅᵱᥝ
ጱᩒრ҅տᬬ200 ࢧ OK ጱߥଫ̶ইຎࣁᕳਧ෭๗ԏ҅ݸ๐ۓᒒဌํץදٖ҅ߥଫտᬬ304 ࢧ  ଚ
Ӭӧଃձ֜ߥଫ̶֛If-Modified-Since ݝᚆֵአ GET HEAD    ᧗̶

If-Modified-Since Ө If-None-Match ᕮֵݳአ҅ਙਖ਼ᤩኼ҅ᴻᶋ๐ۓӧඪ೮ If-None-Match̶Ӟ
ᛱᤒᐏইӥ

From: webmaster@example.org1

Host: developer.mozilla.org1

If-Match: "bfc13a64729c4290ef5b2c2730249c88ca92d82d"
If-Match: *

1
2

If-Modified-Since: Wed, 21 Oct 2015 07:28:00 GMT 1



ဳғᬯฎ໒শလຽٵᳵ̶ HTTP ෭๗তᕣզ໒ੰလຽٵᳵᤒᐏ҅ᘒӧฎࣈᳵ̶

If-None-Match  

կ᧗҅ਙӨ If-Match  ጱ֢አፘ҅ݍՐ୮ If-None-Match  ጱਁྦྷ꧊Ө ETag  ꧊ӧӞᛘ҅
ቘᧆ᧗̶ԭ॒ݢ GET HEAD    ҅Ր୮๐ۓဌํӨᕳਧᩒრ܃ᯈጱ ETag  ҅๐ۓਖ਼ᬬࢧ
200 ֢ԅߥଫ̶ԭٌ՜ොဩ҅Ր୮๋ᕣሿํᩒრጱ ETag Өڊڜጱձ֜꧊᮷ӧ܃ᯈ҅տ॒ቘ᧗
̶

୮ GET POST   ᭆጱ If-None-Matchݎ  Ө ETag 304 ࢧտᬬۓᯈ҅๐܃  ̶

/ᚆտঅ॰ Wݢݶํ  ฎՋԍ҅ᬯٌਫฎ ETag ጱ୧܃ᯈ҅ىԭ ETag ౯ժտߥࣁଫຽ१Ӿᧇᕡᦖ
ᬿ̶

If-Range  

If-Range  Ԟฎկ᧗҅ইຎჿ᪃կҁIf-Range ጱ꧊ ETag ꧊ᘏๅෛጱ෭๗ᳵӞᛘ҂҅ڞ
տڊݎࢱ᧗҅ڞވਖ਼տᬬقࢧ᮱ᩒრ̶ਙጱӞᛱᤒᐏইӥ

If-Unmodified-Since  

If-Unmodified-Since  HTTP ᧗ຽ१ԞฎӞӻկ᧗҅๐ࣁํݝۓᕳਧ෭๗ԏݸဌํٌᬰ
ᤈץද҅๐ۓᬬࢧ᧗ᩒრ̶ইຎࣁਧ෭๗ᳵݎݸኞԧๅෛ҅ڞզᇫாᎱ 412
Precondition Failed  ֢ԅߥଫᬬ̶ࢧ

Max-Forwards  

MDN ᬯӻຽ१ᗝᅍԧ҅ಅզӥᶎٖݐᛔ̽ࢶᥴ HTTP̾

Max-Forwards  Ӟᛱአԭ TRACE OPTION    ොဩ҅ݎᭆ۱ތ Max-Forwards  ጱḒ᮱ਁྦྷ҅ྯ
ᕪᬦӞӻ๐҅ۓMax-Forwards ጱ꧊੪տ -1҅ፗک Max-Forwards ԅ0ᬬ̶ࢧMax-Forwards ฎӞ
ӻ܈ᬰګጱෆහ꧊̶

ਁ ᧣ັ̶ኧԭ୮ Max-ForwardsࢩզᅎၚֵአḒ᮱ਁྦྷ Max-Forwards҅ᰒզӤᳯ᷌Ծኞጱܻݢ
ྦྷ꧊ԅ 0 ҅๐ۓ੪տᒈܨᬬߥࢧଫ҅ኧྌ౯ժᛗݢզզᮎݣ๐ۓԅᕣᅩጱփᬌ᪠ஆጱ᭗מᇫ
ಅൎ̶ํ٭

Proxy-Authorization  

If-None-Match: "bfc13a64729c4290ef5b2c2730249c88ca92d82d"
If-None-Match: W/"67ab43", "54ed21", "7892dd"
If-None-Match: *

1
2
3

If-Range: Wed, 21 Oct 2015 07:28:00 GMT 1

If-Unmodified-Since: Wed, 21 Oct 2015 07:28:00 GMT 1

Max-Forwards: 101



Proxy-Authorization  ฎંԭ᧗Өᦊᦤጱዀ҅౯ժࣁӤᶎکӞӻᦊᦤጱ HTTP ຽ१ฎ
Authorization҅ӧݶԭ Authorization ݎኞࣁਮಁᒒ - ๐ۓԏᳵҔ Proxy-Authorization դࣁኞݎ 
ቘ๐ۓਮಁᒒԏᳵ̶ਙᤒᐏളතکդቘ๐ݎۓጱᦊᦤ҅ਮಁᒒտݎᭆ۱ތḒ᮱ਁྦྷ Proxy-
Authorization ጱ᧗҅զޞᎣ๐ۓᦊᦤಅᵱᥝጱמ௳̶

Range  

Range  HTTP ᧗ຽ१ᐏ๐ۓଫᬬࢧਧ᮱ړጱᩒრ҅ݢզӞེ᧗Ӟӻ Range ᬬࢧग़ӻ
᮱҅ړ๐ۓտਖ਼ᬯԶᩒრᬬݱࢧӻӾ̶ইຎ๐ۓ౮ۑᬬ҅ࢧᮎԍਖ਼ᬬߥ 206 ࢧଫҔইຎ
Range ࢱ෫ප҅๐ۓᬬࢧ 416 Range Not Satisfiable ᲙҔ๐ۓᬮݢզኼ Range ຽ
१҅ଚӬᬬ200 ࢧ ֢ԅߥଫ̶

Referer  

HTTP Referer ંฎ᧗ຽ१ጱӞ᮱҅ړ୮ၨᥦݻ web ๐ݎۓᭆ᧗ጱ҅ײӞᛱտଃӤ
Referer҅ޞᦫ๐ۓᧆᗑᶭฎߺӻᶭᶎ᱾ളᬦጱ҅๐ࢩۓྌݢզ឴ӞԶמ௳አԭ॒ቘ̶

TE  

Ḓ᮱ਁྦྷ TE  տޞᎣ๐ۓਮಁᒒᚆड़॒ቘߥଫጱփᬌᖫᎱොୗ݊ፘսضᕆ̶ਙḒ᮱ਁྦྷ
Accept-Encoding ጱۑᚆஉፘ֕҅؟ฎአԭփᬌᖫᎱ̶

Ḓ᮱ਁྦྷ TE ᴻਧփᬌᖫᎱԏक़҅ᬮݢզਧ֎ᵋ trailer ਁྦྷጱࣘړփᬌᖫᎱጱොୗ̶ଫአݸᘏ҅
ᵱ trailers ᩙ꧊ᕳᧆਁྦྷ꧊̶ݝ

User-Agent  

Ḓ᮱ਁྦྷ User-Agent  տਖ਼ڠୌ᧗ጱၨᥦአಁդቘݷᑍᒵמ௳փᬡᕳ๐̶ۓ

ଫຽ१ߥ  
ଫḒ᮱ਁྦྷฎኧߥӤ̶ۓ๐ࣁᅩഘӞӥනဳى౯ժࣁਮಁᒒ᧗҅ሿࣁ౯ժጱ፳᯿ᅩӞፗනڟڟ
๐ݎۓᭆᕳਮಁᒒߥଫӾಅ۱ތጱਁྦྷ҅አԭᤑ꧌ፘଫמ௳ᒵ҅ᬯ᮱ړຽ१Ԟฎᶋଉग़҅౯ժضӞ᩸
፡Ӟӥ

Accept-Ranges
Age
ETag
Location

Proxy-Authorization: Basic YWxhZGRpbjpvcGVuc2VzYW1l1

Range: bytes=200-1000, 2000-6576, 19000-1

Referer: https://developer.mozilla.org/testpage.html1

TE: gzip, deflate;q=0.51

TE: trailers, deflate;q=0.51

Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:47.0) Gecko/20100101 Firefox/47.01



Proxy-Authenticate
Retry-After
Server
Vary
www-Authenticate

Accept-Ranges  

Accept-Ranges HTTP ߥଫຽ१҅ᬯӻຽ१ํӷӻ꧊

୮๐ۓᚆड़॒ቘਮಁᒒݎᭆᬦጱ᧗ֵ҅አ bytes  ਧ
୮๐ۓӧᚆ॒ቘਮಁᒒݎጱ᧗ֵ҅አ none  ਧ

Age  

Age HTTP ߥଫຽ१ޞᦫਮಁᒒრ๐ࣁۓग़ԋԏڠڹୌԧߥଫ҅ਙጱ֖ܔԅ ᑁ ҅Age ຽ१᭗ଉളᬪ
ԭ0҅ইຎฎ0ݢڞᚆฎრ๐ݐ឴ۓጱ҅ইຎӧฎᤒᐏݢᚆฎኧդቘ๐ڠۓୌ҅ᮎԍ Age ጱ꧊ᤒ
ᐏጱฎᖨਂݸጱߥଫེٚ᩸ݎᦊᦤکᦊᦤਠ౮ጱᳵ꧊̶դቘڠୌߥଫᶳےӤḒ᮱ਁྦྷ Age̶Ӟᛱ
ᤒᐏইӥ

ETag  

ETag ԭկ᧗᧔፥ฎॡ᯿ᥝԧ̶ࢩԅկ᧗੪ฎ໑ഝ ETag ጱ꧊ᬰᤈ܃ᯈጱ҅ӥᶎ౯ժ੪ᧇ
ᕡԧᥴӞӥ̶

ETag ߥଫ१ฎ ᇙਧᇇ ጱຽᦩ҅ਙᚆड़ֵᖨਂݒๅṛපଚᚆड़ᜓଃ਼҅ࢩԅইຎᖨਂٖ๚ݎኞ
ๅෛፘᥟፍ̶ݶଫ̶ᴻྌԏक़҅ETag ᚆड़ᴠྊᩒრߥᭆਠෆጱݎӧᵱᥝ᯿ෛڞۓๅ҅Web ๐ݒ

ইຎᕳਧ URL Ӥጱᩒრݎኞݒๅ҅ᶳኞ౮Ӟӻෛጱ ETag  ꧊҅᭗ᬦྲਙժݢզᏟਧᩒრጱӷӻᤒ
ᐏ୵ୗฎވፘ̶ݶ

Accept-Ranges: bytes
Accept-Ranges: none

1
2

Age: 241



ETag ꧊ํӷᐿ҅Ӟᐿฎ୩ ETag҅Ӟᐿฎ୧ ETagҔ

୩ ETag ꧊҅෫ᦞਫ֛ݎኞग़ԍᕡஙጱ۸ݒ᮷տදٌݒ꧊҅Ӟᛱጱᤒᐏইӥ

୧ ETag ꧊҅୧ ETag ꧊ݝአԭᐏᩒრฎވፘํݝ̶ݶᩒრݎኞԧ໑ද҅ݒԾኞ૧տද
̶/W ے꧊๋ত॒ᴫྦྷਁࣁETag ꧊̶ᬯ҅տ ݒ

Location  

Location ߥଫຽ१ᤒᐏ URL ᵱᥝ᯿ਧݻᶭᶎ҅ਙՐՐӨ 3xx(᯿ਧݻ)   201(૪ڠୌ)  ᇫாߥଫӞ
ֵ᩸አ̶ӥᶎฎӞӻᶭᶎ᯿ਧݻጱᬦᑕ

ֵአḒ᮱ਁྦྷ Location ݢզਖ਼ߥଫളݑොᛗӻӨ᧗ URI ֖ᗝӧݶጱᩒრ̶

Location content-Location    ฎӧӞጱғLocation ᤒᐏፓຽጱ᯿ਧݻҁෛڠୌᩒრጱ
URL҂̶ᆐᘒ Content-Location ᤒᐏݎኞٖࠟܐአԭᦢᳯᩒრጱፗള URL҅ᘒ෫ᶳᬰӞྍ̶ࠟܐ
Location ฎӨߥଫፘىᘶጱຽ१҅ᘒ Content-Location Өᬬࢧጱਫ֛ፘىᘶ̶

Proxy-Authenticate  

ETag: "33a64df551425fcc55e4d42a148795d9f25f89d4"1

ETag: W/"0815"1

Location: /index.html1



HTTP ߥଫຽ१ Proxy-Authenticate  տਧԎᦊᦤොဩ҅ଫᧆֵአղḵᦤොဩᦢᳯդቘ๐ݸۓ
ᶎጱᩒრܨਮಁᒒ̶

ਙӨ HTTP ਮಁᒒ๐ۓᒒԏᳵጱᦢᳯᦊᦤᤈԅፘ֒҅ӧݶԏ॒ࣁԭ Proxy-Authenticate  ጱᦊᦤ
ොฎਮಁᒒӨդቘԏᳵ̶ਙጱӞᛱᤒᐏ୵ୗইӥ

Retry-After  

HTTP ߥଫຽ१ Retry-After ޞᎣਮಁᒒᵱᥝࣁग़ԋԏݸ᯿ෛݎᭆ᧗ֵ҅አྌຽ१Ԇᥝํইӥӣᐿఘ
٭

୮ݎᭆ 503(๐ۓӧݢአ) ᶼᦇ෫ဩֵአग़ᳩᳵ̶ۓଫ҅ᬯᤒᐏᧆ๐ߥ
୮ݎᭆ 429(ॡग़᧗) ᥝᒵஇग़ᳩᳵ̶ڹෛ᧗ԏڊݎଫ҅ᬯᤒᐏߥ
୮ݎᭆ᯿ਧݻጱߥଫ؟ฎ 301(ԋᑏۖ) ҅ᬯᤒᐏڊݎࣁ᯿ਧݻ᧗ԏڹᥝአಁਮಁᒒᒵஇጱ
๋Ꭸᳵ̶

ਁྦྷ꧊ݢզਧԅٍ֛ጱ෭๗ᳵ҅Ԟݢզฎڠୌߥଫݸಅ೮ᖅጱᑁහֺ҅ই

Server  

๐ۓຽ१۱ܻىํތত๐ۓአ॒ቘ᧗ጱկጱמ௳̶

ଫᧆֵعአᬦԭٞᳩᧇᕡጱ Server ꧊҅ࢩԅਙժݢᚆտအᶂٖ᮱ਫෞᕡᜓ҅ᬯݢᚆտֵධڋᘏ
ฃݎࣈሿଚڥአ૪Ꭳጱਞقᄋ၏̶ֺইӥᶎᬯᐿٟဩ

Vary  

Vary HTTP ߥଫຽ१Ꮯਧই֜܃ᯈ᧗ຽ१҅զ٬ਧฎݢވզֵአᖨਂጱߥଫ҅ᘒӧฎܻত๐ۓ᧗
Ӟӻෛጱߥଫ̶

www-Authenticate  

HTTP WWW-Authenticate -ଫຽ१ਧԎԧଫአԭ឴ᩒრጱᦢᳯᴴጱղḵᦤොဩ̶WWWߥ 
Authenticateຽ१Ө401๚ᕪദጱߥଫӞ᩸ݎᭆ̶ਙጱӞᛱᤒᐏ୵ୗইӥ

Access-Control-Allow-Origin  

Proxy-Authenticate: Basic
Proxy-Authenticate: Basic realm="Access to the internal site"

1
2

Retry-After: Wed, 21 Oct 2015 07:28:00 GMT
Retry-After: 120

1
2

Server: Apache/2.4.1 (Unix)1

Vary: User-Agent1

WWW-Authenticate: Basic
WWW-Authenticate: Basic realm="Access to the staging site", charset="UTF-8"

1
2



Ӟӻᬬࢧጱ HTTP ຽ१ݢᚆտٍํ Access-Control-Allow-Origin ҅ Access-Control-Allow-
Origin  ਧӞӻრ҅ਙޞᦫၨᥦ꧋ᦜᧆრᬰᤈᩒრᦢᳯ̶ ڞވ-ԭဌํڂഝጱ᧗ * ᭗ᯈ
ᒧ҅ޞᦫၨᥦ꧋ᦜձ֜რᦢᳯᩒრ̶ֺই҅ᥝ꧋ᦜრ https://mozilla.org  ጱդᎱᦢᳯᩒრ҅ݢ
զਧғ

ইຎ๐ۓਧܔӻრᘒӧฎ * ᭗ᯈᒧጱᦾ ҅ڞ๐ۓᬮଫࣁ Vary ߥଫຽ१Ӿ۱ތ Origin  ҅
զݻਮಁᒒᐏ ๐ߥۓଫਖ਼໑ഝܻত᧗ຽ१ጱ꧊ᘒํಅӧ̶ݶ

ਫ֛ຽ१  
ਫ֛ຽ१አԭHTTP᧗ߥଫӾֺ҅ই Content-Length҅Content-Language҅Content-Encoding ጱ
ຽ१ฎਫ֛ຽ१̶ਫ֛ຽ१ӧੴᴴԭ᧗ຽ१ᘏߥଫຽ१҅ӥᶎֺৼӾ҅ Content-Length  ฎӞӻ
ਫ֛ຽ१҅֕ฎڊܩሿࣁԧ᧗ಸӾ

ӥᶎ੪᧔Ӟӥਫ֛ຽ१᮷۱ߺތԶ

Allow
Content-Encoding
Content-Language
Content-Length
Content-Location
Content-MD5
Content-Range
Content-Type
Expires
Last-Modified

ӥᶎړ᧔Ӟӥ

Allow  

HTTP ਫ֛ຽ१ Allow ଫߥۓইຎ๐̶ݳԧᩒრඪ೮ጱොဩᵞڊڜ  405 Method Not Allowed
ᇫாᎱզᐏݢզֵአߺԶ᧗ොဩ҅ڞᶳݎᭆྌຽ१̶ֺই

ᬯྦྷդᎱᤒᐏ๐ۓ꧋ᦜඪ೮ GET  ̵ POST HEAD    ොဩ̶୮๐ۓളතکӧඪ೮ጱ HTTP ොဩ
҅տզᇫாᎱ 405 Method Not Allowed  ֢ԅߥଫᬬ̶ࢧ

Content-Encoding  

Access-Control-Allow-Origin: https://mozilla.org
Vary: Origin

1
2

POST /myform.html HTTP/1.1
Host: developer.mozilla.org
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.9; rv:50.0) Gecko/20100101 
Firefox/50.0
Content-Length: 128

1
2
3

4

Allow: GET, POST, HEAD1



Request header Response header

Accept: application/json,
text/json

Content-Location:
/documents/foo.json

Accept: application/xml, text/xml Content-Location: /documents/foo.xml

Accept: text/plain, text/* Content-Location: /documents/foo.txt

౯ժӤᶎᦖᬦ Accept-Encoding  ฎਮಁᒒ๕๐ۓᒒᬬࢧጱٖᖫᎱ҅֕ฎਫᴬӤ๐ۓᒒᬬࢧᕳਮ
ಁᒒጱٖᖫᎱਫᴬӤฎ᭗ᬦ Content-Encoding  ᬬࢧጱ̶ٖᖫᎱฎࣁӧӶ०ਫ֛מ௳ጱڹ
ӥಅᬰᤈጱܴᖽ̶ԆᥝԞฎࢥᐿ҅ Accept-Encoding ፘ҅ݶਙժฎ gzip̵compress̵deflate̵
identity̶ӥᶎฎӞᕟ᧗/ߥଫٖܴᖽᖫᎱ

Content-Language  

Ḓ᮱ਁྦྷ Content-Language տޞᎣਮಁᒒ҅๐ֵۓአጱᛔᆐฎՋԍ҅ਙӨ Accept-Language
ፘ҅ӥᶎฎӞᕟ᧗/ߥଫֵአጱᔄࣳ

Content-Length  

Content-Length ጱਫ֛ຽ१๐ݎۓᭆᕳਮಁᒒጱਫᴬԆ֛य़ੜ҅զਁᜓԅ̶֖ܔ

ইӤ҅๐ۓᬬࢧᕳਮಁᒒጱԆ֛य़ੜฎ 3000 ਁᜓ̶

Content-Location  

Content-Location ݢӧฎଫ Accept-Location҅ࢩԅဌํᬯӻຽ१̶ߢߢߢߢਫᴬӤ Content-
Location ଫጱฎ Location ̶

Location  Content-Location ฎӧӞጱ҅Location ᤒᐏ᯿ਧݻጱ URL҅ᘒ Content-Location ᤒᐏ
አԭᦢᳯᩒრጱፗള URL҅զݸ෫ᵱᬰᤈᬰӞྍጱ̶ٖࠟܐLocation ฎӨߥଫىᘶጱຽ१҅ᘒ
Content-Location ฎӨᬬࢧጱහഝፘىᘶጱຽ१҅ইຎ֦ӧঅቘᥴ҅፡Ӟӥӥᶎጱᤒ໒

Content-MD5  

ਮಁᒒտളතጱಸԆ֛ಗᤈፘݶጱ MD5 ᓒဩ҅ᆐݸӨḒ᮱ਁྦྷ Content-MD5 ጱਁྦྷᬰᤈྲ̶

Ḓ᮱ਁྦྷ Content-MD5 ฎӞԀኧ MD5 ᓒဩኞ౮ጱ꧊ٌ҅ፓጱࣁԭ༄ັಸԆ֛ࣁփᬌᬦᑕӾฎכވ
೮ਠෆ҅ํ෫ᤩץදጱఘ҅٭զ݊Ꮯᦊփᬌکᬡ̶

Accept-Encoding: gzip, deflate
Content-Encoding: gzip

1
2

Content-Language: de-DE, en-CA1

Content-Length: 30001

Content-MD5: e10adc3949ba59abbe56e057f20f883e1



Content-Range  

HTTP ጱ Content-Range ߥଫຽ१ฎᰒࢱ᧗ᘒᦡਧጱ҅ᬬߥࢧଫֵአḒ᮱ਁྦྷ Content-
Range ҅ᚆड़ޞᎣਮಁᒒߥଫਫ֛ጱߺ᮱ړฎᒧݳਮಁᒒ᧗ጱ҅ਁྦྷզਁᜓԅ̶֖ܔਙጱӞᛱᤒᐏই
ӥ

ӤྦྷդᎱᤒᐏಅํ 67589  ӻਁᜓӾᬬ1000-200 ࢧ  ӻਁᜓጱٖ

Content-Type  

HTTP ߥଫຽ१ Content-Type ᧔กԧਫ֛ٖጱড়֛ᔄࣳ҅Ḓ᮱ਁྦྷ Accept Ӟֵአ҅ᤒᐏ๐ۓ
ଫጱড়֛ᔄ̶ࣳߥᚆड़

Expires  

HTTP Expires ਫ֛ຽ१۱ތ ෭๗/ᳵ ଫᳵԏٖᤩᦊߥࣁଫᤩᦊԅᬦ๗Ҕߥ҅ݸᧆ෭๗/ᳵԏࣁ҅
ԅํප̶ᇙྛጱ꧊ྲই0ᤒᐏᬦ݄ጱ෭๗҅ᤒᐏᩒრ૪ᬦ๗̶

რ๐ۓտਖ਼ᩒრ०පጱ෭๗ᳵݎᭆᕳਮಁᒒ҅ᖨਂ๐ࣁۓളکݑ Expires ጱߥଫ҅ݸտڣෙฎ
ᕳਮಁᒒ̶ࢧᖨਂᬬވ

რ๐ۓӧ๕ᖨਂ๐ۓᩒრᖨਂ๋҅অࣁ Expires ਁྦྷٖٟفӨḒ᮱ਁྦྷ Date ፘݶጱᳵ
꧊̶֕ฎ҅୮Ḓ᮱ਁྦྷ Cache-Control ํਧ max-age ե҅ྲ᩸Ḓ᮱ਁྦྷ Expires҅տս॒ضቘ
max-age ե̶

Content-Range: bytes 200-1000/67589 1

Expires: Wed, 21 Oct 2015 07:28:00 GMT1



Last-Modified  

ਫ֛ਁྦྷ Last-Modified  กᩒრጱ๋ץݸදᳵ҅ਙአ֢ḵᦤᏟਧളතਂؙጱᩒრฎވፘ
ਙጱ֢አӧই ETag̶ݶ  ᮎԍٵᏟ҅ਙݢզ֢ԅӞᐿ॓ݸތ۱҅ګ If-Modified-Since   If-
Unmodified-Since  ຽ१ጱկ᧗ਖ਼ֵአྌਁྦྷ̶ਙጱӞᛱᤒᐏইӥ

HTTP ٖࠟܐ  

Ջԍฎٖࠟܐ  
HTTP Ӿ҅ ࣁ ٖࠟܐ ฎӞᐿአԭݶࣁӞ URL Ӥ׀ᩒრጱӧݶᤒᐏ୵ୗጱ̶ٖګࠟܐګฎ
ਮಁᒒ๐ۓᒒ੪ߥଫጱᩒრٖᬰᤈԻၿ҅ᆐݸ׀ᕳਮಁᒒ๋ԅᭇݳጱᩒრ̶ٖࠟܐտզߥ
ଫᩒრጱ̵ਁᒧᵞ̵ᖫᎱොୗᒵ֢ԅڣෙጱຽ̶ٵ

ٖۑࠟܐᚆࢶ

ٖࠟܐጱᐿᔄ  
ٖࠟܐԆᥝํզӥ3ᐿᔄࣳғ

๐ۓḝۖࠟܐҁServer-driven Negotiation҂

ᬯᐿࠟܐොୗฎኧ๐ۓᒒᬰᤈ̶ٖࠟܐ๐ۓᒒտ໑ഝ᧗Ḓ᮱ਁྦྷᬰᤈᛔ॒ۖቘ

ਮಁᒒḝۖࠟܐҁAgent-driven Negotiation҂

ᬯᐿࠟܐොୗฎኧਮಁᒒᬰᤈ̶ٖࠟܐ

᭐กࠟܐҁTransparent Negotiation҂

ฎ๐ۓḝۖਮಁᒒḝۖጱᕮ֛҅ݳฎኧ๐ۓᒒਮಁᒒݱᛔᬰᤈٖࠟܐጱӞᐿොဩ̶

ٖࠟܐጱړᔄํஉग़ᐿ҅Ԇᥝጱپᐿᔄࣳฎ Accept̵Accept-Charset̵Accept-Encoding̵
Accept-Language̵Content-Language̶

Last-Modified: Wed, 21 Oct 2015 07:28:00 GMT1



Ӟᛱ᧔҅ਮಁᒒአ Accept १ޞᦫ๐ۓ๕ളතՋԍጱහഝ҅ᘒ๐ۓአ Content १ޞᦫਮಁᒒ
ਫᴬݎᭆԧՋԍጱහഝ̶

ԅՋԍᵱᥝٖࠟܐ  
౯ժԅՋԍᵱᥝٖޫࠟܐҘࢧࣁᒼᬯӻᳯ᷌ڹ౯ժض፡Ӟӥ TCP  HTTP ጱӧ̶ݶ

ᦓ᯾҅փᬌහഝचӤ᮷ฎ header+bodyܐ TCP / IP ࣁ  ጱ໒ୗ̶֕ TCP̵UDP ࢩԅฎփᬌ੶ጱ
̶ۓො੪ᓒฎਠ౮ԧձکᭆݎᥝහഝݝஞ body හഝฎՋԍ҅ىᦓ҅ਙժӧտܐ

ᘒ HTTP ܐᦓڞӧ҅ݶਙฎଫአ੶ጱܐᦓ҅හഝکᬡԏݸᵱᥝޞᦫଫአᑕଧᬯฎՋԍහഝ̶୮ᆐӧޞᦫ
ଫአᬯฎߺᐿᔄࣳጱහഝ҅ଫአԞݢզ᭗ᬦӧෙᦶڣෙ҅֕ᬯᐿොୗ෫ወ֗ړ܈ප҅ᘒӬํஉय़پ
ሲտ༄ັӧڊկᔄ̶ࣳ

ಅզᰄԭྌ҅ၨᥦ๐ۓᵱᥝ੪හഝጱփᬌᬡ౮Ӟᛘ҅ၨᥦᵱᥝޞᦫ๐ۓᛔ૩๕ᚆड़ളතՋ
ԍጱහഝ҅ᵱᥝՋԍጱܴᖽ໒ୗ҅Ջԍ҅ߺᐿਁᒧᵞᒵҔᘒ๐ۓᵱᥝޞᦫਮಁᒒᛔ૩ᚆड़
ฎՋԍ̶ۓጱ๐׀

ಅզ౯ժ੪ڊԧٖࠟܐጱپᐿ༷ஷ҅ӥᶎׁེᬰᤈറᦎ

ٖࠟܐຽ१  

Accept  

ളݑ᧗ HTTP ຽ१տ᭗ޞਮಁᒒᛔ૩ᚆड़ളݑጱ MIME  ᔄࣳ

ᮎԍՋԍฎ MIME ᔄࣳޫҘࢧࣁᒼᬯӻᳯ֦᷌ڹଫᧆضԧᥴӞӥՋԍฎ MIME

MIME: MIME (Multipurpose Internet Mail Extensions) ฎൈᬿၾ௳ٖᔄࣳጱࢩᇙᗑຽ̶ٵMIME
ၾ௳ᚆ۱ތ̵̵؟ࢶᶪ̵᷇ᥤ᷇զٌ݊՜ଫአᑕଧӫአጱහഝ̶

Ԟ੪ฎ᧔҅MIME ᔄٌࣳਫ੪ฎӞᔮڜၾ௳ٖᔄࣳጱᵞ̶ݳᮎԍ MIME ᔄࣳ᮷ํߺԶޫҘ

կ ғ text/html̵text/plain̵text/css̵application/xhtml+xml̵application/xml

ᇆկࢶ ғ image/jpeg̵image/gif̵image/png

ᥤ᷇կ ғ video/mpeg̵video/quicktime

ଫአᑕଧԫᬰګկ ғ application/octet-stream̵application/zip

ྲই҅ইຎၨᥦӧඪ೮ PNG ࢶᇆጱดᐏ҅ᮎ Accept ੪ӧਧimage/png҅ᘒਧ॒ݢቘጱ
image/gif  image/jpeg ᒵࢶᇆᔄ̶ࣳ

Ӟᛱ MIME ᔄࣳԞտ q  ᬯӻંӞֵ᩸አ҅q ฎՋԍҘq ᤒᐏጱฎ᯿҅፡Ӟӻֺৼ

ᬯฎՋԍޫҘᝑమᥝᕳดᐏጱড়֛ᔄࣳीےսضᕆֵ҅ڞአ q=  ᷐क़ᤒᐏ᯿꧊҅ဌํดᐏ
᯿ጱײἕᦊ꧊ฎ1.0 ҅౯ᕳ֦ڜӻᤒ໒֦੪กጮԧ

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.81



q MIME

1.0 text/html

1.0 application/xhtml+xml

0.9 application/xml

0.8 * / *

Ԟ੪ฎ᧔҅ᬯฎӞӻනᗝᶲଧ҅᯿ṛጱ֗҅ڹࣁጱ҅ݸࣁ application/xml;q=0.9  ฎӧۆړݢጱ
ෆ̶֛

Accept-Charset  

Accept-charset ંᥢਧ๐॒ۓቘᤒܔහഝಅളݑጱਁᒧᖫᎱҔAccept-charset ં꧋ᦜ֦ਧӞ
ᔮਁڜᒧᵞ҅๐ۓᶳඪ೮ᬯԶਁᒧᵞ҅ᘒզྋᏟᥴ᯽ᤒܔӾጱහഝ̶

Accept-Charset ဌํଫጱຽ१҅๐ۓտᬯӻ꧊නࣁ Content-Type Ӿአ charset=xxxᤒ
ᐏ҅

ֺই҅ၨᥦ᧗ GBK  UTF-8 ጱਁᒧᵞ҅ᆐݸ๐ۓᬬࢧጱฎ UTF-8 ᖫᎱ҅੪ฎӥᶎᬯ

Accept-Language  

Ḓ᮱ਁྦྷ Accept-Language አޞᎣ๐ۓአಁդቘᚆड़॒ቘጱᛔᆐᵞҁӾᒵ҂҅զ
݊ᛔᆐᵞጱፘսضᕆ̶ݢӞེਧग़ᐿᛔᆐᵞ̶ Accept Ḓ᮱ਁྦྷӞ҅ೲ᯿꧊ q=
ᤒᐏፘսضᕆ̶

Accept-Encoding  

ᤒᐏ HTTP ຽ१տຽกਮಁᒒ๕๐ۓᒒᬬࢧጱٖᖫᎱ҅ᬯ᭗ଉฎӞᐿܴᖽᓒဩ̶Accept-Encoding
Ԟฎંԭ ٖࠟܐ  ጱӞ᮱ֵ҅ړአଚ᭗ᬦਮಁᒒᭌೠ Content-Encoding  ٖᬰᤈᬬ̶ࢧ

ᚆฎኧݢ٭ᬯᐿఘ҅ࢧᚆᭌೠӧܴᖽଚᬬݢԞۓጱܴᖽᓒဩ҅๐ݶ᮷ᚆड़ඪ೮ፘۓ๐ਮಁᒒֵܨ
ԭᬯӷᐿఘ٭᭜౮ጱ:

ᥝݎᭆጱහഝ૪ᕪᤩܴᖽԧӞེ҅ᒫԫེܴᖽଚӧտᛘݎᭆጱහഝๅੜ
๐ۓᬦ҅෫ဩಥܴݑᖽଃጱᚆᲀ҅᭗ଉ҅ইຎ๐ֵۓአ CPU ᩻ᬦ 80%
҅ Microsoft ୌᦓӧᥝֵአܴᖽڞ 

ӥᶎฎ Accept-Encoding ጱֵአොୗ

Accept-Charset: gbk, utf-8
Content-Type: text/html; charset=utf-8

1
2

Accept-Language: en-US,en;q=0.51



Ӥᶎጱپᐿᤒᬿොୗ੪૪ᕪ Accept-Encoding ጱંقڜԧ

gzip : ኧկܴᖽᑕଧ gzip ኞ౮ጱᖫᎱ໒ୗֵ҅አ Lempel-ZivᖫᎱҁLZ77҂ 32֖CRCጱ
ܴᖽ໒ୗ҅ఽي᪁ጱݶݢզӞӥ ҁhttps://en.wikipedia.org/wiki/LZ77_and_LZ78#LZ77҂

compress : ֵአ Lempel-Ziv-WelchҁLZW҂ ᓒဩጱܴᖽ໒ୗ҅ํي᪁ጱݶݢզ ҁhttps:/
/en.wikipedia.org/wiki/LZW҂

deflate : ֵአ zlib ᕮ deflate ܴᖽᓒဩጱܴᖽ໒ୗ҅݇ᘍ ҁhttps://en.wikipedia.org/wik
i/Zlib҂  ҁhttps://en.wikipedia.org/wiki/DEFLATE҂

br : ֵአ Brotli ᓒဩጱܴᖽ໒ୗ҅݇ᘍ ҁhttps://en.wikipedia.org/wiki/Brotli҂

ӧಗᤈܴᖽӧտ۸ݒጱἕᦊᖫᎱ໒ୗ

* Accept-Encoding ڊڜጱձٖ֜ᖫᎱ҅ইຎဌํڊڜᯈຽ१Ӿ๚܃ :   ҅ᬯ੪ฎἕᦊ꧊҅
ଚӧޱ፳ඪ

೮ձ֜ᓒဩ҅ݝฎᤒᐏဌํ؇অ

;q=  አ᯿ q ꧊ᤒᐏፘսضᕆ҅ᬯᅩӨḒ᮱ਁྦྷ Accept ፘ̶ݶ

Content-Type  

Content-Type ਫ֛ຽ१አԭᐏᩒრጱ MIME ᔄ̶֢ࣳԅߥଫ҅Content-Type ຽ१ޞᦫਮಁᒒᬬࢧጱ
ٖጱٖᔄࣳਫᴬӤฎՋԍ̶Content-type ํӷᐿ꧊ : MIME ᔄࣳਁᒧᵞᖫᎱֺ҅ই

զਖ਼ݢറ҅ଚӬӧӞਧ᭽ྌຽ१ጱ꧊Ҕԅᴠྊྌᤈԅ҅ࡒ ਖ਼ಗᤈ MIMEӥ҅ၨᥦ٭Զఘࣁ
ຽ१ X-Content-Type-Options ᦡᗝԅ nosniff̶

Content-Encoding  

Content-Encoding ਫ֛ຽ१አԭܴᖽড়֛ᔄࣳ҅ਙᦏਮಁᒒᎣ᭲ই֜ᬰᤈᥴᎱ֢҅ᘒֵਮಁᒒ឴
 Content-Type ຽ१አጱ MIME ᔄ̶ࣳᤒᐏইӥ

Content-Language  

Accept-Encoding: gzip
Accept-Encoding: compress
Accept-Encoding: deflate
Accept-Encoding: br
Accept-Encoding: identity
Accept-Encoding: *
Accept-Encoding: deflate, gzip;q=1.0, *;q=0.5

1
2
3
4
5
6
7

Content-Type: text/html; charset=UTF-81

Content-Encoding: gzip
Content-Encoding: compress
Content-Encoding: deflate
Content-Encoding: identity
Content-Encoding: br
Content-Encoding: gzip, identity
Content-Encoding: deflate, gzip

1
2
3
4
5
6
7

https://en.wikipedia.org/wiki/LZ77_and_LZ78%23LZ77
https://en.wikipedia.org/wiki/LZW
https://en.wikipedia.org/wiki/Zlib
https://en.wikipedia.org/wiki/DEFLATE
https://en.wikipedia.org/wiki/Brotli


Content-Language ਫ֛ຽ१አԭൈᬿᶎݑݻռጱ҅զֵአಁ໑ഝአಁᛔ૩ጱḒᭌᬰᤈ܄
ই̶ֺړ

ӥᶎ໑ഝٖࠟܐଫጱ᧗/ߥଫຽ१҅౯ڜԧӞୟ֦݇׀ࢶᘍ҅ဳٌӾ Accept-Charset ဌํଫ
ጱ Content-Charset ҅ᘒฎ᭗ᬦ Content-Type ᤒᐏ̶

HTTP ᦊᦤ  

HTTP ׀ԧአԭᦢᳯഴګղᦊᦤጱۑᚆ҅ӥᶎ੪ HTTP ጱᴴᦊᦤۑᚆᬰᤈՕᕨ

᭗አ HTTP ᦊᦤຝ  
RFC 7235 ਧԎԧ HTTP ղᦊᦤຝ҅๐ݢۓզ໑ഝٌጱਧԎ༄ັਮಁᒒ᧗̶ਮಁᒒԞݢ
զ໑ഝٌਧԎ׀ղḵᦤמ௳̶

᧗/ߥଫጱૡ֢ၞᑕইӥғ๐ۓզ 401(๚ദ)  ጱᇫாߥଫਮಁᒒޞᦫਮಁᒒ๐ۓᵱᥝᦊᦤמ
௳҅ਮಁᒒ׀ᛗӞӻ www-Authenticate  ጱߥଫຽ१ᬰᤈദמ௳ጱᦊᦤ̶మᥝ᭗ᬦ๐ۓᬰ
ᤈղᦊᦤጱਮಁᒒݢզࣁ᧗ຽ१ਁྦྷӾႲےᦊᦤຽ१ᬰᤈղᦊᦤ҅Ӟᛱጱᦊᦤᬦᑕইӥ

Content-Language: de-DE
Content-Language: en-US
Content-Language: de-DE, en-CA

1
2
3



Ḓضਮಁᒒ᩸ݎӞӻ HTTP ᧗҅ӧଃํձ֜ᦊᦤຽ१҅๐ۓྌ HTTP ᧗֢ߥڊଫ҅ݎሿྌ
HTTP מ௳๚ଃํᦊᦤڂഝ҅๐ۓ᭗ᬦ www-Authenticate ຽ१ᬬޞ 401 ࢧᦫਮಁᒒྌ᧗๚᭗ᬦ
ᦊᦤ̶ᆐݸਮಁᒒᬰᤈአಁᦊᦤ҅ᦊᦤਠླݸ᯿ෛ᩸ݎ HTTP ᧗҅ᬯེ HTTP ᧗ଃํአಁᦊᦤڂഝ
ҁဳ҅ෆӻղᦊᦤጱᬦᑕᶳ᭗ᬦ HTTPS ᬳളכᦤਞق҂҅کᬡ๐ݸۓ๐ۓտ༄ັᦊᦤמ
௳҅ইຎӧᒧݳ๐ۓᦊᦤמ௳҅տᬬ403 ࢧ Forbidden  ᤒᐏአಁᦊᦤ०ᨳ҅ইຎჿ᪃ᦊᦤמ௳҅
OK 200 ࢧᬬڞ ̶

౯ժᎣ᭲҅ਮಁᒒ๐ۓԏᳵጱ HTTP ᬳളݢզᤩդቘᖨਂ᯿ෛݎᭆ҅ಅզᦊᦤמ௳Ԟᭇአԭդቘ๐
̶ۓ

դቘᦊᦤ  
ኧԭᩒრᦊᦤդቘᦊᦤݢզࢩ҅ਂوྌᵱᥝӧݶጱ१ᇫாᎱ҅ࣁդቘጱఘ٭ӥ҅տᬬࢧᇫாᎱ
407(ᵱᥝդቘᦊᦤ) ҅ Proxy-Authenticate ҅٭ᛗӞӻᭇአԭդቘጱఘތଫ१۱ߥ  Proxy-
Authorization ᧗१አԭਖ਼ᦤԡ׀ᕳդቘ๐̶ۓӥᶎڦړᦊᦩӞӥᬯӷӻຽ१

Proxy-Authenticate  

HTTP Proxy-Authenticate ۓଫຽ१ਧԎԧղḵᦤොဩ҅ଫֵአᧆղḵᦤොဩᦢᳯդቘ๐ߥ 
ᭆ᧗̶ֺইݎᘒ꧋ᦜਙᬰӞྍ҅ۓդቘ๐کᶎጱᩒრ̶ਙਖ਼᧗ᦊᦤݸ

Proxy-Authenticate: Basic
Proxy-Authenticate: Basic realm="Access to the internal site"

1
2



Proxy-Authorization  

ᬯӻ HTTP ᧗ ຽ१Ӥᶎጱ Proxy-Authenticate  ೪ളஉፘ֒҅֕ฎ༷ஷӧ҅ݶᬯӻຽ१አԭ
ഝֺ҅ইڂ׀ۓդቘ๐ݻ

ӥᶎฎդቘ๐ۓጱ᧗/ߥଫᦊᦤᬦᑕ

ᬯӻᬦᑕ᭗አጱᬦᑕᔄ֒҅౯ժ੪ӧٚᧇᕡൈᬿԧ̶

ᐬྊᦢᳯ  
ইຎ դቘ๐ۓ තکጱํපڂഝӧ᪃զ឴ݐᕳਧᩒრጱᦢᳯᴴ҅ڞ๐ۓଫֵአ 403
Forbidden ᇫாդᎱᬰᤈߥଫ̶Ө 401 Unauthorized Proxy Authorization 407  
Required  ӧ҅ݶᧆአಁ෫ဩᬰᤈղḵᦤ̶

WWW-Authenticate  Proxy-Authenticate १  

WWW-Authenticate Proxy-Authenticate   ଫ१ਧԎԧ឴ᩒრᦢᳯᴴጱղḵᦤොߥ 
ဩ̶՜ժᵱᥝਧֵአߺᐿղḵᦤොໜ҅զ๕ദጱਮಁᒒᎣ᭲ই֜ڂ׀ഝ̶ਙժጱӞᛱᤒᐏ
୵ୗইӥ

Proxy-Authorization: Basic YWxhZGRpbjpvcGVuc2VzYW1l1



ᦊᦤܐᦓ ݇ᘍრ

Basic ັᴅ RFC 7617҅base64ᖫᎱጱڂഝ

Bearer ັᴅ RFC 6750҅ಥեᇈᦢᳯݑ OAuth 2.0כಷጱᩒრ

Digest
ັᴅ RFC 7616҅FirefoxՐඪ೮md5ߢ҅᧗݇ᥠᲙbug 472823զ឴
SHAੂےඪ೮

HOBA ັᴅ RFC 7486

Mutual ັᴅ RFC 8120

AWS4-HMAC-
SHA256

ັᴅ AWS docs

౯మ֦Ӥᶎ፡کᬯ᯾Ӟਧտঅ॰ <type> realm   ฎՋԍӳᥜ҅ሿࣁ੪ᥴ᯽ӥ̶

<type>  ฎᦊᦤܐᦓ҅ Basic  ฎӥᶎܐᦓӾ๋ฦֵ᭭አጱ

RFC 7617 ӾਧԎԧ Basic  HTT Pղḵᦤොໜ҅ᧆොໜਖ਼ڂഝ֢ԅአಁID /ੂᎱփᬌ҅ଚֵ
አ base64 ᬰᤈᖫᎱ̶(ఽي᪁ጱݶݢզ፡፡ https://tools.ietf.org/html/rfc7617 )

ٌ՜ጱᦊᦤܐᦓԆᥝํ

realm  አԭൈᬿכಷ܄ᐏכಷ҅ࢱᬯݢᚆฎ᧘ই Access to the staging site(ᦢᳯጭᴭᒊ
ᅩ) ᘏᔄ֒ጱ҅ᬯአಁ੪ݢզᎣ᭲՜ժᥝᦢᳯߺӻ܄ऒ̶

Authorization  Proxy-Authorization ຽ१  

Authorization  Proxy-Authorization ᧗ຽ१۱ތአԭ᭗ᬦդቘ๐ۓአಁդቘᬰᤈղḵᦤጱڂ
ഝ̶ࣁྌེ҅ٚᵱᥝᔄٌࣳ҅ݸฎڂഝ҅٬ݐԭֵአߺᐿղḵᦤොໜ҅ݢզڂഝᬰᤈᖫᎱ̶ੂے
Ӟᛱᤒᐏইӥ

HTTP ᖨਂ  

᭗ᬦ ᧗/ߥଫ ᖨਂ᩸ํۗԭ܋ᔮᕹጱᚆ҅ Web ᖨਂ ᩒٺྌࢩᗑᕶփᬌᰁ҅ԧ᬴ٺ
რ឴ݐᲁᵱᥝጱᳵ̶ኧԭ᱾᪠ᄓᳩ҅ᗑᕶӧݢഴ҅ၨᥦֵአ HTTP ឴ݐᩒრጱ౮ṛ̶ಅ
զ҅ᶋଉํᥝහഝᖨਂ᩸҅ӥེٚ᧗ጱݢੱײᚆ॔ࣈአ̶୮ Web ᖨਂؙਂٌࣁӾٍํ᧗
ጱᩒრ҅ਙਖ਼ೝ౼ᧆ᧗ଚፗളᬬࢧᩒრ҅ᘒӧฎکᬡრ๐ۓ᯿ෛӥଚ឴̶ݐᬯ؉ݢզਫሿӷ
ӻੜፓຽ

ᨮۓ๐ٺ

WWW-Authenticate: <type> realm=<realm>
Proxy-Authenticate: <type> realm=<realm>

1
2

Authorization: Basic YWxhZGRpbjpvcGVuc2VzYW1l
Proxy-Authorization: Basic YWxhZGRpbjpvcGVuc2VzYW1l

1
2

https://tools.ietf.org/html/rfc7617
https://tools.ietf.org/html/rfc6750
https://tools.ietf.org/html/rfc7616
https://bugzilla.mozilla.org/show_bug.cgi?id=472823
https://tools.ietf.org/html/rfc7486
https://tools.ietf.org/html/rfc8120
http://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-auth-using-authorization-header.html
https://tools.ietf.org/html/rfc7617


܋ᔮᕹᚆ

ӥᶎ౯ժ੪Ӟ᩸റᦎӞӥ HTTP ᖨਂ᮷ํߺԶ

ӧݶᔄࣳጱᖨਂ  
HTTP ᖨਂํپᐿӧݶጱᔄࣳ҅ᬯԶݢզړԅӷӻԆᥝᔄڦғ ᐺํᖨਂ Ձᖨਂو   ̶

ଫ̶ߥ/զਂؙग़ӻአಁ᯿ֵ॔አጱ᧗ݢՁᖨਂฎӞᐿᖨਂ҅ਙوՁᖨਂғو
ᐺํᖨਂғᐺํᖨਂԞᑍԅ ӫአᖨਂ ҅ਙݝᭇአԭܔӻአಁ̶
ӧᖨਂᬦ๗ᩒრғಅํጱ᧗᮷տፗളکᬡ๐҅ۓኧ๐ۓӥᩒრଚᬬ̶ࢧ

౯ժԆᥝറᦎ ၨᥦᖨਂ  դቘᖨਂ ҅֕፥ਫఘ٭ӧํݝᬯӷᐿᖨਂ҅ᬮํᗑىᖨਂ҅CDN҅
ݢWeb ଫአᑕଧጱ զṛᗑᒊݢӤ҅ۓWeb ๐ ࣁਙժ᮱ᗟ҅ᨮଘᤍդቘᖨਂݻݍ
ᶌ҅ᚆݢᖽ̶

ӧᖨਂᬦ๗ᩒრ  

ӧᖨਂᬦ๗ᩒრܨၨᥦդቘӧտᖨਂᬦ๗ᩒრ҅ਮಁᒒ᩸ݎጱ᧗տፗളکᬡ๐ݢ҅ۓզֵአ
no-cache  ຽ१դᤒӧᖨਂᬦ๗ᩒრ̶

no-cache ંԭ Cache-Control ᭗አຽ१ٌ҅Ӟᛱጱᤒᐏොဩইӥ

Ԟݢզֵአ max-age = 0  ਫሿӧᖨਂጱපຎ̶

ᐺํᖨਂ  

ᐺํᖨਂݝአᖨਂܔӻአಁ֦҅ݢᚆࣁၨᥦᦡᗝӾ፡کԧ ᖨਂ ҅ၨᥦᖨਂ۱ތ๐ۓ᭗ᬦ
HTTP ӥӥጱಅํ̶ᬯӻṛ᭛ᖨਂአԭֵᦢᳯጱݢզᬰᤈڹᬰ/ݸᭅ҅ਂכ֢ᘒ෫ᵱ᯿ෛ
̶ۓრ๐کᭆ᧗ݎ

Cache-Control: no-cache1

Cache-Control: max-age=01



զֵአ privateݢ  ਫሿᐺํᖨਂ҅ᬯӨ public  ጱአဩፘ҅ݍᖨਂ๐ݝۓᇙਧጱਮಁᒒᬰᤈ
ᖨਂٌ҅՜ਮಁᒒݎᭆᬦጱ᧗҅ᖨਂ๐ڞۓӧտᬬࢧᖨਂ̶ਙጱӞᛱᤒᐏොဩইӥ

Ձᖨਂو  

ՁᖨਂӞᛱֵአ publicوଫᖨਂ̶ߥՁᖨਂฎӞᐿአԭਂؙᥝኧग़ӻአಁ᯿አጱو  ᤒ
ᐏ҅ public  ંڊݝሿࣁਮಁᒒߥଫӾ҅ᤒᐏߥଫݢզᤩձ֜ᖨਂಅᖨਂ̶Ӟᛱᤒᐏොဩইӥ

 

Cache-Control: private1

Cache-Control: public1



ᖨਂഴګ  
HTTP/1.1 Ӿጱ Cache-Control  ଉᥢຽ१ਁྦྷአԭಗᤈᖨਂഴֵ҅ګአྌຽ१ݢ᭗ᬦٌ׀ጱݱᐿ
եਧԎᖨਂᒽኼ̶ӥᶎ౯ժׁེՕᕨӞӥᬯԶં

ӧᖨਂ  

no-store  ฎ፥ྋԎӤጱ ӧᖨਂ ҅ྯེ๐ۓളکݑਮಁᒒጱ᧗҅ݸ᮷տᬬ๋ࢧෛጱᩒრᕳਮ
ಁᒒ̶

ᖨਂ֕ᵱᥝḵᦤ  

Ӥᶎጱ ӧᖨਂᬦ๗ᩒრݶ

ᐺํوՁᖨਂ  

Ӥݶ

ᖨਂᬦ๗  

ᖨਂӾӞӻஉ᯿ᥝጱե੪ฎ max-age ҅ᬯฎᩒრᤩᥤԅ ෛẌ ጱ๋ᳩᳵ ҅Ө Expires  ፘ҅ݍྌ
եฎፘԭ᧗ᳵጱ̶ԭଫአᑕଧӾӧտๅදጱկ҅᭗ଉݢզႲےԆۖᖨਂ̶ӥᶎฎ mag-age
ጱᤒᐏ

ᖨਂḵᦤ  

must-revalidate  ᤒᐏᖨਂᶳֵࣁአԏڹḵᦤᬦᩒრጱᇫா҅ଚӬӧଫֵአᬦ๗ጱᩒრ̶

Cache-Control: no-store1

Cache-Control: max-age=315360001

Cache-Control: must-revalidate1



ӥᶎฎӞӻᖨਂḵᦤࢶ

ՋԍฎෛẌጱහഝ  
Ӟ෮ᩒრਂؙࣁᖨਂӾ҅ቘᦞӤ੪ݢզᬱᤩᖨਂֵአ̶֕ฎӧᓕฎၨᥦᖨਂᬮฎդቘᖨਂٌ҅ਂؙ
ᑮᳵฎํᴴጱ҅ಅզᖨਂտਧ๗ᬰᤈႴᴻ҅ᬯӻᬦᑕݞ؉ ᖨਂࢧත(cache eviction)  ҁᛔᦲ҂̶ݚ
Ӟොᶎ҅๐ۓӤጱᖨਂԞտਧ๗ᬰᤈๅෛ҅HTTP ֢ԅଫአ੶ጱܐᦓ҅ਙฎӞᐿ ਮಁ-๐ۓ ཛྷୗ҅
HTTP ฎ෫ᇫாጱܐᦓ҅ࢩྌ୮ᩒრݎኞๅද҅๐ۓ෫ဩ᭗Ꭳᖨਂਮಁᒒ̶ࢩྌ๐ۓᶳ᭗ᬦ
ᐿොୗޞᎣਮಁᒒᖨਂ૪ᕪᤩๅෛ̶๐ۓտ׀ ᬦ๗ᳵ ᬯӻ༷ஷ҅ޞᎣਮಁᒒࣁྌک๗ᳵԏ
ᩒრฎ҅ڹ ෛẌጱ ҅Ԟ੪ฎ๚ๅදᬦጱ̶ࣁྌک๗ᳵጱࢱԏक़҅ᩒრ૪ᬦ̶ ᬦ๗ᓒဩ

(Eviction algorithms)  ᭗ଉտਖ਼ෛᩒრսضԭᴯ෯ᩒრֵአ̶

ᬯ᯾ᵱᥝဳӞӥ҅ᬦ๗ጱᩒრଚӧտᤩࢧතኼ҅୮ṛ᭛ᖨਂളතکᬦ๗ᩒრ҅ਙտֵአ If-
None-Match  ݎྌ᧗҅զ༄ັਙฎވՖᆐํප̶ইຎํප҅๐ۓտᬬ304 ࢧ Not Modified
ଫ֛҅ᘒᜓԧӞԶଃ̶਼ߥଫ१ଚӬဌํձ֜ߥ

ӥᶎฎֵአوՁᖨਂդቘጱᬦᑕ



ᬯӻࢶଫᧆྲঅቘᥴ҅ݝ᧔Ӟӥ Age ጱ֢አ҅Age ฎ HTTP ߥଫຽ१ޞᦫਮಁᒒრ๐ࣁۓग़ԋԏ
ԅ֖ܔଫ҅ਙጱߥୌԧڠڹ ᑁ ҅Age ຽ१᭗ଉളᬪԭ0҅ইຎฎ0ݢڞᚆฎრ๐ݐ឴ۓጱ҅ইຎӧ
ฎᤒᐏݢᚆฎኧդቘ๐ڠۓୌ҅ᮎԍ Age ጱ꧊ᤒᐏጱฎᖨਂݸጱߥଫེٚ᩸ݎᦊᦤکᦊᦤਠ౮ጱ
ᳵ꧊̶

ᖨਂጱํපฎኧग़ӻຽ१٬ݶوਧጱ҅ᘒଚᶋӞӻຽ१٬ਧ̶ইຎਧԧ Cache-
control:max-age=N  ҅ᮎԍᖨਂտਂכ N ᑁ̶ইຎᬯӻ᭗አຽ१ӧਂࣁጱᦾ҅ڞտ༄ັฎࣁਂވ
Expires  ຽ१̶ইຎ Exprires ຽ१ਂ҅ࣁᮎԍਙጱ꧊݄ٺ Date ຽ१ጱ꧊੪ݢզᏟਧٌํප̶๋
ইຎ҅ݸ max-age expires    ᮷ӧਂ҅ࣁ੪݄ತ Last-Modified  ຽ१҅ইຎਂࣁྌຽ१҅ڞ
ṛ᭛ᖨਂጱํපᒵԭ Date ຽ१ጱ꧊݄ٺ Last-modified ຽ१ጱ꧊ᴻզ10̶

ᖨਂḵᦤ  
୮کᬡᖨਂᩒრጱํප๗҅ਖ਼ٌᬰᤈḵᦤེٚ឴̶ݐՐ୮๐ۓ׀ԧ ୩ḵᦤ  ୧ḵᦤ

҅ݢզᬰᤈḵᦤ̶



୮አಁೲӥ᯿ෛےೲᰵ҅ਖ਼ݎ᯿ෛḵᦤ̶ইຎᖨਂጱߥଫ۱ތ Cache-controlғmust-
revalidate ຽ१҅ࣁڞྋଉၨᥦӥԞտݎᧆԪկ̶ݚӞӻࢩᔰฎ ṛᕆ -> ᖨਂḒᭌᶱ ᶎӾጱᖨਂ
ḵᦤḒᭌᶱ̶ํӞӻᭌᶱےེྯࣁݢ୩ګᬰᤈḵᦤ̶

Etag  

౯ժӤᶎکԧ୩ḵᦤ୧ḵᦤ҅ਫሿḵᦤۑᚆጱຽ१ྋୗ Etag ጱ֢አ҅ᬯޱ፳ HTTP አಁ
դቘҁֺইၨᥦ҂ӧᎣ᭲ᧆਁᒧԀᤒᐏՋԍ҅ଚӬ෫ဩᶼၥٌ꧊̶ইຎ Etag ຽ१ฎᩒრߥଫጱӞ᮱
If-None-Match ڊݎ๚᧗ጱຽ१Ӿࣁզݢਮಁᒒڞ҅ړ ҅զḵᦤᖨਂጱᩒრ̶

Last-Modified ࣁଫӾਂߥᬙጱᳵ̶ইຎړզݢ1ᑁํݝԅਙࢩ҅զአ֢୧ḵᦤݢଫຽ१ߥ
Last-Modified ຽ१҅ڞਮಁᒒݢզڊݎ If-Modified-Since ᧗ຽ१ḵᦤᖨਂᩒრ̶ҁىԭ

Etag ๅग़౯ժտࣁկ᧗Օᕨ҂

عᏳඊ  

᭗ᬦֵአ Etag  If-Match ຽ१֦҅ݢզ༄ၥعᏳඊ̶

ֺই҅ࣁᖫᬋ MDN ҅ਖ਼୮ڹ Wiki ٖᬰᤈߢ॒ቘଚਖ਼ٌනߥفଫӾጱ Etag Ӿ

୮ਖ਼ๅදکਂכ Wiki ᶭᶎҁݎහഝ҂҅POST ᧗ਖ਼۱ތ If-Match ຽ१ٌ҅Ӿ۱ތ Etag ꧊զ༄
ັํප̶

ইຎߢ꧊ӧ܃ᯈ҅ڞᤒᐏ૪ࣁӾᳵᬰᤈԧᖫᬋ҅ଚᬬ412 ࢧ Precondition Failed  Კ̶

ᖨਂ๚ܛአᩒრ  

Etag ຽ१ጱݚӞӻَࣳአဩฎᖨਂ๚ๅදጱᩒრ҅ইຎአಁེٚᦢᳯᕳਧጱ URLҁ૪ᦡᗝEtag҂҅ଚ
Ӭᧆ URLᬦ҅ڞਮಁᒒਖ਼ࣁ If-None-Match ຽ१ਁྦྷӾݎᭆٌ Etag ጱ꧊

๐ۓਖ਼ਮಁᒒጱ Etagҁ᭗ᬦ If-None-Match ݎᭆ҂Ө Etag ᬰᤈྲ҅զ឴ٌݐ୮ڹᩒრᇇ҅ইຎ
ӷӻ꧊᮷܃ᯈҁܨᩒრ๚ๅද҂҅ڞ๐ۓտ304 ࢧݎ Not Modified ᇫா҅ဌํԆ֛҅ਙޞᦫਮಁ
ᒒߥଫጱᖨਂՖᆐݢզֵአ̶

HTTP CROS ऒ  

CROS ጱقᑍฎ Cross-Origin Resource Sharing(CROS) ҅Ӿᦲԅ ऒᩒრوՁ ҅ਙฎӞᐿ
̶ګฎӞᐿՋԍޫګҘਙฎӞᐿᦏᬩᤈࣁӞӻ ऒ(origin) Ӥጱ Web ଫአᤩٵᦜᦢᳯᛔӧݶრ
๐ۓӤਧᩒრጱࣁ̶ګᬯӻ֦҅ڹګᵱᥝᕚԧᥴՋԍฎ ऒ(origin)

Origin  

Etag: "33a64df551425fcc55e4d42a148795d9f25f89d4"1

If-Match: "33a64df551425fcc55e4d42a148795d9f25f89d4"1

If-None-Match: "33a64df551425fcc55e4d42a148795d9f25f89d4"1



Web ༷ஷӾ ऒ(Origin)  ጱٖኧ scheme(protocol) - ܐᦓ ҅ host(domain) - Ԇ አԭ
ᦢᳯਙጱ URL port - ᒒݗ ਧԎ̶ՐՐ୮ scheme ̵host̵port ᮷܃ᯈ҅ӷӻํፘݶጱ
რ̶ᬯᐿܐᦓፘ҅ݶऒݷፘ҅ݶᒒݗፘݶጱਞقᒽኼԞᤩᑍԅ ݶრᒽኼҁSame Origin Policy) ̶
Զ֢Րᴴԭٍํፘݶრጱٖ҅ݢզֵአ CORS ݐၾྌᴴ̶ګ

ऒጱᇙᅩ  
ӥᶎฎऒᳯ᷌ጱֺৼ҅፡፡֦ฎވႴ༩Ջԍฎऒԧ

Ӥᶎᬯӷӻ URL ฎํٍވऒᳯ᷌ޫҘ

Ӥᶎӷӻ URL ฎӧٍํऒᳯ᷌ጱ҅ࢩԅᬯӷӻ URL ٍํፘݶጱ ᦓ(scheme)ܐ  Ԇ(host)

ᮎԍӥᶎᬯӷӻฎํٍވऒᳯ᷌ޫҘ

ᬯӷӻ URL Ԟӧٍํऒᳯ᷌҅ԅՋԍӧٍํ҅ᒒݗӧӞ̶ٌࠡਫਙժӷӻᒒݗฎӞጱ̶

ᦜ֦տᦊԅᬯӷӻ URL ฎӧӞጱ҅නஞ҅ىԭӞӧӞጱᦞഝ౯ᕳ֦ಲڊԧ

Mac OS  ᘒਧ̶Windowsݣଘۓ໑ഝ๐ڞړय़ੜٟጱ҅֕ฎ᪠ஆ᮱ړ܄ฎӧړ᮱ݷऒᦓܐ
X ᔮᕹฎӧړ܄य़ੜٟጱ҅ᘒአUNIXLinuxᔮጱ๐ۓᔮᕹฎړ܄य़ੜٟጱ҅

Ԟ੪ฎ᧔Ӥᶎጱ Example.com example.com    ٌਫฎӞӻᗑ҅࣎ଚӬኧԭӷӻํٍ࣎ࣈፘݶጱ
scheme  host ҅ἕᦊఘ٭ӥ๐ۓ᭗ᬦᒒ80ݗփ᭓ HTTP ٖ҅ಅզӤᶎᬯӷӻ࣎ࣈԞฎፘݶጱ̶

ӥᶎᬯӷӻ URL ࣎ࣈฎํٍވऒᳯ᷌Ҙ

ᬯӷӻ URL ጱ scheme ӧ҅ݶಅզᬯӷӻ URL ٍํऒᳯ᷌

ٚ፡ӥᶎᬯӣӻ URL ฎํٍވऒᳯ᷌

ᬯӣӻ URL Ԟฎٍํऒᳯ᷌ጱ҅ࢩԅਙժᵕંԭӧ᭗๐ۓጱԆ host̶

ӥᶎᬯӷӻ URL ฎํٍވऒᳯ᷌

ᬯӷӻ URL Ԟฎٍํऒᳯ᷌҅ࢩԅᬯӷӻ URL ጱἕᦊᒒݗӧӞ̶

(1) http://example.com/app1/index.html
(2) http://example.com/app2/index.html

1
2

http://Example.com:80
http://example.com

1
2

http://example.com/app1
https://example.com/app2

1
2

http://example.com
http://www.example.com
http://myapp.example.com

1
2
3

http://example.com
http://example.com:8080

1
2



URL Outcome Reason

http://store.company.com/dir2/other.html ፘݶრ ݶpathӧํݝ

http://store.company.com/dir/inner/another.html ፘݶრ ݶpathӧํݝ

https://store.company.com/page.html ӧݶრ ᦓӧ᭗ܐ

http://store.company.com:81/dir/page.html ӧݶრ ἕᦊᒒݗӧݶ

http://news.company.com/dir/page.html ӧݶრ Ԇӧݶ

რᒽኼݶ  
॒ԭਞقጱࢩᔰ҅ၨᥦᴴګԧᚕ᩸ݎऒጱ HTTP ᧗̶ XMLHttpRequest ՜ Fetchٌ 
ളݗ  տ᭽ ݶრᒽኼ(same-origin policy) ̶Ԟ੪ฎ᧔ֵአᬯԶ API ጱଫአᑕଧమᥝ᧗ፘݶጱ
ᩒრ҅ᮎԍ՜ժଫᧆٍํፘݶጱრ҅ᴻᶋᛔٌ՜რጱߥଫ۱ೡྋᏟጱ CORS ຽ१Ԟݢզ̶

Ӟӻრጱᩒრᬰݚጱᚕই֜ӨےԧӞӻრګᒽኼ҅ਙᴴقრᒽኼฎӞᐿஉ᯿ᥝጱਞݶ
ᤈԻ̶ ਙํۗԭᵍᐶᄟࣁጱ௶҅ٺݢᚆጱධڋড়Օ̶

౯ժӤᶎ҅کইຎӷӻ URL ٍํፘݶጱܐᦓ̵Ԇᒒݩݗҁইຎਧ҂ጱᦾ҅ᮎԍӷӻ URL ٍํ
ፘݶጱრ̶ӥᶎํӞԶਫֺ֦҅ڣෙӞӥฎӧฎٍํፘݶጱრ

ፓຽრ http://store.company.com/dir/page.html

ሿࣁ౯ଃ֦ᦊᦩԧӷ᭭ӧݶጱრ҅ሿ֦ࣁଫᧆᎣ᭲ই֜ړ܄ӷӻ URL ฎંވԭݶӞრԧމѺ

অ֦҅ሿࣁᎣ᭲ԧՋԍฎऒᳯ᷌҅ሿࣁ౯ᥝᳯ֦҅ߺԶ᧗տԾኞऒ᧗ޫҘᬯฎ౯ժӥᶎᥝᦎᦞ
ጱᳯ᷌

ऒ᧗  
ऒ᧗ݢᚆտӥᶎᬯپᐿ᧗Ӿڊݎғ

1. ᧣አ XMLHttpRequest  ᘏ Fetch  api̶

XMLHttpRequest ฎՋԍҘҁ౯ฎݸᒒᑕଧާ҅ڹᒒӧॡ҅ᓌܔᥴ᯽ӥ҅ইຎᥴ᯽ጱӧঅ҅ᬮ᧗ڹᒒ
य़֬ժӧᥝᙪെ౯҂

ಅํጱሿդၨᥦ᮷ํӞӻٖᗝጱ XMLHttpReqeust  ҅ᬯӻݢզአԭ๐ۓ᧗හഝ̶

XMLHttpReqeust ԭݎՈާ᧔உ᯿ᥝ҅XMLHttpReqeust ݢզአ؉ӥᶎᬯԶԪఘ

ๅෛᗑᶭ෫ᵱ᯿ෛڬෛᶭᶎ
ᶭᶎےݸ๐ۓ᧗හഝ
ᶭᶎےݸ๐ۓᒒ឴ݐහഝ
ۓ๐کᭆݎਖ਼හഝݣݸࣁ

ֵአ XMLHttpRequest(XHR) Ө๐ۓᬰᤈԻ֦҅ݢզ URL ༄ᔱහഝᘒӧڬෛෆӻᶭ
ᶎ҅ᬯֵᗑᶭݢզๅෛᶭᶎጱӞ᮱҅ړᘒӧտӾෙአಁጱ̶֢XMLHttpRequest ࣁ AJAX  ྍᖫᑕ
Ӿֵአஉଠာ̶

http://store.company.com/dir2/other.html
http://store.company.com/dir/inner/another.html
https://store.company.com/page.html
http://store.company.com:81/dir/page.html
http://news.company.com/dir/page.html


ٚ᧔Ӟӥ Fetch API ฎՋԍ҅Fetch ׀ԧ᧗ߥଫҁզٌ݊՜ᗑᕶ᧗҂ጱ᭗አਧԎ̶ਙᬮ
׀ԧፘ༷ىஷጱਧԎֺ҅ই CORS  HTTP Origin १Ԏ҅ଚٌࣁ՜ࣈොݐդԧਙժݱᛔጱਧԎ̶

2. Web ਁ֛ҁአԭ CSS Ӿ@ font-faceӾጱऒਁֵ֛አ҂҅զ๐ݢۓզ᮱ᗟ TrueType ਁ֛҅
ᬯԶਁ֛ݝᚆኧ꧋ᦜᒊᅩےֵአጱᗑᒊֵአ̶

3. WebGL ᕖቘ
4. ֵአ drawImage()  ᕲکګኮӤጱ؟ࢶ/ᥤ᷇
ᇆጱ CSS ୵ᇫࢶ .5

ऒۑᚆ༷ᬿ  
ऒᩒრوՁຽٵ᭗ᬦႲےෛጱ HTTP ຽ१ૡ֢҅ᬯԶຽ१꧋ᦜ๐ۓൈᬿ꧋ᦜߺԶრ Web ၨ
ᥦݚ̶௳מݐक़҅ԭݢᚆᛘ๐ۓහഝԾኞ֢ۅአጱ HTTP ᧗ොဩҁ੦ٌฎ GET ᘏٍํ
Զ MIME ᔄࣳ POST ොဩզक़ HTTP ොဩ҂҅ᧆᥢᥝၨᥦ ᶼ༄ ᧗ֵ҅አ HTTP OPTIONS
᧗ොဩ๐ۓ᧗ݑඪ೮ጱොဩ҅ᆐࣁݸ๐ۓ ಢٵ զ᭗Ꭳਮಁᒒݢᬮۓᭆਫᴬ᧗̶๐ݎݸ
ฎވଫӨ᧗Ӟ᩸ݎᭆ ഝڂ ҁֺই Cookies  HTTP ղḵᦤ҂̶

ဳғCORS ඳᵑտᛘᲙ҅֕ฎڊԭਞ҅ࢩܻقᧆᲙጱᧇᕡמ௳ӧᭇአԭ JavaScript̶ ಅ
ํդᎱ᮷Ꭳ᭲ݎኞԧᲙ̶ Ꮯਧٍ֛ڊᳯ᷌ጱࠔӞොဩฎັ፡ၨᥦጱഴݣګզ឴ݐᧇᕡמ௳̶

ᦢᳯഴګ  
ӥᶎ౯տय़ਹറᦎӣᐿොໜ҅ᬯԶොໜ᮷ᄍᐏԧऒᩒრوՁጱૡ֢ොୗ̶ಅํᬯԶᐏֺ᮷ֵአ
XMLHttpRequest҅ਙݢզࣁձ֜ඪ೮ጱၨᥦӾڊݎᒊᅩ᧗̶

ᓌܔ᧗  

ӞԶ᧗ӧտݎ CORSᶼ༄ ҁىԭᶼ༄౯ժݸᶎٚՕᕨ҂̶ ᓌܔ᧗ ฎჿ᪃Ӟӥಅํկጱ᧗

꧋ᦜզӥጱොဩғ GET ̵ HEAD POST 

ᴻԧኧአಁդቘᛔۖᦡᗝጱຽ१ҁֺই Connection̵User-Agent ᘏࣁ Fetch ᥢӾਧԎԅᐬྊ
ຽ१ݷᑍጱٌ՜ຽ१҂क़҅ࠔӞ꧋ᦜಋۖᦡᗝጱຽ१ฎᮎԶ Fetch ᥢਖ਼ٌਧԎԅ CORSਞڊڜق
ጱ᧗ຽ१  ҅ਙժฎғ

Accept
Accept-Language
Content-Language
Content-TypeҁӥᶎտՕᕨ҂
DPR
Downlink
Save-Data
Viewport-Width
Width

Content-Type ຽ१ጱࠔӞ꧋ᦜጱ꧊ฎ

application/x-www-form-urlencoded
multipart/form-data
text/plain



ဌํࣁ᧗Ӿֵአጱձ֜ XMLHttpRequestUpload ӤဳٙԪկׅލҔᬯԶݢզֵአ
XMLHttpRequest.upload ંᬰᤈᦢᳯ̶

᧗Ӿ๚ֵአ ReadableStream̶

ֺই҅ਧ web ٖ https://foo.example  మᥝ឴ݐ https://bar.other  ऒጱᩒრ҅ᮎ
ԍ JavaScript ӾጱդᎱݢᚆտ؟ӥᶎᬯٟ

ᬯֵአ CORS ຽ१॒ቘᇙ҅ᘒࣁਮಁᒒ๐ۓԏᳵಗᤈᐿഘ̶

ᦏ౯ժ፡፡ࣁᬯᐿఘ٭ӥၨᥦਖ਼ݎᭆک๐ۓጱٖ҅ଚᦏ౯ժ፡፡๐ۓই֜ߥଫғ

ဳ᧗ጱຽ१ Origin ҅ਙᤒก᧣አᛔԭ https://foo.example ̶ᦏ౯ժ፡፡๐ۓฎই֜ߥଫ
ጱ

const xhr = new XMLHttpRequest();
const url = 'https://bar.other/resources/public-data/';
   
xhr.open('GET', url);
xhr.onreadystatechange = someHandler;
xhr.send(); 

1
2
3
4
5
6

GET /resources/public-data/ HTTP/1.1
Host: bar.other
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.14; rv:71.0) Gecko/20100101 
Firefox/71.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip,deflate
Connection: keep-alive
Origin: https://foo.example

1
2
3

4
5
6
7
8



๐ۓᒒݎᭆ Access-Control-Allow-Origin  ֢ԅߥଫ̶ֵአ Origin  ຽ१ Access-
Control-Allow-Origin  ᐏԧ๋ᓌܔጱᦢᳯഴܐګᦓ̶ࣁᬯӻԪֺӾ҅๐ۓᒒֵአ Access-
Control-Allow-Origin  ֢ԅߥଫ҅Ԟ੪᧔กᧆᩒრݢզᤩձ֜ऒᦢᳯ̶

ইຎ֖ԭ https://bar.other ጱᩒრಅํᘏ๕ਖ਼ᩒრጱᦢᳯᴴګԅՐᛔ
https://foo.example ጱ᧗҅՜ժଫᧆݎᭆইӥߥଫ

ሿࣁᴻԧ https://foo.example  ԏक़ጱձ֜ऒ᮷෫ဩզऒොୗᦢᳯک https://bar.other  ጱ
ᩒრ̶

ᶼ༄᧗  

҅ݶ᧗ӧܔӤᶎറᦎጱᓌ ᶼ༄ ᧗Ḓض᭗ᬦ OPTIONS  ොဩݚݻӞӻऒӤጱᩒრݎᭆ HTTP ᧗
҅አᏟਧਫᴬ᧗ฎݢވզਞقጱݎᭆ̶ᒊᅩᬯᤩ ᶼ༄ አಁහഝ̶ߥᚆտݢԅਙժࢩ҅

ӥᶎฎӞӻᶼ༄Ԫֺ

ӤᶎጱԪֺڠୌԧӞӻ XML ᧗֛አ POST ᧗Ӟ᩸ݎᭆ̶ྌक़҅ᦡᗝԧᶋຽٵ᧗१ X-
PINGOTHER  ҅ᬯӻຽ१ӧฎ HTTP/1.1 ጱӞ᮱֕҅ړ᭗ଉ Web ᑕଧஉํአ̶ኧԭ᧗ጱ
Content-Type  ֵአ application/xml ҅ଚӬᦡᗝԧᛔਧԎຽ१҅ࢩྌᧆ᧗ᤩ ᶼ༄ ̶ইӥࢶಅ
ᐏ

HTTP/1.1 200 OK
Date: Mon, 01 Dec 2008 00:23:53 GMT
Server: Apache/2
Access-Control-Allow-Origin: *
Keep-Alive: timeout=2, max=100
Connection: Keep-Alive
Transfer-Encoding: chunked
Content-Type: application/xml

[…XML Data…]

1
2
3
4
5
6
7
8
9

10

Access-Control-Allow-Origin: https://foo.example1

const xhr = new XMLHttpRequest();
xhr.open('POST', 'https://bar.other/resources/post-here/');
xhr.setRequestHeader('X-PINGOTHER', 'pingpong');
xhr.setRequestHeader('Content-Type', 'application/xml');
xhr.onreadystatechange = handler;
xhr.send('<person><name>Arun</name></person>'); 

1
2
3
4
5
6



ইӥಅᬿ҅ਫᴬጱ POST ᧗ӧ۱ތ Access-Control-Request- * ຽ१Ҕํݝ OPTIONS ᧗
ᵱᥝਙժ̶

ӥᶎ౯ժ፡Ӟӥਠෆጱਮಁᒒ/๐ۓԻ҅Ḓضฎᶼ༄᧗/ߥଫ

OPTIONS /resources/post-here/ HTTP/1.1
Host: bar.other
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.14; rv:71.0) Gecko/20100101 
Firefox/71.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip,deflate
Connection: keep-alive
Origin: http://foo.example
Access-Control-Request-Method: POST
Access-Control-Request-Headers: X-PINGOTHER, Content-Type

1
2
3

4
5
6
7
8
9

10
11



Ӥᶎጱ1 -11 ᤈդᤒᶼ༄᧗҅ᶼ༄᧗ֵአ OPYIIONS  ොဩ҅ၨᥦ໑ഝӤᶎጱ JavaScript դᎱྦྷ
ಅֵአጱ᧗݇හᏟਧฎވᵱᥝݎᭆྌ᧗҅զ๐ݢۓզߥଫฎݢވզֵአਫᴬ᧗݇හݎᭆ᧗
̶OPTIONS ฎӞᐿ HTTP / 1.1ොဩ҅አԭᏟਧᛔ๐ۓጱๅग़מ௳҅ଚӬฎӞᐿਞقጱොဩ҅ᬯ
ޱ፳ਙӧᚆአԭๅදᩒრ̶᧗ဳ҅Ө OPTIONS ᧗Ӟ᩸҅ᬮݎᭆԧݚक़ӷӻ᧗ຽ१ҁڦړฎᒫ
9ᤈᒫ10ᤈ҂

Access-Control-Request-Method  ຽ१֢ԅᶼ༄᧗ጱӞ᮱ړ᭗Ꭳ๐҅ۓ୮ݎᭆਫᴬ᧗҅ਖ਼
ֵአ POST  ᧗ොဩݎᭆᧆ᧗̶

Access-Control-Request-Headers  ຽ१᭗Ꭳ๐҅ۓ୮ݎᭆ᧗҅ਙਖ਼ӨX-PINGOTHER 
Content-Type ᛔਧԎຽ१Ӟ᩸ݎᭆ̶๐ݢۓզᏟਧᬯᐿఘ٭ӥฎވളݑ᧗̶

ӥᶎጱ 1 - 11ᤈฎ๐ࢧݎۓጱߥଫ҅ᤒᐏ POST  ᧗ X-PINGOTHER  ฎݢզളݑጱ҅౯ժ፳᯿፡
Ӟӥӥᶎᬯپᤈ

๐ۓਠ౮ߥଫᤒกრ http://foo.example  ฎݢզളݑጱ URL҅ᚆड़꧋ᦜ POST̵GET̵
OPTIONS  ᬰᤈ᧗҅꧋ᦜᛔਧԎຽ१ X-PINGOTHER, Content-Type ҅ݸ̶๋ Access-Control-
Max-Age  զᑁԅ֖ܔᕳڊӞӻ꧊҅ᬯӻ꧊ᤒᐏᶼ༄᧗ጱߥଫݢզᖨਂग़ᳩᳵ҅ࣁྌ๗ᳵٖ෫ᵱ
ᭆٌ՜ᶼ༄᧗̶ݎ

ਠ౮ᶼ༄᧗҅ݸਖ਼ݎᭆਫᴬ᧗ғ

HTTP/1.1 204 No Content
Date: Mon, 01 Dec 2008 01:15:39 GMT
Server: Apache/2
Access-Control-Allow-Origin: https://foo.example
Access-Control-Allow-Methods: POST, GET, OPTIONS
Access-Control-Allow-Headers: X-PINGOTHER, Content-Type
Access-Control-Max-Age: 86400
Vary: Accept-Encoding, Origin
Keep-Alive: timeout=2, max=100
Connection: Keep-Alive

1
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3
4
5
6
7
8
9

10

Access-Control-Request-Method: POST
Access-Control-Request-Headers: X-PINGOTHER, Content-Type

1
2

Access-Control-Allow-Origin: http://foo.example
Access-Control-Allow-Methods: POST, GET, OPTIONS
Access-Control-Allow-Headers: X-PINGOTHER, Content-Type
Access-Control-Max-Age: 86400

1
2
3
4

POST /resources/post-here/ HTTP/1.1
Host: bar.other
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.14; rv:71.0) Gecko/20100101 
Firefox/71.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip,deflate
Connection: keep-alive
X-PINGOTHER: pingpong
Content-Type: text/xml; charset=UTF-8
Referer: https://foo.example/examples/preflightInvocation.html

1
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ྋୗߥଫӾஉग़ຽ१౯ժࣁԏڹጱᒍ૪ᕪറᦎᬦԧ҅ᓤӧٚ؉ᧇᕡጱՕᕨ҅ᘏݢզ݇ᘍ ֦ᬮࣁ
ԅ HTTP ጱᬯԶ༷ஷ१ዢހҘ  ັᴅ

ଃڂᦤጱ᧗  

XMLHttpRequest  Fetch  CORS ๋ํ᪁ጱۑᚆ੪ฎᚆड़ڊݎᎣ᭲ HTTP Cookie  HTTP ղḵ
ᦤጱ ڂᦤ  ᧗̶ἕᦊఘ٭ӥ҅ࣁᒊᅩ XMLHttpRequest  Fetch ᧣አӾ҅ၨᥦਖ਼ӧݎᭆڂഝ̶
᧣አ XMLHttpRequest Request ᭜ڍහᶳᦡᗝӞӻᇙਧጱຽப̶

 http://foo.exampleڡӥᶎᬯӻֺৼӾ๋҅ࣁ ጱٖᦡᗝԧ Cookies ጱے 
http://bar.other  Ӥጱᩒრᬰᤈԧᓌܔጱ GET ᧗҅ foo.example ӤݢᚆጱդᎱইӥ

ᒫ7ᤈดᐏ XMLHttpRequest Ӥጱຽப҅ᶳᦡᗝᧆຽபᚆֵአ Cookie ᬰᤈ᧣አ̶ἕᦊఘ٭ӥ҅᧣
አฎӧֵࣁአ Cookie ጱఘ٭ӥᬰᤈጱ̶ኧԭᬯฎӞӻᓌܔጱ GET ᧗҅ࢩྌӧտᬰᤈᶼ༄҅֕ฎၨ
ᥦਖ਼ᕷձ֜ဌํ Access-Control-Allow-Credentials ጱߥଫғຽ१ԅtrue҅ጱฎߥଫӧտᬬࢧ
web ᶭᶎጱ̶ٖ

Ӥᶎጱ᧗አӥݢࢶզᤒᐏ

Content-Length: 55
Origin: https://foo.example
Pragma: no-cache
Cache-Control: no-cache

<person><name>Arun</name></person>

11
12
13
14
15
16

HTTP/1.1 200 OK
Date: Mon, 01 Dec 2008 01:15:40 GMT
Server: Apache/2
Access-Control-Allow-Origin: https://foo.example
Vary: Accept-Encoding, Origin
Content-Encoding: gzip
Content-Length: 235
Keep-Alive: timeout=2, max=99
Connection: Keep-Alive
Content-Type: text/plain

[Some GZIP'd payload]

1
2
3
4
5
6
7
8
9

10
11
12

const invocation = new XMLHttpRequest();
const url = 'http://bar.other/resources/credentialed-content/';
    
function callOtherDomain() {
  if (invocation) {
    invocation.open('GET', url, true);
    invocation.withCredentials = true;
    invocation.onreadystatechange = handler;
    invocation.send(); 
  }
}

1
2
3
4
5
6
7
8
9

10
11

https://mp.weixin.qq.com/s?__biz=MzU2NDg0OTgyMA==&mid=2247485214&idx=1&sn=2cec80cfd606f4b4444db974246ee75e&chksm=fc45faedcb3273fb48dd5a16e4c375680adb8c6e59a52455f14ac2c2e0afda0c9265ff544044&token=347964925&lang=zh_CN%23rd


ᬯฎਮಁᒒ๐ۓԏᳵጱᐏֺԻഘғ

GET /resources/access-control-with-credentials/ HTTP/1.1
Host: bar.other
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.14; rv:71.0) Gecko/20100101 
Firefox/71.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip,deflate
Connection: keep-alive
Referer: http://foo.example/examples/credential.html
Origin: http://foo.example
Cookie: pageAccess=2

1
2
3

4
5
6
7
8
9

10

HTTP/1.1 200 OK
Date: Mon, 01 Dec 2008 01:34:52 GMT
Server: Apache/2
Access-Control-Allow-Origin: https://foo.example
Access-Control-Allow-Credentials: true
Cache-Control: no-cache
Pragma: no-cache
Set-Cookie: pageAccess=3; expires=Wed, 31-Dec-2008 01:34:53 GMT
Vary: Accept-Encoding, Origin
Content-Encoding: gzip
Content-Length: 106
Keep-Alive: timeout=2, max=100
Connection: Keep-Alive
Content-Type: text/plain

[text/plain payload]

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17



Ӥᶎᒫ10ᤈ۱ތݻ http://bar.other  Ӥጱٖ Cookie҅֕ฎইຎ bar.other ဌํզ Access-
Control-Allow-Credentials:true ጱࢧଫਖ਼ᤩኼ҅ଚӬӧᚆֵአᗑᒊᬬߥଫҁӥᶎᒫԲᤈ҂҅ߥ 
̶ٖ

᧗ڂᦤ᭗ᯈᒧ

୮ࢧଫڂᦤ᧗҅๐ۓᶳࣁ Access-Control-Allow-Credentials  ӾਧӞӻრ҅ᘒӧᚆ
ፗളٟ *  ᭗ᯈᒧ

Cookie ຽ१҅ইຎ Access-Control-Allow-Credentials ތԅӤᶎᐏֺդᎱӾጱ᧗ຽ१۱ࢩ  Ӿ
ฎਧጱ᭗ᯈᒧ *  ጱᦾ҅᧗տ०ᨳ̶

ဳӤᶎᐏֺӾጱ Set-Cookie ٬ԭݐଉҁݎኞඳᵑ҅ਖ਼ݎक़Ӟӻ꧊҅ইຎݚଫຽ१ᬮᦡᗝԧߥ 
ಅֵአጱAPI҂̶

HTTP ߥଫຽ१  
ӥᶎտڊڜӞԶ๐ۓऒوՁᥢਧԎጱ HTTP ຽ१҅Ӥᶎᓌ༷ܔᬿԧӞӥ҅ሿࣁӞ᩸ᦊᦩӞӥ҅
ԆᥝտՕᕨӥᶎᬯԶ

Access-Control-Allow-Origin
Access-Control-Allow-Credentials
Access-Control-Allow-Headers
Access-Control-Allow-Methods
Access-Control-Expose-Headers
Access-Control-Max-Age
Access-Control-Request-Headers
Access-Control-Request-Method
Origin

Access-Control-Allow-Origin  

Access-Control-Allow-Origin  ฎ HTTP ߥଫຽ१҅ᐏߥଫฎވᚆड़ᕳਧጱრوՁᩒრ̶
Access-Control-Allow-Origin ਧܔӻᩒრտޞᦫၨᥦ꧋ᦜਧრᦢᳯᩒრ̶ԭဌํڂഝጱ᧗
* ᭗ᯈᒧ҅ޞᦫၨᥦ꧋ᦜձ֜რᦢᳯᩒრ̶

ֺই҅ইຎᥝ꧋ᦜრ https://mozilla.org  ጱդᎱᦢᳯᩒრ҅ݢզֵአইӥጱਧොୗ

ইຎ๐ۓਧܔӻრᘒӧฎ * ᭗ᯈᒧ҅ڞ๐ۓᬮଫࣁ Vary ߥଫຽ१Ӿ۱ތᧆრ̶

Access-Control-Allow-Credentials  

Access-Control-Allow-Credentials  ฎ HTTP ጱߥଫຽ१҅ᬯӻຽ१ޞᦫၨᥦ҅୮۱ڂތᦤ᧗
ҁRequest.credentials҂ฎވਖ਼ߥଫلᕳڹᒒ JavaScript դᎱ̶

ᬯ֦ײտᳯک Request.credentials  ฎՋԍሻҘӧᥝ፳҅ᕳ֦፡Ӟӥ҅Ḓض፡ Request
ฎՋԍሻ҅

ਫᴬӤ҅Request ฎ Fetch API ጱӞᔄളݗդᤒ፳ᩒრ᧗̶Ӟᛱڠୌ Request ํӷᐿොୗ

Access-Control-Allow-Origin: https://mozilla.org
Vary: Origin

1
2



ֵአ Request() ᭜ڍහڠୌӞӻ Request 
ᬮݢզ᭗ᬦ FetchEvent.request api ֢ڠୌ

ٚ᧔ӥ Request.credentials ฎՋԍ҅Request ളݗጱڂഝݝંᐏࣁऒ᧗ጱఘ٭ӥ҅
አಁդቘฎވଫٌ՜ऒݎᭆ cookie̶ҁٌ՜ Request ጱොဩᧇᥠ https://developer.mozilla.or
g/en-US/docs/Web/API/Request҂

୮ݎᭆጱฎڂᦤཛྷୗጱ᧗۱ތ ҁRequest.credentials҂҅ইຎ Access-Control-Allow-Credentials
꧊ԅ true҅ၨᥦਖ਼Րڹݻᒒ JavaScript դᎱلߥଫ̶

TLS ਮಁᒒᦤԡ ᦤӞᛱ۱ೡ cookie̵ᦊᦤ१ڂ

୮አ֢ᶼ༄᧗ߥଫጱӞ᮱ړ҅ᬯᤒกฎݢވզֵአڂഝڊݎਫᴬ᧗̶ဳᓌܔጱ GET
᧗ӧտᬰᤈᶼ༄̶

զ݇ᘍӞӻਫᴬጱֺৼ https://www.jianshu.com/p/ea485e5665b3ݢ

Access-Control-Allow-Headers  

Access-Control-Allow-Headers  ฎӞӻߥଫຽ१҅ᬯӻຽ१አߥଫᶼ༄᧗҅ਙڊݎਫᴬ᧗
ݢզֵአߺԶHTTPຽ१̶

ᐏֺ

ᛔਧԎຽ१

ᬯฎ Access-Control-Allow-Headers ຽ१ጱᐏ̶ֺਙᤒกᴻԧ؟ CROS ਞڊڜقጱ᧗ຽ१क़҅๐
ԅ X-Custom-Headerݷጱ CROS ᧗ᬮඪ೮ۓ  ጱᛔਧԎຽ१̶

ग़ӻຽ१

ᬯӻֺৼᐏԧ Access-Control-Allow-Headers ইֵ֜አग़ӻຽ१

ᕰᬦٌ՜ᴴګ

ੱᓕতᕣ꧋ᦜֵአ CORS ਞڊڜقጱ᧗ຽ१҅ଚӬ᭗ଉӧᵱᥝࣁ Access-Control-Allow-Headers Ӿ
̶ګਙժ᮷ਖ਼ᕰᭇአጱٌ՜ᴴڊڜᬯԶຽ१҅֕ฎ෫ᦞই֜ڊڜ

ᬯ᯾֦ݢᚆտํወᳯ҅ߺԶฎ CORS ڊڜጱਞقຽ१Ҙҁڦ২ᔴ҅੪ฎᬯԍἋᅸ҂

ํӥᶎᬯԶ Accep̵Accept-Language̵Content-Language̵Content-Type  ҅୮ӬՐ୮۱ތᬯԶ
ຽ१҅෫ᵱࣁ CORS ӤӥӾݎᭆᶼ༄᧗̶

Access-Control-Allow-Methods  

Access-Control-Allow-Credentials: true1

Access-Control-Allow-Headers: X-Custom-Header1

Access-Control-Allow-Headers: X-Custom-Header, Upgrade-Insecure-Requests1

Access-Control-Allow-Headers: Accept1

https://developer.mozilla.org/en-US/docs/Web/API/Request
https://www.jianshu.com/p/ea485e5665b3


Access-Control-Allow-Methods  Ԟฎߥଫຽ१҅ਙਧԧߺԶᦢᳯᩒრጱොဩݢզֵአᶼ༄᧗
̶ֺই

Access-Control-Expose-Headers  

Access-Control-Expose-Headers ߥଫຽ१ᤒกߺԶຽ१ݢզ֢ԅߥଫጱӞ᮱لړ̶ἕᦊఘ٭ӥ҅Ր
ฎڦړଫຽ१҅ߥጱڊڜق6ӻCORSਞل

Cache-Control
Content-Language
Content-Type
Expires
Last-Modified
Pragma

ইຎ๕ਮಁᒒᚆड़ᦢᳯٌ՜ຽ१҅ڞᶳֵአ Access-Control-Expose-Headers ຽ१ڊڜਙժ̶ӥ
ᶎฎᐏֺ

ᥝلᶋ CORS ਞڊڜقጱ᧗ຽ१҅ݢզ؟ইӥᬯਧ

ᥝݚक़لᛔਧԎຽ१ֺ҅ই X-Kuma-Revision҅ݢզਧग़ӻຽ१҅ଚአ᭖ړݩᵍ

զֵአ᭗ᯈᒧݢᦤ᧗Ӿ֦҅ᬮڂӧฎࣁ

֕ฎ҅ᬯӧտ᭗ᯈ Authorization  ຽ१҅ࢩྌইຎᵱᥝلਙ҅ڞᵱᥝกᏟڊڜ

Access-Control-Max-Age  

Access-Control-Max-Age ߥଫ१ᤒᐏᶼ༄᧗ጱᕮຎݢզᖨਂग़ᳩᳵֺ҅ই

ᤒᐏᶼ༄᧗ݢզᖨਂ10ړᰦ

Access-Control-Request-Headers  

ၨᥦڊݎࣁᶼ༄᧗ֵአ Access-Control-Request-Headers ᧗ຽ१ֵ҅๐ۓᎣ᭲ڊݎࣁਫᴬ
᧗ਮಁᒒݢᚆݎᭆጱ HTTP ຽ१̶

Access-Control-Request-Method  

Access-Control-Allow-Methods: POST, GET, OPTIONS
Access-Control-Allow-Methods: *

1
2

Access-Control-Expose-Headers: Content-Length1

Access-Control-Expose-Headers: Content-Length, X-Kuma-Revision1

Access-Control-Expose-Headers: *1

Access-Control-Expose-Headers: *, Authorization1

Access-Control-Max-Age: 600 1

Access-Control-Request-Headers: X-PINGOTHER, Content-Type1



ᶼ༄᧗ਖ਼ֵአᮎᐿ HTTP ොڊݎۓᦫ๐ޞଫຽ१ߥ ጱ҅Access-Control-Request-Methodݶ
ဩ̶ྌຽ१ฎᵱጱ҅ࢩԅᶼ༄᧗তᕣฎ OPTIONS҅ଚӬֵአጱොဩӨਫᴬ᧗ӧ̶ݶ

Origin  

Origin ᧗ຽ१ᤒก܃ᯈጱრ҅ਙӧ۱ތձ֜מ௳҅ՐՐ۱ތ๐ݷۓᑍ҅ਙӨ CORS ᧗զ݊
POST ᧗Ӟ᩸ݎᭆ҅ਙᔄ֒ԭ Referer  ຽ१҅֕Өྌຽ१ӧ҅ݶਙဌํلෆӻ᪠ஆ̶ֺই

HTTP կ᧗  

HTTP ٍํկ᧗ጱ༷ஷ҅᭗ᬦྲᩒრๅෛኞ౮ጱ꧊Өḵᦤጱ꧊ᬰᤈྲ҅Ꮯਧᩒრฎވᬰᤈ
ᬦๅෛ̶ᬯጱ᧗ԭḵᦤᖨਂጱ̵ٖկ᧗̵ḵᦤᩒრጱਠෆ᧔ᶋଉ᯿ᥝ̶

ڞܻ  
HTTP կ᧗ฎ໑ഝᇙਧຽ१ጱ꧊ಗᤈӧݶጱ᧗҅ᬯԶຽ१ਧԎԧӞӻڹկ҅ইຎڹկ܃
ᯈӧ܃ᯈ҅ڞ᧗ጱᕮຎਖ਼ํಅӧ̶ݶ

ԭ ਞق  ጱොဩ҅؟ฎ GET ̵አԭ᧗ጱᩒრ҅Ր୮կ᧗ጱկჿ᪃ࢧݎᩒ
რ҅ಅզ҅ᬯᐿොୗݢզᜓᕅଃ̶਼

Ջԍฎਞقጱොဩ҅ԭ HTTP ᧔҅ਞقጱොဩฎӧտදݒ๐ۓᇫாጱොဩ҅ഘݙᦾ᧔҅ই
ຎොဩݝฎݝ֢҅ᮎԍਙᙗਧฎਞقጱොဩ҅ྲই᧔ GET ᧗҅ਙᙗਧฎਞقጱොဩ҅ࢩԅ
ਙݝฎ᧗ᩒრ̶پᐿଉᥠጱොဩᙗਧฎਞقጱ҅ਙժฎ GET̵HEAD OPTIONS̶ಅํਞق
ጱොဩ᮷ฎ ᒵጱ ҁᬯ՜ঌᒵ݈ฎࠨҘ҂֕ӧฎಅํᒵጱොဩ᮷ฎਞقጱֺ҅ই PUT
̶قDELETE ᮷ฎᒵጱ҅֕ӧਞ 

ᒵғইຎፘݶጱਮಁᒒ᩸ݎӞེᘏग़ེ HTTP ᧗տکፘݶጱᕮຎ҅ڞ᧔ก HTTP ฎ
ᒵጱ̶ҁ౯ժᬯེӧႮᑪᒵ҂

ԭ ᶋਞق  ጱොဩ҅؟ฎ PUTܻ҅ํݝতӨ๐ۓӤਂؙጱᩒრፘݶ҅ݢզֵአկ
᧗փᬌ̶ҁPUT ොဩ᭗ଉአփᬌկ҅੪؟ FTP ܐᦓጱկӤփӞ҂

ḵᦤ  
ಅํጱկ᧗᮷տᦶ༄ັ๐ۓӤਂؙጱᩒრฎވӨӻᇙਧᇇጱᩒრፘ܃ᯈ̶ԅԧჿ᪃ᬯᐿఘ
ྌᵱᥝෆӻկൈᕲࢩෆӻկ᭑ӻਁᒧᬰᤈྲ҅կ᧗ᵱᥝᐏᩒრጱᇇ̶ኧԭ෫ဩ҅٭
౮Ӟӻ꧊҅ᆐݸྌ꧊๐ۓӤጱᩒრᬰᤈྲ҅ᬯᐿොୗᑍԅྲྲ҅ํӷӻկ

ጱ๋ץݸද෭๗
Ӟӻӧ᭐กጱਁᒧԀ҅አԭࠔӞຽᦩྯӻᇇ҅ᑍԅਫ֛ຽᓋ Etag ̶

ྲӷӻᩒრฎވፘݶጱᇇํԶ॔҅໑ഝӤӥ҅ํӷᐿፘᒵ༄ັ

୮๗๕ጱฎਁᜓਁᜓᬰᤈྲֺ҅ইࣁ௩॔ӥֵ҅አ ୩ Etag ᬰᤈḵᦤ

Access-Control-Request-Method: POST1

Origin: https://developer.mozilla.org1



୮አಁդቘᵱᥝྲӷӻᩒრฎํٍވፘݶጱֵٖ҅አ ᝑ Etag  ᬰᤈḵᦤ

HTTP ܐᦓἕᦊֵአ ୩ḵᦤ ҅ਙਧ֜ᬰᤈ୧ḵᦤ

୩ḵᦤ  

୩ḵᦤכᦤጱฎ ਁᜓ  ᕆڦጱḵᦤ҅Ӹ໒ጱḵᦤᶋଉӸ໒҅ݢᚆࣁ๐ۓᕆڦᵙզכᦤ҅֕ฎਙᚆड़כ
ᦤձ֜ײ᮷ӧտӶ०හഝ҅֕ᬯᐿḵᦤӶ०ᚆ̶

ᥝֵአ Last-Modified  உᵙਫሿ୩ḵᦤ҅᭗ଉ҅ᬯฎ᭗ᬦֵአଃํᩒრጱ MD5 ߢ꧊ጱ Etag  
ਠ౮ጱ̶

୧ḵᦤ  

୧ḵᦤӧݶԭ୩ḵᦤ҅ࢩԅইຎٖፘᒵ҅ਙਖ਼ᦊԅጱӷӻᇇፘֺ҅ݶই҅ӞӻᶭᶎӨݚӞӻᶭ
ᶎጱӧݶԏ॒Րࣁԭᶭᚕጱ෭๗ӧࢩ҅ݶྌᧆᶭᶎᤩᦊԅӨٌ՜ᶭᶎፘ̶ݶᘒֵአ୩ḵᦤڞᤩᦊԅᬯ
ӷӻᇇฎӧݶጱ̶ୌӞӻᝑḵᦤጱ Etag ᔮᕹݢᚆտᶋଉ॔҅ࢩԅᬯᵱᥝԧᥴྯӻᶭᶎزᔰጱ᯿
ᥝ҅֕ฎԭս۸ᖨਂᚆᶋଉํአ̶

ӥᶎՕᕨӞӥ Etag ই֜ਫሿ୩୧ḵᦤ̶

Etag ߥଫ१ฎ ᇙਧᇇ ጱຽᦩ҅ਙᚆड़ֵᖨਂݒๅṛපଚᚆड़ᜓଃ਼҅ࢩԅইຎᖨਂٖ๚ݎኞ
ๅෛፘᥟፍ̶ݶଫ̶ᴻྌԏक़҅Etag ᚆड़ᴠྊᩒრߥᭆਠෆጱݎӧᵱᥝ᯿ෛڞۓๅ҅Web ๐ݒ

ইຎᕳਧ URL Ӥጱᩒრݎኞݒๅ҅ᶳኞ౮Ӟӻෛጱ Etag  ꧊҅᭗ᬦྲਙժݢզᏟਧᩒრጱӷӻᤒ
ᐏ୵ୗฎވፘ̶ݶ

Etag ꧊ํӷᐿ҅Ӟᐿฎ୩ Etag҅Ӟᐿฎ୧ EtagҔ

୩ Etag ꧊҅෫ᦞਫ֛ݎኞग़ԍᕡஙጱ۸ݒ᮷տදٌݒ꧊҅Ӟᛱጱᤒᐏইӥ

୧ Etag ꧊҅୧ Etag ꧊ݝአԭᐏᩒრฎވፘํݝ̶ݶᩒრݎኞԧ໑ද҅ݒԾኞ૧տද
̶/W ے꧊๋ত॒ᴫྦྷਁࣁEtag ꧊̶ᬯ҅տ ݒ

Etag: "33a64df551425fcc55e4d42a148795d9f25f89d4"1

Etag: W/"0815"1



ӥᶎ੪ٍ֛റᦎӞӥկ᧗ጱຽ१ Etag ጱىᔮ

կ᧗  
կ᧗Ԇᥝ۱ތጱຽ१ইӥ

If-Match
If-None-Match
If-Modified-Since
If-Unmodified-Since
If-Range

If-Match  

ԭ GET POST    ොဩ҅๐ۓՐࣁӨڊڜጱ Etagҁߥଫຽ१҂  ԏӞ܃ᯈᬬࢧ᧗ጱᩒრ̶
ᬯ᯾݈ग़ԧӞӻෛ Etag ҅౯ժᑖٚݸ᧔ Etag ጱአဩ̶ԭ؟ฎ PUT ᬯࣁጱොဩ҅ق՜ᶋਞٌ 
ᐿఘ٭ӥ҅ਙՐՐਖ਼Ӥփᩒრ̶

ӥᶎฎӷᐿଉᥠጱໜֺ

ԭ GET POST    ොဩ҅տᕮֵݳአ Range  ຽ१҅ਙݢզᏟכෛݎᭆ᧗ጱࢱӨӤӞӻ
᧗ጱᩒრፘ҅ݶইຎӧ܃ᯈጱᦾ҅տᬬ416 ࢧ ଫ̶ߥ 
ԭٌ՜ොဩ҅ᇙڦฎ PUT  ොဩ҅ If-Match տྲ If-Match ጱۓզᴠྊӶ०ๅෛ҅๐ݢ 
ਁྦྷ꧊ᩒრጱ Etag ꧊҅Ր୮ӷᘏӞᛘ҅տಗᤈ᧗̶ݍԏ҅ڞᬬࢧᇫாᎱ 412
Precondition Failed ጱߥଫ̶ֺই

If-None-Match  

կ᧗҅ਙӨ If-Match  ጱ֢አፘ҅ݍՐ୮ If-None-Match  ጱਁྦྷ꧊Ө Etag  ꧊ӧӞᛘ҅
ቘᧆ᧗̶ԭ॒ݢ GET HEAD    ҅Ր୮๐ۓဌํӨᕳਧᩒრ܃ᯈጱ Etag  ҅๐ۓਖ਼ᬬࢧ
200 OK ֢ԅߥଫ̶ԭٌ՜ොဩ҅Ր୮๋ᕣሿํᩒრጱ Etag Өڊڜጱձ֜꧊᮷ӧ܃ᯈ҅տ॒ቘ
᧗̶

୮ GET POST   ᭆጱ If-None-Matchݎ  Ө Etag 304 ࢧտᬬۓᯈ҅๐܃  ̶

If-Modified-Since  

If-Modified-Since  ฎ HTTP կ᧗ጱӞ᮱ࣁํݝ҅ړᕳਧ෭๗ԏ҅ݸ๐ۓᒒץදԧ᧗ಅᵱᥝ
ጱᩒრ҅տᬬ200 ࢧ OK ጱߥଫ̶ইຎࣁᕳਧ෭๗ԏ҅ݸ๐ۓᒒဌํץදٖ҅ߥଫտᬬ304 ࢧ  ଚ
Ӭӧଃձ֜ߥଫ̶֛If-Modified-Since ݝᚆֵአ GET HEAD    ᧗̶

If-Modified-Since Ө If-None-Match ᕮֵݳአ҅ਙਖ਼ᤩኼ҅ᴻᶋ๐ۓӧඪ೮ If-None-Match̶Ӟ
ᛱᤒᐏইӥ

If-Match: "bfc13a64729c4290ef5b2c2730249c88ca92d82d"
If-Match: *

1
2

If-None-Match: "bfc13a64729c4290ef5b2c2730249c88ca92d82d"
If-None-Match: W/"67ab43", "54ed21", "7892dd"
If-None-Match: *

1
2
3

If-Modified-Since: Wed, 21 Oct 2015 07:28:00 GMT 1



ဳғᬯฎ໒শလຽٵᳵ̶ HTTP ෭๗তᕣզ໒ੰလຽٵᳵᤒᐏ҅ᘒӧฎࣈᳵ̶

If-Range  

If-Range  Ԟฎկ᧗҅ইຎჿ᪃կҁIf-Range ጱ꧊ Etag ꧊ᘏๅෛጱ෭๗ᳵӞᛘ҂҅ڞ
տڊݎࢱ᧗҅ڞވਖ਼տᬬقࢧ᮱ᩒრ̶ਙጱӞᛱᤒᐏইӥ

If-Unmodified-Since  

If-Unmodified-Since  HTTP ᧗ຽ१ԞฎӞӻկ᧗҅๐ࣁํݝۓᕳਧ෭๗ԏݸဌํٌᬰ
ᤈץද҅๐ۓᬬࢧ᧗ᩒრ̶ইຎࣁਧ෭๗ᳵݎݸኞԧๅෛ҅ڞզᇫாᎱ 412
Precondition Failed  ֢ԅߥଫᬬ̶ࢧ

կ᧗ᐏֺ  

ᖨਂๅෛ  

կ᧗๋ଉᥠጱᐏֺ੪ฎๅෛᖨਂ҅ইຎᖨਂฎᑮဌํᖨਂ҅ڞզ 200 OK ጱᇫாݎᭆࢧ᧗ጱᩒ
რ̶ইӥࢶಅᐏ

ਮಁᒒᒫӞེݎᭆ᧗ဌํ҅ᖨਂԅᑮଚӬဌํկ᧗҅๐ࣁۓතکਮಁᒒ᧗҅ݸᦡᗝḵᦤ
Last-Modified Etag    ຽᓋ҅ଚᬯӷӻຽᓋᵋ፳ߥଫӞ᩸ݎᭆࢧਮಁᒒ̶

ӥӞེਮಁᒒٚݎᭆፘݶጱ᧗҅ݸտፗളᖨਂӾݝ҅ݐᥝᖨਂဌํᬦ๗҅੪ӧտํձ֜ෛጱ᧗
կ᧗̶ڊݎ᯿ෛӥᩒრ̶֕ฎ҅Ӟ෮ᖨਂᬦ๗҅ਮಁᒒӧտፗളֵአᖨਂጱ꧊҅ᘒฎۓᬡ๐ک
ḵᦤጱ꧊አ֢ If-Modified-Since   If-Match ຽ१ጱ݇හ̶

If-Range: Wed, 21 Oct 2015 07:28:00 GMT 
If-Range: bfc13a64729c4290ef5b2c2730249c88ca92d82d

1
2

If-Unmodified-Since: Wed, 21 Oct 2015 07:28:00 GMT 1



ᖨਂᬦ๗ݸਮಁᒒ᯿ෛ᩸ݎ᧗҅๐ۓතک᧗ݎݸሿইຎᩒრဌํๅද҅๐ۓտ304 ࢧݎ Not
Modified ଫ/᧗ஃᬬၾᘙӞߥෛ҅ଚᦏਮಁᒒֵአᖨਂጱᩒრ̶ ੱᓕํӞӻڬଫ҅ᬯֵᖨਂེٚߥ
Զᩒრ҅֕ฎᬯྲེٚ᭗ᬦํᕚփᬌෆӻᩒრๅํප̶

ইຎᩒრ૪ᕪݎኞๅද҅ڞ๐ۓՐֵአෛᇇጱᩒრᬬ200 ࢧ OK ߥଫ҅੪؟ဌํկ᧗҅ଚӬਮ
ಁᒒտ᯿ෛֵአෛጱᩒრ҅ᬯӻଶᦖ҅ᖨਂฎկ᧗ጱڹᗝկ̶

ෙᅩᖅփ  

HTTP ݢզඪ೮կጱ᮱ړӥ҅᭗ᬦכኸ૪឴ጱמ௳҅ྌۑᚆ꧋ᦜ௩॔ڹضጱ֢҅ᘒᜓଃ਼
ᳵ̶



ඪ೮ෙᅩᖅփጱ๐ۓ᭗ᬦݎᭆ Accept-Ranges  ຽ१ଠඎྌၾ௳҅Ӟ෮ݎኞᬯᐿఘ҅٭ਮಁᒒݢզ
᭗ᬦݎᭆᗌࢱጱ Ranges ຽ१௩॔ӥ

ᬯ᯾֦ݢᚆํወᳯ Ranges Content-Range   ฎՋԍ҅ᥴ᯽Ӟӥ

Range



Range  HTTP ᧗ຽ१ᐏ๐ۓଫᬬࢧਧ᮱ړጱᩒრ҅ݢզӞེ᧗Ӟӻ Range ᬬࢧग़ӻ
᮱҅ړ๐ۓտਖ਼ᬯԶᩒრᬬݱࢧӻӾ̶ইຎ๐ۓ౮ۑᬬ҅ࢧᮎԍਖ਼ᬬߥ 206 ࢧଫҔইຎ
Range ࢱ෫ප҅๐ۓᬬࢧ 416 Range Not Satisfiable ᲙҔ๐ۓᬮݢզኼ Range ຽ
१҅ଚӬᬬ200 ࢧ ֢ԅߥଫ̶

ᬮํӞᐿᤒᐏฎ

ਙժڦړᤒᐏ᧗500ڹӻਁᜓ500ݸ๋ӻਁᜓ҅ইຎࢱ᯿ڞ҅ݖ๐ݢۓᚆտᕷᧆ᧗̶

Content-Range

HTTP ጱ Content-Range ߥଫຽ१ฎᰒࢱ᧗ᘒᦡਧጱ҅ᬬߥࢧଫֵአḒ᮱ਁྦྷ Content-
Range ҅ᚆड़ޞᎣਮಁᒒߥଫਫ֛ጱߺ᮱ړฎᒧݳਮಁᒒ᧗ጱ҅ਁྦྷզਁᜓԅ̶֖ܔਙጱӞᛱᤒᐏই
ӥ

ӤྦྷդᎱᤒᐏಅํ 67589  ӻਁᜓӾᬬ1000-200 ࢧ  ӻਁᜓጱٖ

ᮎԍӤᶎጱ Content-Range ֦ԞଫᧆᎣ᭲ฎՋԍԧ

ෙᅩᖅփ ጱܻቘྲᓌ֕҅ܔฎᬯᐿොୗਂࣁᄟࣁጱᳯ᷌ғইຎࣁӷེӥᩒრጱ๗ᳵᬰᤈԧᩒრๅ
ෛ҅ᮎԍ឴ጱࢱਖ਼ଫԭᩒრጱӷӻӧݶᇇ҅ଚӬ๋ᕣਖ਼ᤩᏈ̶ࣕ

ԅԧᴥྊᬯᐿఘ٭ጱڊሿ҅੪տֵአ կ᧗ ̶ԭࢱ᧔҅ํӷᐿොဩݢզ؉کᬯӞᅩ̶Ӟᐿො
ဩฎֵአ If-Modified-Since  If-Match ҅ইຎڹկ०ᨳ҅๐ۓਖ਼ᬬࢧᲙҔᆐݸਮಁᒒ
१ত᯿ෛӥ̶

Range: bytes=200-1000, 2000-6576, 19000-1

Range: bytes=0-499, -500 1

Content-Range: bytes 200-1000/67589 1



ଫ/᧗ߥ क़ጱ᷐ے҅ਙԞտႲݒኞදݎྌොဩํප҅୮ᩒრֵܨ  Իഘ̶ᬯտᴳ֗ᚆ҅ଚӬ
HTTP ٍํᇙਧጱຽ१عᬯᐿఘ٭ If-Range ̶

ᧆᥴ٬ොໜපሲๅṛ҅֕ᅎၚᑖ૧ӞԶ҅ࢩԅࣁᬯᐿఘ٭ӥݝᚆֵአӞӻ Etag̶

᭗ᬦԔᥡᲁعӶ०ๅෛ  

Web ଫአᑕଧӾ๋ฦ᭭ጱ֢ฎᩒრๅෛ̶ᬯࣁձ֜կᔮᕹଫአᑕଧӾ᮷உଉᥠ҅֕ฎձ֜꧋ᦜਂ
ؙᬱᑕᩒრጱଫአᑕଧ᮷ᵱᥝᬯᐿ̶ګ

ֵአ put  ොဩ֦҅ݢզਫሿᬯӞᅩ҅ਮಁᒒḒضܻݐতկٌᬰᤈץද҅ᆐݸਙժݎᭆک๐ۓ
̶



Ӥᶎᬯᐿ᧗ߥଫਂࣁᳯ᷌҅Ӟ෮ᘍᡤکଚݎ҅Ԫఘ੪տݒӧٵᏟ̶୮ਮಁᒒࣁץࣈදᩒრᓒ
᯿ෛݎᭆԏ҅ڹᒫԫӻਮಁᒒݢզ឴ݐፘݶጱᩒრଚᩒრᬰᤈץද֢҅ᬯ੪տ᭜౮ᳯ̶᷌୮ਙժ
᯿ෛݎᭆ᧗ک๐ۓ҅ᒫӞӻਮಁᒒಅ؉ጱץදਖ਼ᤩᒫԫེਮಁᒒጱץදಅᥟፍ҅ࢩԅᒫԫེਮಁ
ᒒץදଚӧᎣ᭲ᒫӞེਮಁᒒྋץࣁද̶ᩒრԻଚๅෛጱӞොӧտփᬡᕳݚक़Ӟො҅ಅզᥝכኸߺӻ
ਮಁጱๅද҅ਖ਼ᵋ፳՜ժԻጱ᭛ଶᘒ۸ݒҔ ᬯ٬ݐԭਮಁᒒ҅๐ۓጱᚆ҅ኜᛗ٬ݐԭՈૡࣁਮಁ
ᒒᖫᬋጱᚆ̶ ֺইӥᶎᬯӻၞᑕ

ইຎဌํӷӻአಁݶ֢๐҅ۓԞ੪ӧਂࣁᬯӻᳯ̶᷌֕ฎ҅ሿਫఘ٭ฎӧݢᚆܔํݝӻአಁڊሿ
ጱ҅ಅզԅԧᥢᘏعᬯӻᳯ᷌҅౯ժ๕ਮಁᒒᩒრࣁๅෛᬰᤈᐏᘏץදᤩᕷතک᭗
Ꭳ̶

կ᧗꧋ᦜਫሿԔᥡᲁᓒဩ̶ᬯӻ༷ஷฎ꧋ᦜಅํጱਮಁᒒ឴ݐᩒრጱۅ҅ᆐݸᦏ՜ժࣁץࣈද
ᩒრ҅ଚ౮ۑ᭗ᬦ꧋ᦜᒫӞӻਮಁᒒԻๅෛഴګଚ҅ݎचԭྌ๐ۓᒒጱݸᶎᇇጱๅෛ᮷ਖ਼ᤩ
ᕷ̶



ᬯฎֵአ If-Match   If-Unmodified-Since ຽ१ਫሿጱ̶ইຎ Etag Өܻতկӧ܃ᯈ҅ᘏ
ᛔ឴ݐզ૪կᬰᤈԧץද҅ڞๅදԅᕷๅෛ҅ଚดᐏ 412 Precondition Failed Კ̶

HTTP Cookies  

HTTP ܐᦓӾጱ Cookie ۱ೡ Web Cookie   ၨᥦ Cookie ҅ਙฎ๐ݎۓᭆک Web ၨᥦጱӞ
ੜࣘහഝ̶๐ݎۓᭆکၨᥦጱ Cookie҅ၨᥦտᬰᤈਂؙ҅ଚӨӥӞӻ᧗Ӟ᩸ݎᭆک๐̶ۓ
᭗ଉ҅ਙአԭڣෙӷӻ᧗ฎވᛔԭݶӞӻၨᥦֺ҅ইአಁכ೮ጭ୯ᇫா̶

HTTP Cookie ګฎ HTTP ܐᦓ෫ᇫாጱӞᐿᤑ꧌දᜉ

Cookie Ԇᥝአԭӥᶎӣӻፓጱ

տᦾᓕቘ

ጭᴭ̵ᨻᇔ̵౭ړᘏ๐ۓଫᧆᦕ֘ጱٌ՜ٖ

ӻ۸

አಁ؇অ̵Ԇ᷌ᘏٌ՜ᦡᗝ

᭄᪵

ᦕ୯ړຉአಁᤈԅ



Cookie ้ᕪአԭӞᛱጱਮಁᒒਂ̶ؙᡱᆐᬯฎݳဩጱ҅ࢩԅਙժฎࣁਮಁᒒӤਂؙහഝጱࠔӞොဩ҅
֕ইՔୌᦓֵአሿդਂؙ API̶Cookie ᵋྯӻ᧗Ӟ᩸ݎᭆ҅ࢩྌਙժݢᚆտᴳ֗ᚆҁ੦ٌฎԭᑏ
ۖහഝᬳളᘒ҂̶ਮಁᒒਂؙጱሿդ API ฎ Web ਂؙ APIҁlocalStorage  sessionStorage҂
IndexedDB̶

ୌ Cookieڠ  
୮ളතکਮಁᒒڊݎጱ HTTP ᧗҅๐ݢۓզݎᭆଃํߥଫጱ Set-Cookie  ຽ१҅Cookie ᭗ଉ
ኧၨᥦؙ҅ਂᆐݸਖ਼ Cookie Ө HTTP ຽ१Ӟݻݶ๐ڊݎۓ᧗̶ݢզਧک๗෭๗೮ᖅᳵ҅
ԏݸਖ਼ӧٚݎᭆCookie̶ྌक़҅ݢզᦡᗝᇙਧऒ᪠ஆጱᴴ҅ګᘒᴴګ cookie ጱݎᭆ֖ᗝ̶

Set-Cookie  Cookie ຽ१  

Set-Cookie  HTTP ߥଫຽ१ਖ਼ cookie ๐ݎۓᭆکአಁդቘ̶ӥᶎฎӞӻݎᭆ Cookie ጱֺৼ

ྌຽ१ޞᦫਮಁᒒਂؙ Cookie

ሿ҅ࣁᵋ፳๐ۓጱྯӻෛ᧗҅ၨᥦਖ਼ֵአ Cookie १ਖ਼ಅํզؙਂڹጱ cookie ݎᭆࢧ๐ۓ
̶

Cookie Ԇᥝړԅӣᔄ҅ਙժฎ տᦾCookie ̵ ԋCookie HttpOnly ຽ  Cookieጱ Secure  
ᦕ ҅ӥᶎׁེՕᕨӞӥ

տᦾ Cookies  

Ӥᶎጱᐏֺڠୌጱฎտᦾ Cookie ҅տᦾ Cookie ํӻᇙ҅ਮಁᒒىᳮ Cookie տڢᴻ҅ࢩԅਙဌ
ํਧExpires  Max-Age ե̶ ᬯӷӻե֦፡کᬯ᯾ଫᧆྲᆧఀԧ̶

֕ฎ҅Web ၨᥦݢᚆտֵአտᦾᬮܻ҅ᬯտֵय़ग़හտᦾ Cookie כ೮ԋᇫா҅੪؟๚ىᳮᬦၨ
ᥦӞ

ԋ Cookies  

ԋ Cookie ӧտࣁਮಁᒒىᳮᬦ๗҅ᘒฎࣁᇙਧ෭๗ҁExpires҂ᇙਧᳵᳩଶҁMax-Age҂क़
ᬦ๗̶ֺই

Cookieጱ Secure  HttpOnly ຽᦕ  

HTTP/2.0 200 OK
Content-type: text/html
Set-Cookie: yummy_cookie=choco
Set-Cookie: tasty_cookie=strawberry

[page content]

1
2
3
4
5
6

GET /sample_page.html HTTP/2.0
Host: www.example.org
Cookie: yummy_cookie=choco; tasty_cookie=strawberry

1
2
3

Set-Cookie: id=a3fWa; Expires=Wed, 21 Oct 2015 07:28:00 GMT;1



ਞقጱ Cookie ᵱᥝᕪᬦ HTTPS ܐᦓ᭗ᬦੂےጱොୗݎᭆک๐ֵܨ̶ۓฎਞقጱ҅Ԟӧଫᧆਖ਼භఽ
ಷ̶כ፥ྋጱ׀ጱ҅ଚӬྌຽபӧᚆقԅਙժᨶӤฎӧਞࢩcookie Ӿ҅ࣁؙਂ௳מ

HttpOnly ጱ֢አ

տᦾ cookie Ӿᗌ HttpOnly ંտᛘධڋᘏݢզ᭗ᬦᑕଧ(JSᚕ̵Appletᒵ)឴کݐአಁጱ
cookie מ௳҅᭜౮አಁcookie מ௳အᶂ҅ीےධڋᘏጱᒊᚕධڋশᙢ̶
HttpOnly ฎங cookie ؉ጱಘ҅ᧆ꧊ਧ cookie ฎݢވ᭗ᬦਮಁᒒᚕᦢᳯ̶
ইຎࣁ Cookie Ӿဌํᦡᗝ HttpOnly ંԅ true҅ݢᚆᛘ Cookie ᤩᑲ̶ݐᑲݐጱ Cookie ݢզ
զ᯿ඎᑲݢᘏڋই ASP.NET տᦾ ID  Forms ղḵᦤᐥᦤ҅ධ҅௳מຽᦩᒊᅩአಁጱභఽތ۱
ᒵ̶ڋᬰᤈᒊᚕධ҅௳מභఽݐ։ᤰ౮አಁ឴ጱ Cookie҅զݐ

Cookie ጱ֢አऒ  
Domain Path    ຽᦩਧԎԧ Cookie ጱ֢አऒғܨ Cookie ଫᧆݎᭆᕳߺԶ URL̶

Domain  ຽᦩਧԧߺԶԆݢզളݑ Cookie̶ইຎӧਧ҅ἕᦊԅ୮ڹԆ(ӧ۱ތৼऒݷ҂̶ই
ຎਧԧ Domain ̶ݷৼऒތӞᛱ۱ڞ҅

ֺই҅ইຎᦡᗝ Domain=mozilla.org ӾҁইݷৼऒࣁތCookie Ԟ۱ ڞ҅
developer.mozilla.org ҂̶

ֺই҅ᦡᗝ Path=/docs ᯈғ܃᮷տ࣎ࣈզӥڞ҅

/docs
/docs/Web/
/docs/Web/HTTP

 

 

 

 

HTTP ጱսᅩᗌᅩ  

HTTP ጱսᅩ  

ᓌܔᅎၚฃಘ  

HTTP ๋᯿ᥝԞฎ๋ᑱڊጱսᅩฎ ᓌ̵ܔᅎၚ̵ฃԭಘ̶

HTTP ጱܐᦓྲᓌ҅ܔਙጱԆᥝᕟ౮੪ฎ header + body ҅१᮱מ௳Ԟฎᓌܔጱ໒ୗ҅ᘒӬ
HTTP ጱ᧗ಸ໑ഝԞᚆሖڊӻय़༷ጱ҅ᴳ֗ԟᳪད҅ᚆड़ᦏๅग़ጱՈᎸᑪݎ
HTTP ଫአ̶

ಅզ҅ࣁᓌܔጱचᏐӤ҅HTTP ܐᦓ݈ग़ԧ ᅎၚ ฃಘ    ጱսᅩ̶

HTTP ܐᦓ᯾ጱ᧗ොဩ̵URI̵ᇫாᎱ̵ܻࢩᎨ̵१ਁྦྷᒵྯӞӻ໐ஞᕟ౮ᥝᔰ᮷ဌํᤩګਧྒ҅
꧋ᦜݎᘏձਧ̵ګಘ꧌ᥴ᯽҅ᕳԨԧၨᥦ๐๋ۓय़ᑕଶጱמձᛔኧ̶



ଫአଠာ̵ሾह౮ᆧ  

ᦓӧંԭӞᐿ҅ਙଚӧᴴਧᐿᖫᑕܐ ԅ HTTPࢩྌଫአஉଠာ̶ࢩฦ݊҅҅ܔԅᬦԭᓌࢩ
ᘏ֢ᔮᕹ҅ಅզॠᆐٍํ̵ଘݣጱս̶᩼ᘒӬ҅ࢩԅጱᓌܔᇙஉฃਫሿ҅ಅ
զپԒಅํጱᖫᑕ᮷ํ HTTP ᧣አପक़ࢱጱݎၥᦶૡ̶ٍ

ᵋ፳ᑏۖᘶᗑጱݎ҅ HTTP ጱ૪ᕪکԧӮኴጱྯӞӻ៧҅ᓌܔጱ Web ᶭᶎ॔کጱ
JSON̵XML හഝ҅ݣୗӤጱၨᥦکಋӤጱݱᐿ APP̵ෛ̵ᦞ̵ࣚᨻᇔ̵ಋ౭֦҅உᵙ
ತکӞӻဌํֵአ HTTP ጱࣈො̶

෫ᇫா  

෫ᇫாٌਫ෬ฎսᅩ݈ฎᗌᅩ̶ࢩԅ๐ۓဌํᦕᚆ҅ێಅզ੪ӧᵱᥝ᷐क़ጱᩒრᦕ୯ᇫாמ௳҅
ӧՐਫሿӤտᓌܔӞԶ҅ᘒӬᬮᚆٺ๐ۓጱᨮ҅ᚆड़ๅग़ጱ CPU ਂٖአक़׀๐̶ۓ

HTTP ጱᗌᅩ  

෫ᇫா  

෬ᆐ๐ۓဌํᦕᚆ҅ێਙ੪෫ဩඪ೮ᵱᥝᬳᖅग़ӻྍṈጱ Ԫۓ ̶֢ྯེ᮷ᳯӞ᭭ղמ௳҅
ӧՐἋᅸ҅ᘒӬᬮीےԧӧᥝጱහഝփᬌᰁ̶ኧྌڊሿԧ Cookie  ದ̶

ก  

HTTP ܐᦓ᯾ᬮํӞսᗌᅩӞ֛ጱ҅ڻڒ੪ฎกփᬌ̶ก੪ฎܐᦓ᯾ጱಸҁٵᏟࣈ᧔ฎ
header ᮱ړ҂ӧֵአԫᬰګහഝ҅ᘒฎአᓌݢܔᴅጱ୵ୗ̶

ྲ TCP̵UDP ᬯጱԫᬰܐګᦓ҅ਙጱսᅩดᘒฃᥠ҅ӧᵱᥝۗձ֜क़᮱ૡٍ҅አၨᥦ̵
Wireshark ᘏ tcpdump ಬ۱҅ݸፗളአᙂ፲੪ݢզஉฃັࣈ፡ᘏץද҅ԅ౯ժጱݎ᧣ᦶૡ֢
ଃຄय़ጱ̶ڥ

୮ᆐᗌᅩԞฎดᘒฃᥠጱ҅੪ฎ ӧਞق ොጱղ҅ӧᚆמෙ᭗ڣԅ෫ဩࢩᤩᒁറ̶ލզᤩፊݢ҅
ᤩๅදᬦ̶ވෙಸฎڣ

ᚆ  

HTTP ጱᚆӧᓒ૧҅֕ӧਠقᭇଫሿࣁጱᘶᗑ҅ᬮํஉय़ጱ܋ᑮᳵ̶

HTTPS ԅՋԍտڊሿ  

Ӟӻෛದጱڊሿਧฎԅԧᥴ٬ᐿᳯ᷌ጱ҅ᮎԍ HTTPS ᥴ٬ԧ HTTP ጱՋԍᳯ᷌ޫҘ

HTTPS ᥴ٬ԧՋԍᳯ᷌  
Ӟӻᓌܔጱࢧᒼݢᚆտฎ HTTP  ਙӧਞ̶قኧԭ HTTP ॠኞกփᬌጱᇙ҅ࣁ HTTP ጱփᬌᬦᑕ
Ӿ҅ձ֜Ո᮷ํݢᚆӾ౼឴̵ץදᘏ։᭜᧗ݎᭆ҅ಅզݢզᦊԅ HTTP ฎӧਞقጱҔࣁ HTTP ጱ
փᬌᬦᑕӾӧտḵᦤ᭗מොጱղ҅ࢩྌ HTTP מ௳Իഘጱොݢᚆտ᭺ک։ᤰ҅Ԟ੪ฎ ဌํአಁḵ

ᦤ Ҕࣁ HTTP ጱփᬌᬦᑕӾ҅ളතොݎᭆොଚ ӧտḵᦤಸጱਠෆ ҅ᖓӤ҅ԅԧᕮੴӤᬿᳯ᷌҅
HTTPS ଫአᘒኞ̶



Ջԍฎ HTTPS  
֦ᬮᦕ HTTP ฎெԍਧԎጱހҘHTTP ฎӞᐿ ᩻փᬌܐᦓ(Hypertext Transfer Protocol)
ᇆ̵ᶪ̵᷇ᥤ᷇ᒵ᩻හഝጱᕅਧࢶӷᅩԏᳵփᬌਁ̵ࣁᦇᓒӮኴ᯾ӫᳪࣁᦓ҅ਙ ฎӞӻܐ
ᥢ҅ᮎԍ౯ժ፡Ӟӥ HTTPS ฎই֜ਧԎጱ

HTTPS  ጱقᑍฎ Hypertext Transfer Protocol Secure ҅ਙአࣁᦇᓒᗑᕶӤጱӷӻᒒᔮᕹ
ԏᳵᬰᤈ ਞقጱԻഘמ௳(secure communication) ҅ਙፘ୮ԭࣁ HTTP ጱचᏐӤےԧӞӻ Secure
ਞق ጱ፲҅ᮎԍ౯ժݢզᕳڊӞӻ HTTPS ጱਧԎғHTTPS ฎӞӻࣁᦇᓒӮኴ᯾ӫᳪࣁӷᅩԏᳵ
ਞقጱփᬌਁ̵ࢶᇆ̵ᶪ̵᷇ᥤ᷇ᒵ᩻හഝጱᕅਧᥢ̶ HTTPS ฎ HTTP ܐᦓጱӞᐿಘ҅
ਙଚӧכփᬌጱᦤਞق҅ᮎԍ᧡כᦤਞقޫҘࣁ HTTPS Ӿֵ҅አ փᬌ੶ਞق(TLS) 
ਞقॺളਁ੶(SSL) ᭗ܐמᦓᬰᤈ̶ੂےԞ੪ฎ HTTP + SSL(TLS) = HTTPS̶

HTTPS ؉ԧՋԍ  
HTTPS ܐᦓ׀ԧӣӻىᲫጱຽ

(Encryption)ੂے ҅ HTTPS ᭗ᬦහഝੂےֵٌݑعᑲލᘏහഝጱፊ҅ލᬯ੪ޱ፳୮



አಁࣁၨᥦᗑᒊ҅ဌํՈᚆड़ፊލ՜ᗑᒊԏᳵጱמ௳Իഘ҅ᘏ᪙᪵አಁጱၚۖ҅ᦢᳯᦕ୯
ᒵ҅ᘒᑲݐአಁמ௳̶
හഝӞᛘ(Data integrity) ҅හഝࣁփᬌጱᬦᑕӾӧտᤩᑲލᘏಅץද҅አಁݎᭆጱහഝտ
ਠෆ ጱփᬌک๐ۓᒒ҅כᦤአಁݎጱฎՋԍ҅๐ۓളතጱ੪ฎՋԍ̶
ղᦊᦤ(Authentication) ҅ฎᏟᦊොጱ፥ਫղ҅Ԟ੪ฎ ᦤก֦ฎ֦ ҁݢզྲ֢Ո᚜ᦩ
ձ̶מଚୌᒈአಁڋզᴠྊӾᳵՈධݢ҂҅ਙڦ

ํԧӤᶎӣӻىᲫຽጱכᦤ҅አಁ੪ݢզ๐ۓᬰᤈਞقጱԻഘמ௳ԧ̶ᮎԍ҅෬ᆐ֦᧔ԧ
HTTPS ጱᐿᐿঅ॒҅ᮎԍ౯ெԍᎣ᭲ᗑᒊฎአ HTTPS ጱᬮฎ HTTP ጱޫҘᕳ֦ӷଏࢶଫᧆ੪ݢզᥴ
᯽ԧ̶

HTTPS ܐᦓٌਫᶋଉᓌ҅ܔRFC உੜ҅ํݝᎨᎨጱ 7 ᶭ҅᯾ᶎᥢਧԧෛጱܐᦓ҅ݷἕᦊ ᒒݩݗ

443 ҅ᛗԭٌ՜ጱଫᒼཛྷୗ̵ಸᕮ̵᧗ොဩ̵URI̵१ਁྦྷ̵ᬳളᓕቘᒵᒵ᮷ਠقဠአ HTTP҅
ဌํձ֜ෛጱӳᥜ̶

Ԟ੪ฎ᧔҅ᴻԧܐᦓݷᑍἕᦊᒒݩݗक़ҁHTTP ἕᦊᒒ80 ݗ҂҅HTTPS ܐᦓࣁဩ̵ԎӤ
HTTP Ӟ҅HTTP ํጱ҅HTTPS Ԟᆙقܔත̶ᮎԍ҅HTTPS ই֜؉ک HTTP ಅӧᚆ؉کጱ ਞق

ޫ ҘىᲫࣁԭᬯӻ S  Ԟ੪ฎ SSL/TLS  ̶

Ջԍฎ SSL/TLS  

ᦊᦩ SSL/TLS  
TLS(Transport Layer Security)  ฎ SSL(Secure Socket Layer)  ጱݸᖅᇇ҅ਙժฎአԭࣁ
ᘶᗑӷݣᦇᓒԏᳵአԭ ղḵᦤ  ੂے ጱӞᐿܐᦓ̶

ဳғࣁᘶᗑӾ҅உग़ݷᑍ᮷ݢզᬰᤈഘ̶



౯ժ᮷Ꭳ᭲ӞԶࣁᕚӱۓҁྲইࣁᕚඪ՞҂๋᯿ᥝጱӞӻྍṈฎڠୌӞӻ꧊ᩢמጱԻฃሾह҅ᚆड़ᦏ
ਮಁਞஞጱᬰᤈԻฃ҅SSL/TLS ੪כᦤԧᬯӞᅩ҅SSL/TLS ᭗ᬦਖ਼ᑍԅ X.509  ᦤԡጱහਁਖ਼ᗑ
ᒊݪلጱਫ֛מ௳ᕬਧک ᰬੂੂے ᬰᤈૡ̶֢ྯӞӻ ੂᰬ(key pairs)  ᮷ํӞӻ ᐺํੂᰬ
(private key) (public key)ᰬੂํل   ҅ᐺํੂᰬฎᇿํጱ҅Ӟᛱ֖ԭ๐ۓӤ҅አԭᥴੂኧ
ᰬلአ҅ᰬੂํلզ೮ํݢᬰᤈԻጱྯӻՈ᮷ۓጱ҅Ө๐ํلฎᰬੂํلҔ௳מᬦጱੂےᰬੂول
ᚆኧᐺํੂᰬᥴੂ̶ݝ௳מጱੂے

Ջԍฎ X.509 ғX.509 ฎ ੂᰬل ᦤԡጱຽٵ໒ୗ҅ᬯӻਖ਼ᰬੂੂےӨҁӻՈᕟᕢ҂ᬰ
ᤈਞقጱىᘶ̶

X.509 Ԇᥝଫአইӥ

SSL/TLS  HTTPS አԭᕪᬦղḵᦤੂےጱ Web ၨᥦ
᭗ᬦ S/MIME ጱኪৼᮒկੂےݷᦓᓋܐ 
դᎱᓋݷғਙጱฎֵአහਁᦤԡկଫአᑕଧᬰᤈᓋݷզਞݎړقਞᤰጱᬦᑕ̶

᭗ᬦֵአኧᎣولݷᦤԡᶹݎҁֺইSSL.com҂ᶹݎጱᦤԡկᬰᤈහਁᓋ҅ݷݎՈާ
๚ᤩᓫݸݷҔଚӬᓋݎՈާݎձጱמݑᦤ՜ժ๕ਞᤰጱկฎኧ૪ᎣӬכᕣአಁ๋ݻզݢ
දഖਸ̶਼

ᬮݢአԭᓋݷ
ᬮݢአԭਮಁᒒᦊᦤ
ᓋݎጱኪৼղᦤҁᧇᥠ https://www.ssl.com/article/pki-and-digital-certificates-f
or-government/҂

౯ժݸᶎᬮտᦎᦞ̶

HTTPS ጱٖ໐ฎ HTTP  

https://www.ssl.com/article/sending-secure-email-with-s-mime/
https://www.ssl.com/article/pki-and-digital-certificates-for-government/


HTTPS ଚӧฎӞᶱෛጱଫአ੶ܐᦓ҅ݝฎ HTTP ᭗מളݗ᮱ړኧ SSL  TLS ๊դᘒ૪̶᭗ଉఘ٭
ӥ҅HTTP տضፗള TCP ᬰᤈ᭗ֵࣁ̶מአ SSL ጱ HTTPS ڞ҅ݸտضᄍݒԅ SSL ᬰᤈ᭗҅מᆐ
ḾᔇཻࡅԞ੪ฎ᧔҅HTTPS ੪ฎԧӞ੶ SSL ጱ HTTP̶ҁ౯᮷̶מTCP ᬰᤈ᭗  ኧ SSLٚݸ
ኸ̶̶̶ݸ๋ࣁ҂

SSL ฎӞӻᇿᒈጱܐᦓ҅ӧํݝ HTTP ݢզֵአٌ҅՜ଫአ੶ܐᦓԞݢզֵአ҅ྲই SMTP(ኪৼᮒկ
(ᦓܐ ̵ Telnet(ᬱᑕጭ୯ܐᦓ)  ᒵ᮷ݢզֵአ̶

റᑪ HTTPS  

౯᧔֦҅᩸ᬯԍᇍ᭧ጱਁݷଗ҅ࡶᬮమޖᇍಢҘ֦ HTTPS ӧ੪಼Ӥԧ TLS/SSL ጱय़ᚹԍ҅ᬯԍᇍ
ಢߟߟጱ҅ᬮమറᑪ HTTPS҅ᎌᙲᳺ҅᩷ᔲද౮ TLS ฎ౯Ԇ҅ᩩᗦ౯Ԇ̶

SSL ܨ ਞقॺളਁ੶ ҅ਙࣁ OSI Ӡ੶ᗑᕶཛྷࣳӾ॒ԭᒫԲ੶҅SSL 1999 ࣁ ଙᤩ IETF(ᘶᗑૡᑕ
ᕟ) ๅݷԅ TLS ҅ܨ փᬌਞق੶ ҅ፗکሿ҅ࣁTLS Ӟڊوሿᬦӣӻᇇ҅1.1̵1.2 1.3  ҅ፓ๋ڹଠ
ာֵአጱฎ 1.2҅ಅզളӥጱറᦎ᮷ฎचԭ TLS 1.2 ጱᇇӤጱ̶

TLS አԭӷӻ᭗מଫአᑕଧԏᳵੂכ׀හഝਠෆ̶TLS ኧᦕ୯ܐᦓ̵ൎಋܐᦓ̵ᦄܐޞᦓ̵ݒ
ๅੂᎱᥢܐᦓ̵ಘܐᦓᒵپӻৼܐᦓᕟ౮҅ᖓֵݳአԧᑍ̵ੂےᶋᑍ̵ੂےղᦊᦤᒵᦜग़ੂ
Ꮁڹဠದҁইຎ֦ᥧӞᶱದஉᓌ҅ܔᮎ֦ݝฎဌํ֖҅کձ֜ದ᮷ฎํᗦఽጱ҅ᇍ᭧ጱՈ
ฎོᩝ҅ଚӧฎᨺ֗҂̶ݝ

᧔ԧᬯԍॠ҅౯ժᬮဌํ፡ک TLS ጱݷᥢޫ҅ӥᶎԈӞӻ TLS ֺৼ፡Ӟӥ TLS ጱᕮҁݢզ
݇ᘍ https://www.iana.org/assignments/tls-parameters/tls-parameters.xhtml҂

ᬯฎࠨޫҘ౯ڟত፡Ԟํᅩٌࠡ҅֕ਫฎํॺ᪠ጱ҅ࢩԅ TLS ጱੂᎱॺկྲᥢ҅च໒
ୗ੪ฎ ੂᰬԻഘᓒဩ - ᓋݷᓒဩ - ᑍੂےᓒဩ - ൹ᥝᓒဩ  ᕟ౮ጱӞӻੂᎱԀ҅ํײᬮํ ᕟཛྷړ

ୗ ҅౯ժض፡ӞӥڟڟฎՋԍ

ECDHE-ECDSA-AES256-GCM-SHA3841

https://www.iana.org/assignments/tls-parameters/tls-parameters.xhtml


ֵአ ECDHE ᬰᤈੂᰬԻഘֵ҅አ ECDSA ᬰᤈᓋݷᦊᦤ҅ᆐֵݸአ AES ֢ԅᑍੂےᓒဩ҅ੂᰬ
ጱᳩଶฎ 256 ֵ֖҅አ GCM ֢ԅړᕟཛྷୗֵ๋҅ݸአ SHA384 ֢ԅ൹ᥝᓒဩ̶

TLS ࣁ໑Ӥֵአ ᑍੂے ੂےᶋᑍ   ӷᐿ୵ୗ̶

ᑍੂے  
ԧᥴӞӥض౯ժ҅ڹੂےԧᥴᑍࣁ ੂᎱ ጱӳᥜ҅ੂࣁᎱӾ҅ํپӻ༷ஷғก̵ੂ̵ے
ੂ̵ᥴੂ

ก(Plaintext) ҅ӞᛱᦊԅกฎํԎጱਁᒧᘏྲᇙᵞ҅ᘏฎ᭗ᬦᐿلᖫᎱ੪ᚆ឴
ጱၾ௳̶ก᭗ଉአ m  p ᤒᐏ
ੂ(Ciphertext) ҅กᬰᤈᐿݸੂے੪ݒ౮ԧੂ
(Encrypt)ੂے ܻ҅তጱמ௳ҁก҂ഘԅੂጱݒ௳מഘᬦᑕ
ᥴੂ(Decrypt) ҅૪ᕪੂےጱמ௳௩॔౮กጱᬦᑕ̶

ᑍੂے(Symmetrical Encryption) ᶶݷԎ੪ฎੂےᥴੂֵአጱੂᰬ᮷ฎݶጱੂᰬ̶ݝ
ᥝכᦤԧੂᰬጱਞق҅ᮎԍෆӻ᭗מᬦᑕԞ੪ฎٍํԧੂ̶

TLS ᯾ᶎํྲग़ጱੂےᓒဩֵ׀ݢአ҅ྲই DES̵3DES̵AES̵ChaCha20̵TDEA̵Blowfish̵
RC2̵RC4̵RC5̵IDEA̵SKIPJACK ᒵ̶ፓ๋ڹଉአጱฎ AES-128, AES-192̵AES-256 
ChaCha20̶

DES  ጱقᑍฎ Data Encryption Standard(හഝੂےຽٵ)  ҅ਙฎአԭහਁහഝੂےጱᑍੂᰬ
ᓒဩ̶ੱᓕٌ 56 ֖ጱᎨੂᰬᳩଶֵਙԭሿդଫአᑕଧ᧔ॡӧਞقԧ҅֕ਙੂےࣁದጱݎӾٍ
ํஉय़ጱ̶ێߥ

3DES  ฎܻতහഝੂےຽٵҁDES҂ᤉኞᬦጱੂےᓒဩ҅ਙ90 ࣁ ଙդݒݸஉ᯿ᥝ҅֕ฎݸᶎኧ
ԭๅےṛᕆጱᓒဩڊሿ҅3DES ݒӧٚ᯿ᥝ̶

AES-128, AES-192  AES-256 ᮷ฎંԭ AES ҅AES ጱقᑍฎ Advanced Encryption
Standard(ṛᕆੂےຽٵ) ҅ਙฎ DES ᓒဩጱ๊դᘏ҅ਞق୩ଶஉṛ҅ᚆԞஉঅ҅ฎଫአ๋ଠာጱ
ᑍੂےᓒဩ̶

ChaCha20  ฎ Google ᦡᦇጱݚӞᐿੂےᓒဩ҅ੂᰬᳩଶࢴਧԅ 256 ֖҅ᕍկᬩᤈᚆᥝ᩻ᬦ
AES้҅ᕪࣁᑏۖਮಁᒒӤྲၞᤈ҅֕ ARMv8 ԏݸԞفےԧ AES Ꮭկս۸҅ಅզሿࣁӧٍٚํก
ดጱս۠҅֕ՖᆐᓒӤฎӞӻӧᲙᓒဩ̶

ҁٌ՜ݢᛔᤈᔱ҂



ᕟړੂے  

ᑍੂےᓒဩᬮํӞӻ ᕟཛྷୗړ  ጱ༷ஷ҅ԭ GCM ړᕟཛྷୗ҅ํݝ AES҅CAMELLIA  ARIA ൫
ᯈֵአ҅ᘒ AES ดᆐฎ๋ཻݑᬨ᮱ᗟ๋ଠာጱᭌೠ҅ਙݢզᦏᓒဩአࢴਧᳩଶጱੂᰬੂےձᳩଶ
ጱก̶

๋ํ ECB̵CBC̵CFB̵OFB ᒵپᐿړᕟཛྷୗ҅֕᮷ᴭᖅᤩݎሿํਞقᄋ၏҅ಅզሿࣁच᮷ӧெ
ԍአԧ̶๋ෛጱړᕟཛྷୗᤩᑍԅ AEADҁAuthenticated Encryption with Associated
Data҂ Poly1305̶  ᚆ҅ଉአጱฎ GCM̵CCMۑԧᦊᦤጱےीݶጱੂےࣁ҅

ྲই ECDHE_ECDSA_AES128_GCM_SHA256  ҅ᤒᐏጱฎٍํ 128 ֖ੂᰬ҅ AES256 ਖ਼ᤒᐏ 256 ֖ੂ
ᰬ̶GCM ᤒᐏٍํ 128 ֖ࣘጱړᕟੂᎱጱሿդᦊᦤጱىᘶහഝੂےҁAEAD҂֢ཛྷୗ̶

౯ժӤᶎ᧨کԧᑍ҅ੂےᑍੂےጱੂےොᥴੂො᮷ֵአݶӞӻ ੂᰬ ҅Ԟ੪ฎ᧔҅ੂےොᶳ
ܻতහഝᬰᤈ҅ੂےᆐٚݸੂᰬԻᕳᥴੂොᬰᤈᥴੂ҅ᆐݸᚆᥴੂහഝ҅ᬯ੪տ᭜౮Ջԍᳯ᷌Ҙᬯ
੪অྲ̽ੜًୟ݄̾ࡳᭆמҁמ૪ᕪᤩੂےᬦ҂҅֕ฎࡳৼᬮ೭፳ᥴੂጱੂᎱ҅ᮎࡳৼᥝฎࣁ᭔Ӿᤩṭ
ৼݎሿԧ҅ᮎᬯݢמ੪ฎᤩਠقጱูᶂԧ̶ಅզ҅ᑍᷚࣁਂੂےᴾ̶

ᶋᑍੂے  
ᶋᑍੂے(Asymmetrical Encryption)  Ԟᤩᑍԅ ੂےᰬل ҅ፘԭᑍੂے᧔҅ᶋᑍੂےฎ
Ӟᐿෛጱදᜉੂےොୗ̶ੂᰬ᭗ᬦᗑᕶփᬌԻഘ҅ਙᚆड़Ꮯ݊כੂᰬᤩೝ౼҅Ԟӧտูᶂහഝמ௳̶
ᶋᑍੂےӾํӷӻੂᰬ҅Ӟӻฎ҅ᰬلӞӻฎᐺᰬ҅ᰬلᬰᤈ҅ੂےᐺᰬᬰᤈᥴੂ̶لੂᰬ׀ݢձ
֜Ոֵአ҅ᐺᰬ֦ํݝᛔ૩ᚆड़Ꭳ̶᭲

ֵአੂےᰬلጱݝᚆֵአᐺᰬᥴੂ҅ݶֵ҅አᐺᰬੂےጱԞݢզֵአᰬلᥴੂ̶ᰬلӧᵱᥝ
ٍํਞق҅ࢩԅᰬلᵱᥝࣁᗑᕶᳵᬰᤈփᬌ҅ᶋᑍݢੂےզᥴ٬ ੂᰬԻഘ ጱᳯ̶᷌ᗑᒊכᓕᐺ
ᚆኧᐺᰬ೮ํᘏᚆᥴੂ̶ݝ੪ᤈԧ҅ੂੂےᰬلᥝአݝమᥝጭ୯ᗑᒊ֦҅ᰬلݎړᗑӤձࣁ҅ᰬ
ᘒἓਮࢩԅဌํᐺᰬ҅ಅզ੪෫ဩᏈᥴੂ̶



ᶋᑍੂےᓒဩጱᦡᦇᥝྲᑍᓒဩᵙग़ҁ౯ժӧտറᦎٍ֛ጱੂےොୗ҂҅ଉᥠጱྲই DH̵
DSA̵RSA̵ECC ᒵ̶

ٌӾ RSA ጱӞӻԧ̶ֺই DHE_RSA_CAMELLIA128_GCM_SHA256ݷڊᓒဩฎ๋᯿ᥝጱ̵๋ੂے  ̶ਙ
ጱਞقचԭ ෆහړᥴ ֵ҅አӷӻ᩻य़ᔰහጱԙᑌ֢ԅኞ౮ੂᰬጱා҅మᥝᰬلവᓒڊᐺᰬฎᶋ
ଉࢯᵙጱ̶

ECCҁElliptic Curve Cryptography҂ ԞฎᶋᑍੂےᓒဩጱӞᐿ҅ਙचԭ ༠ࢺใᕚᐶවහ ጱ
හᵙֵ᷌҅አᇙਧጱใᕚොᑕचᅩኞ౮ᰬلᐺᰬ҅ ECDHE አԭੂᰬԻഘ҅ECDSA አԭහਁᓋ
̶ݷ

TLS ฎֵአ ᑍੂے  ᶋᑍੂے  ጱႰੂےݳොୗਫሿੂ̶

Ⴐੂےݳ  
RSA ጱᬩᓒ᭛ଶᶋଉౌ҅ᘒ AES ጱੂے᭛ଶྲள҅ᘒ TLS ྋฎֵአԧᬯᐿ Ⴐੂےݳ ොୗ̶ࣁ᭗מ
ᥴ٬ضአᶋᑍᓒဩ҅ྲই RSA̵ECDHE ҅Ḓֵײতጱڟ ੂᰬԻഘ ጱᳯ̶᷌ᆐݸአᵋහԾኞ
ᑍᓒဩֵአጱ տᦾੂᰬҁsession key҂ ҅ٚአ ੂےᰬل ̶ො೭ੂکݸአ ᐺᰬᥴੂ տڊݐ҅
ᦾੂᰬ̶ᬯ҅ො੪ਫሿԧᑍੂᰬጱਞقԻഘ̶

ሿࣁ౯ժֵአႰੂےݳጱොୗਫሿԧੂ҅ฎӧฎ੪ᚆड़ਞقጱփᬌහഝԧޫҘᬮӧड़҅ࣁੂጱ
चᏐӤᬮᥝےӤ ਠෆ ̵ ղᦊᦤ ጱᇙ҅ᚆਫሿ፥ྋጱਞ̶قᘒਫሿਠෆጱԆᥝಋྦྷฎ ൹ᥝ
ᓒဩ(Digest Algorithm)



൹ᥝᓒဩ  
ই֜ਫሿਠෆޫҘࣁ TLS Ӿ҅ਫሿਠෆጱಋྦྷԆᥝฎ ൹ᥝᓒဩ(Digest Algorithm) ̶൹ᥝᓒ
ဩ֦ӧႴ༩ጱᦾ҅MD5 ֦ଫᧆႴ༩҅MD5 ጱقᑍฎ Message Digest Algorithm 5 ҅ਙฎંԭ ੂ

Ꮁߢᓒဩ(cryptographic hash algorithm) ጱӞᐿ҅MD5 ݢአԭձᳩଶጱਁᒧԀڠୌ 128
֖ਁᒧԀ꧊̶ੱᓕ MD5 ਂࣁӧਞࢩقᔰ҅֕ฎՖᆐဠአᛗՔ̶MD5 ๋ଉአԭ ḵᦤկ ጱਠෆ̶֕
ฎ҅ਙᬮአԭٌ՜ਞܐقᦓଫአᑕଧӾֺ҅ই SSH̵SSL  IPSec̶ӞԶଫአᑕଧ᭗ᬦݻกےፉ
꧊ग़ེଫአߢڍහी୩ MD5 ᓒဩ̶

ՋԍฎےፉҘੂࣁᎱӾ҅ ፉ ੪ฎӞᶱᵋහഝ҅አ֢ߢහഝ҅ੂᎱੂᎱጱ ݻܔ හጱᴫڍ
ಷਂؙӾጱੂᎱ̶ֺইכፉአԭ̶فᬌے

ՋԍฎݻܔҘ੪ฎࣁ᧔ᬯᐿᓒဩဌํੂᰬݢզᬰᤈᥴੂ҅ݝᚆᬰᤈݸੂے҅ੂےݻܔጱහഝ෫ဩ
ᥴੂ҅ӧᚆᭋവܻڊ̶

౯ժٚکࢧ൹ᥝᓒဩጱᦎᦞӤٌ҅ਫ֦ݢզ൹ᥝᓒဩቘᥴ౮Ӟᐿᇙྛጱܴᖽᓒဩ҅ਙᚆड़ձᳩ
ଶጱහഝ ܴᖽ ౮ӞᐿࢴਧᳩଶጱਁᒧԀ҅ᬯ੪অ؟ฎᕳහഝےԧӞᲁ̶

ᴻԧଉአጱ MD5 ฎੂےᓒဩक़҅ SHA-1(Secure Hash Algorithm 1)  ԞฎӞᐿଉአጱੂےᓒဩ҅
ӧᬦ SHA-1 Ԟฎӧਞقጱੂےᓒဩ҅ࣁ TLS ᯾ᶎᤩᐬྊֵአ̶ፓڹ TLS വគֵአጱฎ SHA-1 ጱݸᖀ
ᘏғ SHA-2 ̶

SHA-2 ጱقᑍฎ Secure Hash Algorithm 2  ҅ਙ2001 ࣁ ଙᤩവ҅ڊਙࣁ SHA-1 ጱचᏐӤ؉ԧ᯿
य़ጱץද҅SHA-2 ᔮمތ۱ڜӻߢڍහٌ҅൹ᥝҁߢ꧊҂ڦړԅ 224̵256̵384  512
֖ғSHA-224, SHA-256, SHA-384, SHA-512̶ڦړᚆड़ኞ౮ 28 ਁᜓ̵32 ਁᜓ̵48 ਁᜓ̵64 ਁᜓ
ጱ൹ᥝ̶



ํԧ SHA-2 ጱכಷ҅੪ᚆड़ਫሿහഝጱਠෆ҅ߺொ֦ࣁկӾදݒӞӻຽᅩᒧ҅ݩीےӞӻᑮ໒҅
ኞ౮ጱկ൹ᥝԞտਠقӧ҅ݶӧᬦ SHA-2 ฎचԭกጱੂےොୗ҅ᬮฎӧड़ਞ҅قᮎଫᧆአՋԍ
ޫҘ

ਞقๅṛጱੂےොୗฎֵአ HMAC Ꭳ᭲ӞӥՋԍฎ MAC̶ضᵱᥝ֦҅ڹ ቘᥴՋԍฎ HMACࣁ҅

MAC ጱقᑍฎ message authentication code ҅ਙ᭗ᬦ MAC ᓒဩၾ௳ᰬੂኞ౮҅MAC ꧊꧋
ᦜḵᦤᘏҁԞํᑃੂੂᰬ҂༄ၥکၾ௳ٖጱձ֜ๅද҅ᘒכಷԧၾ௳ጱහഝਠෆ̶

HMAC ฎ MAC ๅᬰӞྍጱ҅ਙฎֵአ MAC ꧊ + Hash ꧊ጱᕟݳොୗ҅HMAC ጱᦇᓒӾݢզֵአ
ձ֜ߢੂےڍහֺ҅ই SHA-256 ᒵ̶

ሿࣁ౯ժ݈ᥴ٬ԧਠෆጱᳯ᷌҅ᮎԍ੪ۃݝӥӞӻᳯ᷌ԧ҅ᮎ੪ฎ ᦊᦤ ҅ᦊᦤெԍ؉ጱޫҘ౯ժٚ
զ։ᤰ౮֦҅ݢਙ̶௳מݐᚆ։ᤰ౮ձ֜Ӟොᑲݢᘏ҂ํڋᭆහഝጱᬦᑕӾ҅ἓਮҁධݎۓ๐ݻ
ᮎԍெԍᥴ٬ᬯӻᳯ᷌ޫҘ̶௳מᭆጱݎ֦ݑള҅ۓզ։ᤰᑍԅ๐ݢԞ҅௳מᭆݎۓ๐ݻ

ᦊᦤ  
ই֜Ꮯਧ֦ᛔ૩ጱࠔӞޫҘ౯ժࣁӤᶎጱݓᬿᬦᑕӾڊሿᬦ҅ੂےᰬلᐺᰬᥴੂጱᬯӻ༷ஷ̶کጱ
ᐺᰬ֦ํݝӞӻՈಅํ҅ᚆड़ᬙࠔڦӞ҅ಅզ౯ժݢզᶲଧ᧣ഘӞӥ҅ݒ౮ᐺᰬᰬل҅ੂےᥴੂ̶
ֵአᐺᰬٚےӤ൹ᥝᓒဩ҅੪ᚆड़ਫሿ හਁᓋݷ ҅ᘒਫሿᦊᦤ̶



හഝᦊᦤ̵ᦊᦤ҅ᮎԍฎ̵ੂے൹ᥝᓒဩ҅౯ժ૪ᕪਫሿԧੂےᶋᑍ̵ੂےአᑍֵݳᖓ҅ࣁሿک
ӧฎ੪ਞقԧޫҘᶋԞ҅ᬯ᯾ᬮਂࣁӞӻහਁᓋݷጱᦊᦤᳯ̶᷌ࢩԅᐺᰬฎฎᛔ૩ጱ҅ᰬلฎ᧡᮷ݢզ
ձᳯ̶᷌מጱᰬلᚆᥴ٬҅ᰬلᕪᬦᦊᦤጱݎ҅ಅզᶳݎ

ಅզفԧ CA ҅CA ጱقᑍฎ Certificate Authority ҅ᦤԡᦊᦤ֦҅ᶳᦏ CA ᶹٍํ
ᦊᦤᬦጱ҅ᰬلᚆᥴᰬل٬ጱמձᳯ̶᷌

ݝᑕଶ̶DV ฎ๋֗ጱ҅מݢԭࣁڦ܄ᶹԧ DV̵OV̵EV ӣᐿ҅ڦړਹ҅پӮኴٍํᦊᦤጱ CA ੪ق
ฎऒݷᕆڦጱ҅מݢEV ฎ๋ṛጱ҅ᕪᬦԧဩਭᦇጱӸ໒໐ັ҅ݢզᦤกᗑᒊํᘏጱղҁࣁၨ
ᥦ࣎ࣈໄտดᐏݪلڊጱֺ҅ਁݷই Apple̵GitHub ጱᗑᒊ҂̶ӧݶጱמձᒵᕆጱӞ᩸୵౮ԧ
੶ᕆىᔮ̶



᭗ଉఘ٭ӥ҅හਁᦤԡጱኩ᧗Ոਖ਼ኞ౮ኧᐺᰬᰬلզ݊ᦤԡ ᓋݷ᧗ҁCSR҂ ᕟ౮ጱੂᰬ̶CSRฎ
ӞӻᖫᎱጱկٌ҅Ӿ۱ٌᰬلތ՜ਖ਼۱ࣁތᦤԡӾጱמ௳ҁֺইऒ҅ݷᕟᕢ҅ኪৼᮒկ࣎ࣈ
ᒵ҂̶ੂᰬ CSRኞ౮᭗ଉࣁਖ਼ᥝਞᤰᦤԡጱ๐ۓӤਠ౮҅ଚӬ CSR Ӿ۱ތጱמ௳ᔄࣳ٬ݐԭᦤ
ԡጱḵᦤᕆ̶ڦӨᰬلӧ҅ݶኩ᧗Ոጱᐺᰬฎਞقጱ҅ᬱӧᥝݻ CAҁٌ՜ձ֜Ո҂ᐏ̶

ኞ౮ CSR ҅ݸኩ᧗Ոਖ਼ٌݎᭆᕳ CA҅CA տḵᦤٌ۱ތጱמ௳ฎވྋᏟ҅ইຎྋᏟֵ҅ڞአᶹݎጱᐺ
ᰬᦤԡᬰᤈහਁᓋ҅ݷᆐݸਖ਼ٌݎᭆᕳኩ᧗Ո̶



Cookie  Session  

HTTP ܐᦓฎӞᐿ ෫ᇫாܐᦓ ଚۓෛጱ᧗҅๐قਮಁᒒጱ᧗҅᮷ฎӞӻکᒒളතۓ๐ེྯܨ҅
ӧᎣ᭲ਮಁᒒጱܲݥ᧗ᦕ୯ҔSession  Cookie ጱԆᥝፓጱ੪ฎԅԧୠᤑ HTTP ጱ෫ᇫாᇙ̶

Session ฎՋԍ  
ਮಁᒒ᧗๐ۓᒒ҅๐ۓᒒտԅᬯེ᧗ᬗӞࣘ ٖਂᑮᳵ ҅ᬯӻฎ Session ҅ਂؙᕮ
ԅ ConcurrentHashMap ̶Session ୠᤑԧ HTTP ෫ᇫாᇙ҅๐ݢۓզڥአ Session ਂؙਮಁᒒ
Ӟӻտᦾ๗ᳵጱӞԶ֢ᦕ୯̶ݶࣁ

Session ই֜ڣෙฎވฎݶӞտᦾ  
๐ۓᒫӞེളතک᧗҅ᬗԧӞࣘ Session ᑮᳵҁڠୌԧSession҂҅ݶኞ౮Ӟӻ
sessionId ҅ଚ᭗ᬦߥଫ१ጱ Set-CookieғJSESSIONID=XXXXXXX ե҅ݻਮಁᒒݎᭆᥝᦡᗝ
Cookie ጱߥଫҔ ਮಁᒒතߥکଫࣁ҅ݸਮಁᒒᦡᗝԧӞӻ JSESSIONID=XXXXXXX ጱ Cookie
տᦾᕮҔᧆ Cookie ጱᬦ๗ᳵԅၨᥦ҅௳מ



ളӥਮಁᒒྯེݶݻӞӻᗑᒊݎᭆ᧗҅᧗१᮷տଃӤᧆ Cookieמ௳ҁ۱ތ sessionId ҂҅ ᆐ
ྌེ᧗ጱکᑍԅ JSESSIONID ጱ꧊҅ݷݐ឴҅௳מ ᧗१Ӿጱ Cookieݐ᭗ᬦۓ๐҅ݸ
sessionId̶

Session ጱᗌᅩ  
Session ํګӻᗌᅩ҅ྲই A ๐ؙਂۓԧ Session҅੪ฎ؉ԧᨮ࣐ᤍ҅ݸইӞྦྷᳵٖ A ጱᦢ
ᳯᰁᄶी҅տکݎ B ᬰᤈᦢᳯ҅֕ฎ B ๐ۓଚဌํਂؙ A ጱ Session҅տᛘ Session ጱ०ප̶

Cookies ฎՋԍ  

HTTP ܐᦓӾጱ Cookie ۱ೡ Web Cookie   ၨᥦ Cookie ҅ਙฎ๐ݎۓᭆک Web ၨᥦጱӞ
ੜࣘහഝ̶๐ݎۓᭆکၨᥦጱ Cookie҅ၨᥦտᬰᤈਂؙ҅ଚӨӥӞӻ᧗Ӟ᩸ݎᭆک๐̶ۓ
᭗ଉ҅ਙአԭڣෙӷӻ᧗ฎވᛔԭݶӞӻၨᥦֺ҅ইአಁכ೮ጭ୯ᇫா̶

HTTP Cookie ګฎ HTTP ܐᦓ෫ᇫாጱӞᐿᤑ꧌දᜉ

Cookie Ԇᥝአԭӥᶎӣӻፓጱ

տᦾᓕቘ



ጭᴭ̵ᨻᇔ̵౭ړᘏ๐ۓଫᧆᦕ֘ጱٌ՜ٖ

ӻ۸

አಁ؇অ̵Ԇ᷌ᘏٌ՜ᦡᗝ

᭄᪵

ᦕ୯ړຉአಁᤈԅ

Cookie ้ᕪአԭӞᛱጱਮಁᒒਂ̶ؙᡱᆐᬯฎݳဩጱ҅ࢩԅਙժฎࣁਮಁᒒӤਂؙහഝጱࠔӞොဩ҅
֕ইՔୌᦓֵአሿդਂؙ API̶Cookie ᵋྯӻ᧗Ӟ᩸ݎᭆ҅ࢩྌਙժݢᚆտᴳ֗ᚆҁ੦ٌฎԭᑏ
ۖහഝᬳളᘒ҂̶

ୌ Cookieڠ  
୮ളතکਮಁᒒڊݎጱ HTTP ᧗҅๐ݢۓզݎᭆଃํߥଫጱ Set-Cookie  ຽ१҅Cookie ᭗ଉ
ኧၨᥦؙ҅ਂᆐݸਖ਼ Cookie Ө HTTP ຽ१Ӟݻݶ๐ڊݎۓ᧗̶

Set-Cookie  Cookie ຽ१  

Set-Cookie  HTTP ߥଫຽ१ਖ਼ cookie ๐ݎۓᭆکአಁդቘ̶ӥᶎฎӞӻݎᭆ Cookie ጱֺৼ

ྌຽ१ޞᦫਮಁᒒਂؙ Cookie

ሿ҅ࣁᵋ፳๐ۓጱྯӻෛ᧗҅ၨᥦਖ਼ֵአ Cookie १ਖ਼ಅํզؙਂڹጱ Cookie ݎᭆࢧ๐ۓ
̶



ํӷᐿᔄࣳጱ Cookies҅Ӟᐿฎ Session Cookies҅Ӟᐿฎ Persistent Cookies҅ইຎ Cookie ӧ۱ތ
ᳮىᏺፏ҅୮ၨᥦفӾ҅ᬱӧտٟਂٖࣁؙਂ ਖ਼ٌᥤԅտᦾ Cookie̶տᦾ Cookieڞ๗෭๗҅ک
҅ྌݸ Cookie ਖ਼ԋӶ०̶ইຎ Cookie ۱ތ ํප๗ ๗ਧጱکࣁਖ਼ٌᥤԅ೮ԋ Cookie̶ڞ҅ 
෭๗҅Cookie ਖ਼ᏺፏӾڢᴻ̶

ᬮํӞᐿฎ Cookieጱ Secure  HttpOnly ຽᦕ ҅ӥᶎׁེՕᕨӞӥ

տᦾ Cookies  

Ӥᶎጱᐏֺڠୌጱฎտᦾ Cookie ҅տᦾ Cookie ํӻᇙ҅ਮಁᒒىᳮ Cookie տڢᴻ҅ࢩԅਙဌ
ํਧ Expires  Max-Age  ե̶

֕ฎ҅Web ၨᥦݢᚆտֵአտᦾᬮܻ҅ᬯտֵय़ग़හտᦾ Cookie כ೮ԋᇫா҅੪؟๚ىᳮᬦၨ
ᥦӞ̶

ԋ Cookies  

ԋ Cookie ӧտࣁਮಁᒒىᳮᬦ๗҅ᘒฎࣁ ᇙਧ෭๗ҁExpires҂  ᇙਧᳵᳩଶҁMax-Age҂
क़ᬦ๗̶ֺই

Cookie ጱ Secure  HttpOnly ຽᦕ  

ਞقጱ Cookie ᵱᥝᕪᬦ HTTPS ܐᦓ᭗ᬦੂےጱොୗݎᭆک๐ֵܨ̶ۓฎਞقጱ҅Ԟӧଫᧆਖ਼භఽ
ಷ̶כ፥ྋጱ׀ጱ҅ଚӬྌຽபӧᚆقԅਙժᨶӤฎӧਞࢩcookie Ӿ҅ࣁؙਂ௳מ

HttpOnly ጱ֢አ

տᦾ Cookie Ӿᗌ HttpOnly ંտᛘධڋᘏݢզ᭗ᬦᑕଧ(JSᚕ̵Appletᒵ)឴کݐአಁጱ
Cookie מ௳҅᭜౮አಁ Cookie מ௳အᶂ҅ीےධڋᘏጱᒊᚕධڋশᙢ̶
HttpOnly ฎங Cookie ؉ጱಘ҅ᧆ꧊ਧ Cookie ฎݢވ᭗ᬦਮಁᒒᚕᦢᳯ̶

Set-Cookie: id=a3fWa; Expires=Wed, 21 Oct 2015 07:28:00 GMT;1



ইຎࣁ Cookie Ӿဌํᦡᗝ HttpOnly ંԅ true҅ݢᚆᛘ Cookie ᤩᑲ̶ݐᑲݐጱ Cookie ݢզ
զ᯿ඎᑲݢᘏڋই ASP.NET տᦾ ID  Forms ղḵᦤᐥᦤ҅ධ҅௳מຽᦩᒊᅩአಁጱභఽތ۱
ᒵ̶ڋᬰᤈᒊᚕධ҅௳מභఽݐ։ᤰ౮አಁ឴ጱ Cookie҅զݐ

Cookie ጱ֢አऒ  
Domain Path    ຽᦩਧԎԧ Cookie ጱ֢አऒғܨ Cookie ଫᧆݎᭆᕳߺԶ URL̶

Domain  ຽᦩਧԧߺԶԆݢզളݑ Cookie̶ইຎӧਧ҅ἕᦊԅ୮ڹԆ(ӧ۱ތৼऒݷ҂̶ই
ຎਧԧ Domain ̶ݷৼऒތӞᛱ۱ڞ҅

ֺই҅ইຎᦡᗝ Domain=mozilla.org ӾҁইݷৼऒࣁތCookie Ԟ۱ ڞ҅
developer.mozilla.org ҂̶

ֺই҅ᦡᗝ Path=/docs ᯈғ܃᮷տ࣎ࣈզӥڞ҅

/docs
/docs/Web/
/docs/Web/HTTP

JSON Web Token  Session Cookies ጱྲ  

JSON Web Token ҅ᓌᑍ JWT ҅ਙ Session ᮷ݢզԅᗑᒊ׀አಁጱղᦊᦤ҅֕ฎਙժӧฎ
ӞࢧԪ̶

ӥᶎฎ JWT  Session ӧݶԏ॒ጱᎸᑪ

JWT  Session Cookies ጱፘݶԏ॒  
ԏ̶॒ݶቘᥴӞӥਙժጱፘ݄ضᥝᵱᥝํ҅ڹSession Cookies ԏ  റᦎ JWTࣁ

ਙժ෬ݢզአಁᬰᤈղḵᦤ҅Ԟݢզአࣁአಁڋܔᬰفӧݶᶭᶎզ݊ጭᴭᗑᒊଫአᑕଧݸᬰ
ᤈղḵᦤ̶

ইຎဌํᬯӷᘏ҅ᮎ֦ݢᚆᵱᥝྯࣁӻᶭᶎڔഘ᮷ᵱᥝᬰᤈጭ୯ԧ̶ࢩԅ HTTP ฎӞӻ෫ᇫாጱܐ
ᦓ̶ᬯԞ੪ޱ፳୮֦ᦢᳯӻᗑᶭ҅ᆐݶڋܔݸӞᒊᅩӤጱݚӞӻᶭᶎ҅๐ۓጱ ٖਂӾ ਖ਼ӧտ
ᦕ֦֘ԏڹጱ̶֢



ྌ֦ࢩ҅௳מጭ୯ጱڟڟӞӻᶭᶎ҅ኧԭ HTTP ӧտᦕ୯֦ݚྌ҅ইຎ֦ጭ୯ଚᦢᳯԧ֦ํᦢᳯጱࢩ
ਖ਼ེٚጭ୯̶

JWT  Session Cookies ੪ฎአ॒ቘࣁӧݶᶭᶎԏᳵڔഘ҅ਂכአಁጭ୯מ௳ጱ̶ګ

Ԟ੪ฎ᧔҅ᬯӷᐿದ᮷ฎአ֦ਂכጱጭ୯ᇫா҅ᚆड़ᦏ֦ࣁၨᥦձੂݑᎱכಷጱᗑᒊ̶᭗ᬦྯࣁ
ེԾኞෛጱ᧗አಁහഝᬰᤈղḵᦤᥴ٬ྌᳯ̶᷌

ಅզ JWT  Session Cookies ጱፘݶԏ॒ฎՋԍҘᮎ੪ฎਙժᚆड़ඪ೮֦ݎࣁᭆӧݶ᧗ԏᳵ҅ᦕ୯
ଚḵᦤ֦ጱጭ୯ᇫாጱӞᐿ̶ګ

Ջԍฎ Session Cookies  
Session Cookies Ԟᑍԅ տᦾ Cookies ࣁਂכSession Cookies Ӿ҅አಁጱጭ୯ᇫாտ ࣁ҅ ๐ۓ

ጱ ٖਂ Ӿ̶୮አಁጭ୯҅Session ੪ᤩ๐ۓᒒਞقጱڠୌ̶

ጱ SessionIdݐᒒጱහഝۓSessionId҅ইຎ๐ ݐ᮷տտᦾ Cookie Ӿۓ᧗҅๐ེྯࣁ
ፘ҅ݶᮎԍ๐ۓ੪տݎᭆߥଫᕳၨᥦ҅꧋ᦜአಁጭ୯̶



Ջԍฎ Json Web Tokens  
Json Web Token ጱᓌᑍ੪ฎ JWT҅᭗ଉݢզᑍԅ Json եᇈ ̶ਙฎ RFC 7519  ӾਧԎጱአԭ ਞق

ጱ ਖ਼מ௳֢ԅ Json  ᬰᤈփᬌጱӞᐿ୵ୗ̶JWT Ӿਂؙጱמ௳ฎᕪᬦ හਁᓋݷ ጱ҅ࢩྌݢզᤩ
̶ݷአ/ӫአੂᰬ JWT ᬰᤈᓋلզֵአ HMAC ᓒဩֵአ RSA/ECDSA ጱݢቘᥴ̶ձמ

ֵአ JWT Ԇᥝአӥᶎӷᅩ

ᦊᦤ(Authorization) ғᬯฎֵአ JWT ๋ଉᥠጱӞᐿఘ҅٭Ӟ෮አಁጭ୯҅ݸᶎྯӻ᧗᮷տ
ᩒრ̶ۓJWT҅ᘒ꧋ᦜአಁᦢᳯᧆեᇈಅ꧋ᦜጱ᪠ኧ̵๐ ތ۱ ᅩጭ୯ܔ ฎ୮Քଠာֵአ
JWT ጱӞᶱۑᚆ҅ࢩԅਙጱᲀஉੜ̶
Իഘ(Information Exchange)௳מ ғJWT ฎᚆड़ਞقփᬌמ௳ጱӞᐿොୗ̶᭗ᬦֵአᰬل/ᐺ
ᰬ JWT ᬰᤈᓋݷᦊᦤ̶ྌक़҅ኧԭᓋݷฎֵአ head payload    ᦇᓒጱ҅ࢩྌ֦ᬮݢզḵ
ᦤٖฎވ᭺کᓫද̶

JWT ጱ໒ୗ  

ӥᶎ҅౯ժտറᦎӞӥ JWT ጱᕟ౮໒ୗฎՋԍ

JWT Ԇᥝኧӣ᮱ړᕟ౮҅ྯӻ᮱ړአ .  ᬰᤈݱ҅ۆړӻ᮱ڦړړฎ

Header
Payload
Signature

ጱ JWT ᕟ౮տฎӥᶎᬯܔྌ҅Ӟӻᶋଉᓌࢩ



ISS ᓋݎՈ

iss (issuer) ᓋݎՈ

exp (expiration time) ᬦ๗ᳵ

sub (subject) Ԇ᷌

aud (audience) ռݑ

nbf (Not Before) ኞපᳵ

iat (Issued At) ᓋݎᳵ

jti (JWT ID) ᖫݩ

ᆐݸ౯ժڦړӧݶጱ᮱ړᬰᤈറᦎ̶

Header

Header ฎ JWT ጱຽ१҅ਙ᭗ଉኧӷ᮱ړᕟ౮ғ եᇈጱᔄࣳ(ܨ JWT) ᓒဩݷአጱ ᓋֵ ֺ҅ই
HMAC SHA256  RSA̶

ֺই

ਧᔄࣳᓋݷᓒဩ҅ݸJson ࣘᤩ Base64Url  ᖫᎱ୵౮ JWT ጱᒫӞ᮱̶ړ

Payload

Token ጱᒫԫ᮱ړฎ Payload ҅Payload Ӿ۱ތӞӻ्ก̶्กฎํىਫ֛ҁ᭗ଉฎአಁ҂ٌ՜හ
ഝጱ्ก̶ํوӣᐿᔄࣳጱ्กғregistered, public  private  ्ก̶

registered ्ก ғ ۱ތӞᕟୌᦓֵአጱᶼਧԎ्ก҅Ԇᥝ۱ೡ

{
  "alg": "HS256",
  "typ": "JWT"
}

1
2
3
4



public ्ก ғولጱ्ก҅ݢզႲےձ֜ጱמ௳҅ӞᛱႲےአಁጱፘמى௳ٌ՜ӱۓᵱᥝጱ
ᥝמ௳҅֕ӧୌᦓႲےභఽࢩ҅௳מԅᧆ᮱ࣁړਮಁᒒݢᥴੂ̶
private ्ก ғᛔਧԎ्ก҅ݶࣁࣁֵአਙժጱݱොԏᳵوՁמ௳҅෬ӧฎဳ्ٙกԞӧ
ฎ्ولก̶

ֺই

ᆐݸ payload Json ࣘտᤩ Base64Url  ᖫᎱ୵౮ JWT ጱᒫԫ᮱̶ړ

signature

JWT ጱᒫӣ᮱ړฎӞӻᓋᦤמ௳҅ᬯӻᓋᦤמ௳ኧӣ᮱ړᕟ౮

header (base64ݸጱ)
payload (base64ݸጱ)
secret

ྲই౯ժᵱᥝ HMAC SHA256 ᓒဩᬰᤈᓋݷ

ᓋݷአԭḵᦤၾ௳ࣁྌᬦᑕӾဌํๅද҅ଚӬԭֵአᐺᰬᬰᤈᓋݷጱեᇈ҅ਙᬮݢզḵᦤ JWT ጱݎ
ᭆᘏጱ፥ਫղ

೪ࣁٻӞ᩸  

ሿࣁ౯ժӤᶎጱӣӻኧᅩړᵍጱ Base64-URL ਁᒧԀ᮱ړᕟ౮ࣁӞ᩸҅ᬯӻਁᒧԀݢզࣁ HTML 
HTTP ሾहӾຂփ᭓ᬯԶਁᒧԀ̶

ӥᶎฎӞӻਠෆጱ JWT ᐏֺ҅ਙ header  payload ᬰᤈᖫᎱ҅ᆐֵݸአ signature ᬰᤈᓋݷ

{
  "sub": "1234567890",
  "name": "John Doe",
  "admin": true
}

1
2
3
4
5

HMACSHA256(
  base64UrlEncode(header) + "." +
  base64UrlEncode(payload),
  secret)

1
2
3
4

eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJzdWIiOiIxMjM0NTY3ODkwIiwibmFtZSI6IkpvaG4gR
G9lIiwiYWRtaW4iOnRydWV9.TJVA95OrM7E2cBab30RMHrHDcEfxjoYZgeFONFh7HgQ

1



ইຎమᛔ૩ၥᦶᖫٟጱᦾ҅ݢզᦢᳯ JWT ਥᗑ https://jwt.io/#debugger-io

JWT  Session Cookies ጱӧݶ  
JWT  Session Cookies ᮷׀ਞقጱአಁղḵᦤ҅֕ฎਙժํզӥپᅩӧݶ

ੂᎱᓋݷ  

JWT ٍํੂےᓋ҅ݷᘒ Session Cookies ڞဌํ̶

JSON ฎ෫ᇫாጱ  

JWT ฎ ෫ᇫா ጱ҅ࢩԅ्กᤩਂؙࣁ ਮಁᒒ ҅ᘒӧฎ๐ۓᒒٖਂӾ̶

ղḵᦤݢզࣁ ࣈ ᬰᤈ҅ᘒӧฎࣁ᧗ᶳ᭗ᬦ๐ۓහഝପᔄ֖֒ᗝӾᬰᤈ̶ ᬯޱ፳ݢզ
አಁᬰᤈग़ེղḵᦤ҅ᘒ෫ᵱӨᒊᅩଫአᑕଧጱහഝପᬰᤈ᭗҅מԞ෫ᵱࣁྌᬦᑕӾၾᘙय़ᰁᩒ
რ̶

ಘݢ  

Session Cookies ฎਂؙࣁ๐ਂٖۓӾ҅ᬯ੪ޱ፳ইຎᗑᒊᘏଫአஉय़ጱఘ٭ӥտᘙᩇय़ᰁጱᩒ
რ̶ኧԭ JWT ฎ෫ᇫாጱ҅ࣁᦜग़ఘ٭ӥ҅ਙժݢզᜓ๐ۓᩒრ̶ࢩྌ JWT ᥝྲ Session
Cookies ٍํๅ୩ጱ ಘݢ ̶

JWT ඪ೮ऒᦊᦤ  

Session Cookies ݝᚆአࣁ ӻᜓᅩጱऒܔ ᘏਙጱ ৼऒ Ӿํප̶ইຎਙժᦶ᭗ᬦᒫӣӻᜓᅩᦢᳯ҅
੪տᤩᐬྊ̶ইຎ֦๕ᛔ૩ጱᗑᒊٌ՜ᒊᅩୌᒈਞقᬳള҅ᬯฎӞӻᳯ̶᷌

https://jwt.io/%23debugger-io


ֵአ JWT ݢզᥴ٬ᬯӻᳯֵ᷌҅አ JWT ᚆड़᭗ᬦ ग़ӻᜓᅩ ᬰᤈአಁᦊᦤ҅Ԟ੪ฎ౯ժଉ᧔ጱ ऒᦊ

ᦤ ̶

JWT  Session Cookies ጱᭌࣳ  
౯ժӤᶎറᦎԧ JWT  Cookies ጱӧݶᅩ҅ፘ֦מԞտᭌࣳํԧๅႮጱᦊᦩ҅य़ᛘ᧔

ԭݝᵱᥝጭ୯አಁଚᦢᳯਂؙࣁᒊᅩහഝପӾጱӞԶמ௳ጱӾੜࣳᗑᒊ᧔҅Session Cookies ᭗ଉ
੪ᚆჿ᪃̶

ইຎ֦ํմӱᕆᒊᅩ҅ଫአᑕଧᴫᬪጱᒊᅩ҅ଚӬᵱᥝ॒ቘय़ᰁጱ᧗҅੦ٌฎᒫӣොஉग़ᒫӣො
ҁ۱ೡ֖ԭӧݶऒጱAPI҂҅ڞ JWT ดᆐๅᭇ̶ݳ

ᦕݸ  

ԧӞӻᶎᦶ᷌҅ᐬአ Cookies҅ই֜کԧᬯӻ᷌҅ಅզٟᓤᒍᕮӞӥ҅ᬮᳯکᳯײӷॠᶎᦶጱڹ
ֵአ Session  ҘᗑӤጯଶԧӞӥ҅ݎሿᬯฎ PHP ጱᶎᦶ᷌......

֕ᬮฎᭌೠԧᥴԧӞӥ҅ই֜ᐬአ Cookies ֵ҅ݸአ Session

ইຎᐬአԧ Cookies҅๐ۓՖտਖ਼ sessionId զ cookie ጱොୗݎᭆᕳၨᥦ֕҅ฎ҅ၨᥦӧ
ԧ̶ (sessionIdܨ) ᬯӻcookieਂכٚ
ইຎమᥝᖀᖅֵአ session҅ᵱᥝአ URL ᯿ٟ  ጱොୗਫሿ҅ݢզ݇ᘍ https://www.cnblog
s.com/Renyi-Fan/p/11012086.html

 

HTTP  HTTPS ጱڦ܄  

HTTP ฎӞᐿ ᩻փᬌܐᦓ(Hypertext Transfer Protocol) ҅HTTP ฎӞӻࣁᦇᓒӮኴ᯾ӫ
ᳪࣁӷᅩԏᳵփᬌਁ̵ࢶᇆ̵ᶪ̵᷇ᥤ᷇ᒵ᩻හഝጱᕅਧᥢ

https://www.cnblogs.com/Renyi-Fan/p/11012086.html


HTTP Ԇᥝٖړԅӣ᮱᩻҅ړҁHypertext҂̵փᬌҁTransfer҂̵ܐᦓҁProtocol҂̶

᩻੪ฎӧݝܔܔฎ҅ਙᬮݢզփᬌࢶᇆ̵ᶪ̵᷇ᥤ᷇҅ኜᛗᅩڋਁࢶᇆᚆड़ᬰᤈ ᩻

᱾ള ጱ᪡̶
ӤᶎᬯԶ༷ஷݢզᕹᑍԅහഝ҅փᬌ੪ฎහഝᵱᥝᕪᬦӞᔮڜጱᇔቘՕᨶӞӻᒒᔮᕹփᭆݚکक़
Ӟӻᒒᔮᕹጱᬦᑕ̶᭗ଉ౯ժփᬌහഝ۱ጱӞොᑍԅ ᧗ො ҅ളکԫᬰګහഝ۱ጱӞොᑍ
ԅ ଫᒼො ̶
ᘒܐᦓጱ੪ฎฎᗑᕶӾ(۱ೡᘶᗑ)փ᭓̵ᓕቘמ௳ጱӞԶᥢ̶ইݶՈӨՈԏᳵፘԻၞฎᵱ
ᥝ᭽ӞਧጱᥢᎥӞ҅ᦇᓒԏᳵጱፘ᭗מᵱᥝݶو᭽ਝӞਧጱᥢ҅ڞᬯԶᥢڞ੪ᑍԅܐᦓ҅
ᦓ̶ܐӧᬦฎᗑᕶݝ

᧔ک HTTP҅ӧӧጱ੪ฎ TCP/IP ᗑᕶཛྷࣳ҅ӞᛱฎԲ੶ཛྷ̶ࣳইӥࢶಅᐏ

֕ฎԞݢզړԅࢥ੶҅੪ฎ᱾᪠੶ᇔቘ੶᮷ᤒᐏԅᗑᕶളݗ੶



ᬮํӞᐿ੪ฎ OSI Ӡ੶ᗑᕶཛྷࣳ҅ਙ੪ฎࣁԲ੶ܐᦓԏӤےԧᤒᐏ੶տᦾ੶

ᘒ HTTPS ጱقᑍฎ Hypertext Transfer Protocol Secure ҅ݷᑍ౯ժݢզ፡ڊ HTTPS ᥝྲ
HTTPS ग़ԧ secure ਞقᬯӻ༷ஷ҅ਫᴬӤ҅ HTTPS ଚӧฎӞӻෛጱଫአ੶ܐᦓ҅ਙٌਫ੪ฎ
HTTP + TLS/SSL ܐᦓᕟݳᘒ౮҅ᘒਞقጱכᦤྋฎ TLS/SSL ಅ؉ጱૡ̶֢

Ԟ੪ฎ᧔҅HTTPS ੪ฎԧӞ੶ SSL ጱ HTTP̶

ᮎԍ҅HTTP  HTTPS ጱԆᥝڦ܄ฎՋԍޫҘ

๋ᓌܔጱ҅HTTP ࣎ࣈࣁໄӤጱܐᦓฎզ http://  १҅ᘒ HTTPS ࣎ࣈࣁໄӤጱܐᦓฎզ
https://  १

HTTP ฎ๚ᕪਞੂےقጱܐᦓ҅ਙጱփᬌᬦᑕฃᤩධڋᘏፊ̵ލහഝฃᤩᑲݎ̵ݐᭆොളත
ොฃᤩ։᭜Ҕᘒ HTTPS ฎਞقጱܐᦓ҅ਙ᭗ᬦ ੂᰬԻഘᓒဩ - ᓋݷᓒဩ - ᑍੂےᓒဩ - ൹ᥝ
ᓒဩ ᚆड़ᥴ٬ӤᶎᬯԶᳯ̶᷌

http://www.cxuanblog.com/
https://www.cxuanblog.com/

1
2



HTTP ጱἕᦊᒒݗฎ 80҅ᘒ HTTPS ጱἕᦊᒒݗฎ 443̶

HTTP Get  Post ڦ܄  

HTTP Ӿ۱ೡᦜग़ොဩ҅Get  Post ฎ HTTP Ӿ๋ଉአጱӷӻොဩ҅चӤֵአ HTTP ොဩӾํ
99% ᮷ฎֵࣁአ Get ොဩ Post ොဩ҅ಅզํᥝ౯ժᬯӷӻොဩํๅےႮڰጱᦊᦩ̶

get ොဩӞᛱአԭ᧗҅ྲই֦ࣁၨᥦ࣎ࣈໄᬌف www.cxuanblog.com  ٌਫ੪ฎݎᭆԧӞӻ
get ᧗҅ਙጱԆᥝᇙฎ᧗๐ۓᬬࢧᩒრ҅ᘒ post ොဩӞᛱአԭ <form> ᤒܔ ጱԻ҅
ፘ୮ԭฎמ௳Իᕳ๐҅ۓᒵஇ๐ߥڊ֢ۓଫ҅get ፘ୮ԭӞӻฎ pull/ጱ֢҅ᘒ post
ፘ୮ԭฎӞӻ push/വጱ̶֢
get ොဩฎӧਞقጱ҅ࢩԅ֦ݎࣁᭆ᧗ጱᬦᑕӾ֦҅ጱ᧗݇හտ೪ࣁ URL ݸᶎ҅ᘒᛘ
ฃᤩධڋᘏᑲ҅ݐ֦ጱמ௳᭜౮Ꮘࣕ։᭜Ҕ

ᘒ post ොဩฎ݇හනࣁ᧗֛ body Ӿጱ҅ᬯአಁ᧔ӧݢᥠ̶

get ᧗ጱ URL ํᳩଶᴴ҅ګᘒ post ᧗տ݇හ꧊නࣁၾ௳֛Ӿ҅හഝᳩଶဌํᥝ̶
get ᧗տᤩၨᥦԆۖ cache҅ᘒ post ӧտ҅ᴻᶋಋۖᦡᗝ̶
get ᧗ࣁၨᥦ॔ݍጱ ࢧᭅ/ڹᬰ  ֢ฎ෫ਸ਼ጱ҅ᘒ post ֢տེٚԻᤒܔ᧗̶
get ᧗ݎࣁᭆᬦᑕӾտԾኞӞӻ TCP හഝ۱Ҕpost ݎࣁᭆᬦᑕӾտԾኞӷӻ TCP හഝ۱̶ԭ
get ොୗጱ᧗҅ၨᥦտ http header  data Ӟଚݎᭆ݄҅ڊ๐ߥۓଫ 200ҁᬬࢧහഝ҂Ҕ
ᘒԭ post҅ၨᥦݎضᭆ header҅๐ߥۓଫ 100 continue҅ၨᥦݎٚᭆ data҅๐ߥۓଫ
200 okҁᬬࢧහഝ҂̶

/test/demo_form.asp?name1=value1&name2=value21

POST /test/demo_form.asp HTTP/1.1
Host: w3schools.com
name1=value1&name2=value2

1
2
3



Ջԍฎ෫ᇫாܐᦓ҅HTTP ฎ෫ᇫாܐᦓ҅ހெԍᥴ٬  

෫ᇫாܐᦓ(Stateless Protocol)  ੪ฎၨᥦԭԪۓጱ॒ቘဌํᦕᚆ̶ێԈӻֺৼ᧔੪ฎ
ྲইਮಁ᧗឴ᗑᶭԏىݸᳮၨᥦ҅ᆐۖސེٚݸၨᥦ҅ጭ୯ᧆᗑᒊ҅֕ฎ๐ۓଚӧᎣ᭲ਮಁ
̶ᳮԧӞེၨᥦى

HTTP ੪ฎӞᐿ෫ᇫாጱܐᦓ҅՜አಁጱ֢ဌํᦕᚆݢ̶ێᚆय़ग़හአಁӧፘ҅מ՜ݢᚆᥧྯ
ེᬌفአಁੂݷᎱጭᴭӞӻᗑᒊ҅ݸӥེጭᴭ੪ӧٚ᯿ෛᬌفአಁੂݷᎱԧ̶ᬯٌਫӧฎ HTTP ؉
ጱԪఘ֢҅᩸አጱฎӞӻݞ؉ ੜኝ᷾(Cookie)  ጱ̶ګਙᚆड़ᦏၨᥦํٍ ᦕ ᚆ̶ێ

ইຎ֦ጱၨᥦ꧋ᦜ cookie ጱᦾ҅ັ፡ොୗ chrome://settings/content/cookies

Ԟ੪᧔ก֦ጱᦕᜮᇆ᭗ኪԧ...... ୮֦మ๐ۓᒒݎᭆ᧗҅๐ۓᒒտᕳ֦ݎᭆӞӻᦊᦤמ௳҅๐ۓ
ᒫӞེളතک᧗҅ᬗԧӞࣘ Session ᑮᳵҁڠୌԧSession҂҅ݶኞ౮Ӟӻ sessionId ҅
ଚ᭗ᬦߥଫ१ጱ Set-CookieғJSESSIONID=XXXXXXX ե҅ݻਮಁᒒݎᭆᥝᦡᗝ Cookie ጱߥ
ଫҔ ਮಁᒒතߥکଫࣁ҅ݸਮಁᒒᦡᗝԧӞӻ JSESSIONID=XXXXXXX ጱ Cookie מ௳҅ᧆ
Cookie ጱᬦ๗ᳵԅၨᥦտᦾᕮҔ

ളӥਮಁᒒྯེݶݻӞӻᗑᒊݎᭆ᧗҅᧗१᮷տଃӤᧆ Cookieמ௳ҁ۱ތ sessionId ҂҅ ᆐ
ྌེ᧗ጱکᑍԅ JSESSIONID ጱ꧊҅ݷݐ឴҅௳מ ᧗१Ӿጱ Cookieݐ᭗ᬦۓ๐҅ݸ
sessionId̶ᬯ֦҅ጱၨᥦٍํԧᦕᚆ̶ێ



ᬮํӞᐿොୗฎֵአ JWT ҅ګਙԞฎᚆड़ᦏ֦ጱၨᥦํٍᦕᚆێጱӞᐿ̶ګӨ Cookie ӧ
JWT ٍํӷӻᇙᅩ̶٭ᅩጭ୯ጱఘܔਙଠာጱଫአԭ҅௳מਮಁᒒጱࣁਂכJWT ฎ҅ݶ

JWT ጱ Cookie ࣁؙਂ௳מ ਮಁᒒ ҅ᘒӧฎ๐ۓᒒٖਂӾ̶Ԟ੪ฎ᧔҅JWT ፗളࣈᬰᤈḵᦤ੪
ݢ᭗ᬦᬯᐿොୗ҅҅ۓ๐کᭆݎSession Ӿᵋ᧗Ӟ᩸ ࣁᬯӻ Token ੪տ҅ݸզ҅ḵᦤਠླݢ
զᜓ๐ۓᩒრ҅ଚӬ token ݢզᬰᤈग़ེḵᦤ̶
JWT ඪ೮ऒᦊᦤ҅Cookies ݝᚆአࣁ ӻᜓᅩጱऒܔ ᘏਙጱ ৼऒ Ӿํප̶ইຎਙժᦶ᭗ᬦ
ᒫӣӻᜓᅩᦢᳯ҅੪տᤩᐬྊ̶ֵአ JWT ݢզᥴ٬ᬯӻᳯֵ᷌҅አ JWT ᚆड़᭗ᬦ ग़ӻᜓᅩ ᬰᤈ
አಁᦊᦤ҅Ԟ੪ฎ౯ժଉ᧔ጱ ऒᦊᦤ ̶

UDP  TCP ጱڦ܄  

TCP  UDP ᮷֖ԭᦇᓒᗑᕶཛྷࣳӾጱᬩᬌ੶҅ਙժᨮᨱփᬌଫአ੶Ծኞጱහഝ̶ӥᶎ౯ժ੪ᘱӞ
ᘱ TCP  UDP ڦړጱᇙ՜ժጱڦ܄

UDP ฎՋԍ  
UDP ጱقᑍฎ User Datagram Protocol ҅አಁහഝಸܐᦓ̶ਙӧᵱᥝಅ᧲ጱ ൎಋ ֢҅ᘒے
ளԧ᭗מ᭛ଶ҅꧋ᦜᗑᕶӤጱٌ՜Ԇࣁളතොݶ᭗מԏڹᬰᤈහഝփᬌ̶

හഝಸฎӨړᕟԻഘᗑᕶىᘶጱփᬌ̶زܔ

UDP ጱᇙᅩԆᥝํ

UDP ᚆड़ඪ೮தහഝ۱Ӷ०ጱଃ਼ੂᵞࣳଫአᑕଧ
UDP ٍํ᬴֗ጱᇙᅩ
UDP ᚆड़ݎᭆय़ᰁጱහഝ۱



UDP ᚆड़꧋ᦜ DNS ັತ҅DNS ฎୌᒈࣁ UDP ԏӤጱଫአ੶ܐᦓ̶

TCP ฎՋԍ  
TCP ጱقᑍฎ Transmission Control Protocol  ҅փᬌഴܐګᦓ̶ਙᚆड़ଆ֦ۗᏟਧᦇᓒᬳള
ᏟᦊۖސInternet զ݊ਙժԏᳵጱහഝփᬌ̶᭗ᬦӣེൎಋୌᒈ TCP ᬳള҅ӣེൎಋ੪ฎአ ک
TCP ᬳളጱᬦᑕ̶Ӟ෮ᬳളୌᒈ҅ݸ੪ݢզݎᭆහഝԧ҅୮හഝփᬌਠ౮҅ݸտ᭗ᬦىᳮᡦኪ᪠ෙ
ᬳള̶

TCP ጱԆᥝᇙᅩํ

TCP ᚆड़Ꮯכᬳളጱୌᒈහഝ۱ጱݎᭆ
TCP ඪ೮Კ᯿փګ
TCP ඪ೮लഴ҅ګᚆड़ࣁᗑᕶफጱఘ٭ӥ᬴ݎᭆ
TCP ᚆड़׀Კ໊ḵ҅ንํڦਸ਼ጱහഝ۱̶

TCP  UDP ጱӧݶ  

ӥᶎԅ֦ᗔڜԧӞԶ TCP  UDP ጱӧݶᅩ҅ොቘᥴ҅ොᦕ̶



TCP UDP

TCP ฎᶎݻᬳളጱܐᦓ UDP ฎ෫ᬳളጱܐᦓ

TCP ݎࣁᭆහഝضڹᵱᥝୌᒈᬳള҅ᆐݎٚݸᭆහഝ
UDP ෫ᵱୌᒈᬳള੪ݢզፗളݎᭆय़
ᰁහഝ

TCP տೲᆙᇙਧᶲଧ᯿ෛഭڜහഝ۱
UDP හഝ۱ဌํࢴਧᶲଧ҅ಅํහഝ
۱᮷ፘᇿᒈ

TCP փᬌጱ᭛ଶྲౌ UDP ጱփᬌտๅள

TCP ጱ१᮱ਁᜓํ 20 ਁᜓ UDP ጱ१᮱ਁᜓݝᵱᥝ 8 ӻਁᜓ

TCP ฎ᯿ᰁᕆጱ҅ݎࣁᭆձ֜አಁහഝԏ҅ڹTCPᵱᥝ
ӣེൎಋୌᒈᬳള̶

UDP ฎᰁᕆጱ̶ဌํ᪙᪵ᬳള҅ၾ
௳ഭଧᒵ̶

TCP տᬰᤈᲙ໊ḵ҅ଚᚆड़ᬰᤈᲙ௩॔
UDP ԞտᲙ༄ັ҅֕տӶᲙጱ
හഝ۱̶

TCP ํݎᭆᏟᦊ UDP ဌํݎᭆᏟᦊ

TCP տֵአൎಋܐᦓֺ҅ই SYN҅SYN-ACK҅ACK ෫ൎಋܐᦓ

TCP ฎݢᶌጱ҅ࢩԅਙݢզᏟכਖ਼හഝփᭆک᪠ኧ̶
ፓکᦤਖ਼හഝփᭆכUDP Ӿӧᚆ ࣁ
ຽ̶

ၾ௳ᔄࣳ ൈᬿ

SYN ᬯӻၾ௳ฎአڡত۸ୌᒈᬳളጱ̶

ACK ଆۗොᏟᦊතکጱ SYN ၾ௳

SYN-ACK ࣈጱ SYN ၾ௳ጱ ACK හഝ۱

FIN አෙᬳള

TCP ӣེൎಋഀེࢥಋ  

TCP ӣེൎಋഀེࢥಋԞฎᶎᦶ᷌ጱᅾᳪᘍᅩ҅ਙժڦړଫ TCP ጱᬳള᯽නᬦᑕ̶ӥᶎ੪ᓌ
ᦊᦩӞӥᬯӷӻᬦᑕܔ

TCP ӣེൎಋ  
ӻ༷ஷپᦊᦩض౯ժᵱᥝ҅ڹԧᥴٍ֛ጱၞᑕࣁ

SYNғਙጱقᑍฎ Synchronize Sequence Numbers ฎ TCP/IP ୌᒈᬳള̶ݩᖫڜଧྍݶ҅
ֵአጱൎಋࣁ̶ݩמਮಁ๐ۓԏᳵୌᒈ TCP ᬳള҅ḒضտݎᭆጱӞӻ̶ݩמਮಁᒒࣁള
ᛔ૩ጱྦྷٖኞ౮Ӟӻᵋ꧊ X̶ࣁSYN ၾ௳҅੪տ کݑ



SYN-ACKғ๐ۓතک SYN ҅ݸਮಁᒒᬳള҅ݎᭆӞӻ SYN-ACK ֢ԅᒼ̶॔Ꮯᦊݩᦡᗝԅ
ྲളතکጱଧݩڜग़Ӟӻ҅ܨ X + 1҅๐ۓԅහഝ۱ᭌೠጱଧݩڜฎݚӞӻᵋහ Y̶
ACKғ Acknowledge character , Ꮯᦊਁᒧ҅ᤒᐏݎጱහഝ૪Ꮯᦊളත෫̶๋҅ݸਮಁᒒ
ਖ਼ ACK ݎᭆᕳ๐̶ۓଧݩڜᤩᦡᗝԅಅളතጱᏟᦊ꧊ܨ Y + 1̶

ইຎአሿਫኞၚԈֺጱᦾ੪ฎ

ੜก - ਮಁᒒ ੜᕁ - ๐ۓᒒ

ੜกᕳੜᕁኪᦾ҅ള᭗ԧ҅ݸੜก᧔҅࠸ᚆ҅ހکލᬯ੪ፘ୮ԭฎᬳളୌᒈ̶
ੜᕁᕳੜกࢧଫ҅ᚆ֦҅کލᚆکލ౯᧔ጱᦾ҅ހᬯ੪ፘ୮ԭฎ᧗ߥଫ̶
ੜกکލੜᕁጱࢧଫ҅ݸঅጱ҅ᬯፘ୮ԭฎᬳളᏟᦊ̶ࣁᬯԏݸੜกੜᕁ੪ݢզ᭗ᦾ/Իഘמ௳
ԧ̶

TCP ഀེࢥಋ  
ಋ҅ᬳളጱྯӞᒒ᮷տᇿᒈጱᕣྊ̶ӥᶎ౯ժൈᬿӞӥᬯӻᬦᑕ̶ഀེࢥᬳളᕣྊᴤྦྷֵአࣁ

 



Ḓ҅ضਮಁᒒଫአᑕଧ٬ਧᥝᕣྊᬳള(ᬯ᯾๐ۓᒒԞݢզᭌೠෙᬳള)̶ᬯտֵਮಁᒒਖ਼ FIN ݎ
ᭆک๐҅ۓଚᬰف FIN_WAIT_1  ᇫா̶୮ਮಁᒒ॒ԭ FIN_WAIT_1 ᇫா҅ਙտᒵஇᛔ๐ۓ
ଫ̶ߥ ጱ ACK
ᆐݸᒫԫྍ҅୮๐ۓතک FIN ၾ௳҅๐ۓտᒈݻڰਮಁᒒݎᭆ ACK Ꮯᦊၾ௳̶
୮ਮಁᒒතک๐ݎۓᭆጱ ACK ߥଫ҅ݸਮಁᒒ੪ᬰف FIN_WAIT_2  ᇫா҅ᆐݸᒵஇᛔ๐ۓ
ጱ FIN  ၾ௳
๐ݎۓᭆ ACK Ꮯᦊၾ௳҅ݸӞྦྷᳵҁݢզᬰᤈىᳮݸ҂տݎᭆ FIN ၾ௳ᕳਮಁᒒ҅ޞᎣਮಁ
ᒒݢզᬰᤈىᳮ̶
୮ਮಁᒒතک๐ۓᒒݎᭆጱ FIN ၾ௳҅ਮಁᒒ੪տኧ FIN_WAIT_2 ᇫாݒԅ TIME_WAIT  ᇫ
ா̶॒ԭ TIME_WAIT ᇫாጱਮಁᒒ꧋ᦜ᯿ෛݎᭆ ACK ک๐ۓԅԧᴠྊמ௳Ӷ०̶ਮಁᒒࣁ
TIME_WAIT ᇫாӥᜰᩇጱᳵ٬ݐԭਙጱਫሿ҅ࣁᒵஇӞྦྷᳵ҅ݸᬳളىᳮ҅ਮಁᒒӤಅํጱ
ᩒრҁ۱ೡᒒݩݗᖨ܄٫හഝ҂᮷ᤩ᯽න̶

ᬮฎݢզአӤᶎᮎӻ᭗ᦾጱֺৼᬰᤈൈᬿ

ੜกੜᕁ᧔҅౯ಅํጱӳᥜ᮷᧔ਠԧ҅౯ᥝ೯ኪᦾԧ̶
ੜᕁ᧔҅ත҅ک౯ᬯᬟᬮํӞԶӳᥜဌ᧔̶
ᕪᬦᝑଗᑁ҅ݸੜᕁԞ᧔ਠԧ҅ੜᕁ᧔҅౯᧔ਠԧ҅ሿݢࣁզ೯ෙԧ
ੜกතکၾ௳݈҅ݸᒵԧᝑଗᳵ҅ݸ೯ෙԧኪᦾ̶

᧗֦᧔Ӟӥ HTTP ଉᥠጱ᧗१  



ᬯӻᳯ᷌ྲන҅ࢩԅ HTTP ᧗१ํஉग़҅ᬯ᯾ݝᓌܔԈپڊӻֺৼٍ֛҅ጱݢզ݇ᘍ౯ጱݚӞᓤ
ᒍ

https://mp.weixin.qq.com/s/XZZR0945IcI6X4S0g5fZXg

HTTP ຽ१տړԅࢥᐿ҅ڦړฎ ᭗አຽ१ ̵ ਫ֛ຽ१ ̵ ᧗ຽ१ ̵ ଫຽ१ߥ ՕᕨӞӥڦړ̶

᭗አຽ१  
᭗አຽ१Ԇᥝํӣӻ҅ڦړฎ Date ̵ Cache-Control Connection  

Date

Date ฎӞӻ᭗አຽ१҅ਙݢզڊሿࣁ᧗ຽ१ߥଫຽ१Ӿ҅ਙጱचᤒᐏইӥ

ᤒᐏጱฎ໒শလຽٵᳵ҅ᬯӻᳵᥝྲ۹Ղᳵౌكӻੜ

Cache-Control

Cache-Control ฎӞӻ᭗አຽ१҅՜ݢզڊሿࣁ ᧗ຽ१  ଫຽ१ߥ Ӿ҅Cache-Control ጱᐿᔄྲ
ग़҅ᡱᆐ᧔ᬯฎӞӻ᭗አຽ१҅֕ฎ݈ӞԶᇙฎ᧗ຽ१ٍํጱ҅ํӞԶฎߥଫຽ१ํጱ̶Ԇᥝय़
ᔄํ ݢᖨਂ ̵ ᴇ꧊ ̵ ᯿ෛḵᦤଚ᯿ෛے   ٌ՜ᇙ

Connection

Connection ٬ਧ୮ڹԪۓҁӞེӣེൎಋഀེࢥಋ҂ਠ౮҅ݸฎވտىᳮᗑᕶᬳള̶Connection ํ
ӷᐿ҅Ӟᐿฎ ೮ԋᬳള ᳮᗑᕶᬳളىӧݸਠ౮ۓӞེԪܨ҅

Ӟᐿฎݚ ᶋ೮ԋᬳള ᳮᗑᕶᬳളىݸਠ౮ۓӞེԪܨ҅

HTTP1.1 ٌ՜᭗አຽ१ইӥ

Date: Wed, 21 Oct 2015 07:28:00 GMT 1

Connection: keep-alive1

Connection: close1

https://mp.weixin.qq.com/s/XZZR0945IcI6X4S0g5fZXg


ਫ֛ຽ१  
ਫ֛ຽ१ฎൈᬿၾ௳ྋٖጱ HTTP ຽ१̶ਫ֛ຽ१አԭ HTTP ᧗ߥଫӾ̶१᮱ Content-
Length ̵ Content-Language ̵ Content-Encoding  ฎਫ֛१̶

Content-Length ਫ֛ಸ१ᐏਫ֛Ԇ֛ጱय़ੜ҅զਁᜓԅݎ֖҅ܔᭆکളතො̶

Content-Language ਫ֛ಸ१ൈᬿԧਮಁᒒᘏ๐ۓᒒᚆड़ളݑጱ̶

Content-Encoding ᬯ݈ฎӞӻྲἋᅸጱં҅ᬯӻਫ֛ಸ१አܴᖽড়֛ᔄ̶ࣳContent-
Encoding ᐏਫ֛ଫአԧ֜ᐿᖫᎱ̶

ଉᥠጱٖᖫᎱํᬯپᐿғ gzip̵compress̵deflate̵identity  ҅ᬯӻંݢզଫአࣁ᧗ಸ
ߥଫಸӾ

ӥᶎฎӞԶਫ֛ຽ१ਁྦྷ

᧗ຽ१  

Accept-Encoding: gzip, deflate //᧗१
Content-Encoding: gzip  //ߥଫ१

1
2



Host

Host ᧗१กԧ๐ۓጱऒݷҁԭᡦԆ᧔҂҅զ݊ҁݢᭌጱ҂๐ۓፊލጱ TCP ᒒ̶ݩݗ
ইຎဌํᕳਧᒒ҅ݩݗտᛔֵۖአᤩ᧗๐ۓጱἕᦊᒒݗҁྲই᧗Ӟӻ HTTP ጱ URL տᛔֵۖአ 80
֢ԅᒒݗ҂̶

Ӥᶎጱ Accpet ̵ Accept-Language ̵ Accept-Encoding  ᮷ฎંԭٖࠟܐጱ᧗ຽ१̶

Referer

HTTP Referer ંฎ᧗ຽ१ጱӞ᮱҅ړ୮ၨᥦݻ web ๐ݎۓᭆ᧗ጱ҅ײӞᛱտଃӤ
Referer҅ޞᦫ๐ۓᧆᗑᶭฎߺӻᶭᶎ᱾ളᬦጱ҅๐ࢩۓྌݢզ឴ӞԶמ௳አԭ॒ቘ̶

If-Modified-Since

If-Modified-Since ᭗ଉտӨ If-None-Match ൫ᯈֵአ҅If-Modified-Since አԭᏟᦊդቘਮಁᒒํጱ
ࣈᩒრጱํප̶឴ݐᩒრጱๅෛ෭๗ᳵ҅ݢ᭗ᬦᏟᦊḒ᮱ਁྦྷ Last-Modified  Ꮯਧ̶

य़ጮᦾ᧔੪ฎইຎࣁ Last-Modified  ԏݸๅෛԧ๐ۓᩒრ҅ᮎԍ๐ۓտߥଫ 200҅ইຎࣁ
Last-Modified  ԏݸဌํๅෛᬦᩒრ҅ڞᬬ304̶ ࢧ

If-None-Match

If-None-Match HTTP ᧗ຽ१ֵ᧗౮ԅկ᧗̶ ԭ GET  HEAD ොဩ҅Ր୮๐ۓဌํӨᕳ
ਧᩒრ܃ᯈጱ ETag  ҅๐ۓտզ 200 ᇫாݎᭆࢧ᧗ጱᩒრ̶ ԭٌ՜ොဩ҅Ր୮๋ᕣሿํ
ᩒრጱ ETag Өڊڜጱձ֜꧊᮷ӧ܃ᯈ҅տ॒ቘ᧗̶

Accept

ളݑ᧗ HTTP ຽ१տ᭗ޞਮಁᒒٌᚆड़ቘᥴጱ MIME ᔄࣳ

Accept-Charset

accept-charset ંᥢਧ๐॒ۓቘᤒܔහഝಅളݑጱਁᒧᵞ̶

ଉአጱਁᒧᵞํғ UTF-8 - Unicode ਁᒧᖫᎱ Ҕ ISO-8859-1 - ӟਁྮᤒጱਁᒧᖫᎱ

Accept-Language

Ḓ᮱ਁྦྷ Accept-Language አޞᎣ๐ۓአಁդቘᚆड़॒ቘጱᛔᆐᵞҁӾᒵ҂҅զ
݊ᛔᆐᵞጱፘսضᕆ̶ݢӞེਧग़ᐿᛔᆐᵞ̶

᧗ຽ१౯ժय़༷੪Օᕨᬯپᐿ҅ݸᶎտํӞᓤᒍᧇᕡႮಅํጱߥଫ१ጱ҅ӥᶎฎӞӻߥଫ१ጱ
҅चԭ HTTP 1.1

Host: developer.mozilla.org1

Referer: https://developer.mozilla.org/testpage.html1

If-Modified-Since: Mon, 18 Jul 2016 02:36:04 GMT1

If-None-Match: "c561c68d0ba92bbeb8b0fff2a9199f722e3a621a"1



ଫຽ१ߥ  
Access-Control-Allow-Origin

Ӟӻᬬࢧጱ HTTP ຽ१ݢᚆտٍํ Access-Control-Allow-Origin ҅ Access-Control-Allow-
Origin  ਧӞӻრ҅ਙޞᦫၨᥦ꧋ᦜᧆრᬰᤈᩒრᦢᳯ̶

Keep-Alive

Keep-Alive ᤒᐏጱฎ Connection ᶋ೮ᖅᬳളጱਂၚᳵ҅ݢզᬰᤈਧ̶

Server

๐ۓຽ१۱ܻىํތত๐ۓአ॒ቘ᧗ጱկጱמ௳̶

ଫᧆֵعአᬦԭٞᳩᧇᕡጱ Server ꧊҅ࢩԅਙժݢᚆտအᶂٖ᮱ਫෞᕡᜓ҅ᬯݢᚆտֵධڋᘏ
ฃݎࣈሿଚڥአ૪Ꭳጱਞقᄋ၏̶ֺইӥᶎᬯᐿٟဩ

Set-Cookie

Set-Cookie አԭ๐ݻۓਮಁᒒݎᭆ sessionID̶

Transfer-Encoding

Ḓ᮱ਁྦྷ Transfer-Encoding ᥢਧԧփᬌಸԆ֛አጱᖫᎱොୗ̶

Server: Apache/2.4.1 (Unix)1



HTTP /1.1 ጱփᬌᖫᎱොୗՐࣘړփᬌᖫᎱํප̶

X-Frame-Options

HTTP Ḓ᮱ਁྦྷฎݢզᛔᤈಘጱ̶ಅզࣁ Web ๐ۓၨᥦጱଫአӤ҅տڊሿݱᐿᶋຽٵጱḒ᮱
ਁྦྷ̶

Ḓ᮱ਁྦྷ X-Frame-Options  ંԭ HTTP ߥଫḒ᮱҅አԭഴګᗑᒊٌٖࣁ՜ Web ᗑᒊጱ Frame ຽ
ᓋٖጱดᐏᳯ̶ٌ᷌Ԇᥝፓጱฎԅԧᴠྊᅩۙڋ೮ҁclickjacking҂ධ̶ڋ

ӥᶎฎӞӻߥଫ१ጱ҅चԭ HTTP 1.1

ኞԧՋԍݎ URL فໄᬌ࣎ࣈ  

ᬯ᭲᷌ԞฎӞ᭲ᕪଉտᘍጱᶎᦶ̶᷌ᮎԍӥᶎ౯ժ੪റᦎӞӥ֦ᬌف URL ߥکݸଫ҅᮷ᕪܲԧߺ
Զᬦᑕ̶

Ḓ֦҅ضᵱᥝࣁၨᥦӾጱ URL ࣎ࣈӤ҅ᬌ֦فమᦢᳯጱ҅࣎ࣈইӥ

֦ଫᧆᦢᳯӧکጱ҅ӧ~

ᆐ҅ݸၨᥦտ໑ഝ֦ᬌفጱ URL ັ݄҅࣎ࣈತऒݷฎވᤩࣈ DNS ᖨਂ҅ӧݶၨᥦ DNS
ጱᦡᗝӧ҅ݶইຎၨᥦᖨਂԧ֦మᦢᳯጱ URL ҅࣎ࣈᮎ੪ፗളᬬࢧ ip̶ইຎဌํᖨਂ֦ጱ URL
ᔮᕹ᧣አັᧃ hosts᩸ݎ੪տၨᥦ҅࣎ࣈ  կฎํވᯈᗝ ip ҅࣎ࣈইຎತ҅کፗളᬬ
Ӟӻ DNS ັᧃ̶᩸ݎᗑᕶӾݻ੪҅کইຎತӧ̶ࢧ

Ḓض፡Ӟӥ DNS ฎ҅ࠨᘶᗑӾᦩڦԆጱොୗํӷᐿ҅᭗ᬦ Ԇݷ ࣎ࣈ IP  ̶౯ժՈ
ಅզ੪̶࣎ࣈ ਧᳩ̵ํ੶ེᕮጱ IPཻࡅܩ᱾᪠Ӿጱ᪠ኧמጱොୗᬰᤈᦕ҅֕ฎ᭗ਁݷአཻࡅ
ᵱᥝӞᐿᚆड़Ԇکݷ IP ࣎ࣈጱഘ๐҅ۓᬯᐿ๐ۓ੪ฎኧ DNS ׀ጱ̶DNS ጱقᑍฎ
Domain Name System  ऒݷᔮᕹ̶DNS ฎӞᐿኧړ੶ጱ DNS ๐ۓਫሿጱړୗහഝପ̶



DNS ᬩᤈࣁ UDP Ӥֵ҅አ 53 ᒒ̶ݗ

DNS ฎӞᐿړ੶හഝପ҅ਙጱԆᥝ੶ེᕮইӥ

Ӟᛱऒݷ๐ۓጱ੶ེᕮԆᥝฎզӤӣᐿ҅ᴻྌԏक़҅ᬮํݚӞᔄ᯿ᥝጱ DNS ๐҅ۓਙฎ ࣈ
DNS ๐ۓ(local DNS server) ̶Ӹ໒᧔҅ࣈ DNS ๐ۓଚӧંԭӤᬿ੶ེᕮ҅֕ฎࣈ
DNS ๐݈ۓฎᛗى᯿ᥝጱ̶ྯӻ ISP(Internet Service Provider)  ྲই࿆܄ጱ ISP ᘏӞ
ӻጱ ISP ᮷ํӞݣࣈ DNS ๐̶ۓ୮Ԇ ISP ᬰᤈᬳള҅ᧆ ISP տ׀ӞݣԆጱ IP ࣈ
᭗ᬦᦢᳯᗑᕶᬳള҅አಁᚆड़ฃጱᏟਧ̶࣎ࣈጱ IPۓDNS ๐ ࣈٌݣग़ݣᧆԆտٍํӞ҅࣎
DNS ๐ۓጱ IP̶࣎ࣈ୮Ԇڊݎ DNS ᧗҅ݸᧆ᧗ᤩݎஃࣈ DNS ๐҅ۓਙ᩸፳դቘጱ֢
አ҅ଚਖ਼ᧆ᧗کݎ DNS ๐ۓ੶ེᔮᕹӾ̶

Ḓັ҅ضᧃ᧗տضತکࣈ DNS ๐ۓັᧃฎތ۱ވ IP ҅࣎ࣈইຎࣈ DNS ෫ဩັᧃکፓຽ IP
Ӟӻ DNS ັᧃ̶᩸ݎۓ๐ݷ໑ऒݻ੪տ҅࣎ࣈ

ဳғDNS ၿ݊ӷᐿັᧃොୗғӞᐿฎ ᭓୭ັᧃ(Recursive query)  ҅Ӟᐿฎ ᬽդັᧃ

(Iteration query) ̶̽ᦇᓒᗑᕶғᛔᶮݻӥොဩ̾ᒌᆐဌํᕳڊ᭓୭ັᧃᬽդັᧃጱ܄
ತԧӞӥᗑӤጱᩒාय़༷กጮԧӥ̶҅ڦ



ইຎ໑ऒݷ๐ۓ෫ဩޞᎣࣈ DNS ๐ۓӥӞྍᵱᥝᦢᳯߺӻᶮᕆऒݷ๐҅ۓ੪տֵአ᭓୭
ັᧃҔ

ইຎ໑ऒݷ๐ۓᚆड़ޞᎣ DNS ๐ۓӥӞྍᵱᥝᦢᳯጱᶮᕆऒݷ๐҅ۓ੪տֵአᬽդັᧃ̶

ፓຽ IPۓ๐ࣈᦫޞۓኧশ๐҅ݸۓশ DNS ๐ <- ۓ๐ݷᶮᕆऒ <- ۓ๐ݷኧ໑ऒࣁ
̶࣎ࣈ ᦫአಁᵱᥝᦢᳯጱ IPޞۓDNS ๐ ࣈํٚ҅࣎ࣈ

ᒫӣྍ҅ၨᥦᵱᥝፓຽ๐ۓୌᒈ TCP ᬳള҅ᵱᥝᕪᬦӣེൎಋጱᬦᑕٍ֛҅ጱൎಋᬦᑕ᧗
݇ᘍӤᶎጱࢧᒼ̶
HTTP-GET ᩸ݎۓፓຽ๐ݻտၨᥦ҅ݸୌᒈᬳളࣁ  ᧗҅۱ೡٌӾጱ URL҅HTTP 1.1 ݸἕ
ᦊֵአᳩᬳള҅ݝᵱᥝӞེൎಋݢܨग़ེփᬌහഝ̶
ইຎፓຽ๐ݝۓฎӞӻᓌܔጱᶭᶎ҅੪տፗളᬬ̶֕ࢧฎԭԶय़ࣳᗑᒊጱᒊᅩ҅ஃஃӧտፗ
ളᬬࢧԆݷಅࣁጱᶭᶎ҅ᘒտፗള᯿ਧ̶ݻᬬࢧጱᇫாᎱ੪ӧฎ 200 ҅ᘒฎ 301,302 զ 3 १
ጱ᯿ਧݻᎱ҅ၨᥦݐ឴ࣁԧ᯿ਧߥݻଫߥࣁ҅ݸଫಸӾ Location ᶱತک᯿ਧ҅࣎ࣈݻၨᥦ
᯿ෛᒫӞྍᦢᳯ̶ݢܨ
ᆐݸၨᥦ᯿ෛݎᭆ᧗҅൭ଃෛጱ URL҅ᬬࢧᇫாᎱ 200 OK҅ᤒᐏ๐ݢۓզߥଫ᧗҅ᬬࢧ
ಸ̶

HTTPS ጱૡ֢ܻቘ  

౯ժӤᶎൈᬿԧӞӥ HTTP ጱૡ֢ܻቘ҅ӥᶎᦖᬿӞӥ HTTPS ጱૡ֢ܻቘ̶ࢩԅ౯ժᎣ᭲ HTTPS
ӧฎӞᐿෛڊሿጱܐᦓ҅ᘒฎ

ಅզ҅౯ժറᦎ HTTPS ጱൎಋᬦᑕٌ҅ਫ੪ฎ SSL/TLS ጱൎಋᬦᑕ̶

TLS ࣁԅ Internet ׀᭗מਞقጱܐੂےᦓ̶TLS ൎಋฎֵۖސአ TLS ੂےጱ᭗מտᦾጱᬦᑕ̶
ḵᦤੂᎱॺկ҅Իഘտᦾੂᰬ̶҅௳מොտஂྌԻഘמTLS ൎಋ๗ᳵ҅Internet Ӿጱ᭗ ࣁ

ྯ୮አಁ᭗ᬦ HTTPS ᛯٍ֛کጱᗑᒊଚݎᭆ᧗҅੪տᬰᤈ TLS ൎಋ̶ᴻྌԏक़҅ྯ୮ٌ՜ձ֜
᭗ֵמአHTTPSҁ۱ೡ API ᧣አࣁ HTTPS Ӥັᧃ DNS҂҅Ԟտݎኞ TLS ൎಋ̶

TLS ٍ֛ጱൎಋᬦᑕտ໑ഝಅֵአጱ ੂᰬԻഘᓒဩጱᔄࣳ ොඪ೮ጱ ੂᎱॺկ ᘒӧ̶ݶ ౯ժզ
RSA ᶋᑍੂے ᦎᦞᬯӻᬦᑕ̶ෆӻ TLS ᭗ၞמᑕࢶইӥ



ᬰᤈ TLS ጱൎಋᬦᑕٚ҅ݸտᬰᤈ HTTP ጱӣེൎಋ҅ൎಋਠ౮ضḒ҅ڹמᬰᤈ᭗ࣁ
ClientHelloғਮಁᒒ᭗ᬦݻ๐ݎۓᭆ hello  ၾ௳᩸ݎൎಋᬦᑕ̶ᬯӻၾ௳Ӿտ४ଃ፳ਮಁ
ᒒඪ೮ጱ TLS ᇇݩ(TLS1.0 ̵TLS1.2̵TLS1.3)  ̵ਮಁᒒඪ೮ጱੂᎱॺկ̵զ݊ӞԀ ਮಁ
ᒒᵋහ ̶
ServerHelloғࣁਮಁᒒݎᭆ hello ၾ௳҅ݸ๐ۓտݎᭆӞၾ௳҅ᬯၾ௳۱ތԧ๐ۓጱ SSL
ᦤԡ̵๐ۓᭌೠጱੂᎱॺկ๐ۓኞ౮ጱᵋහ̶
ᦊᦤ(Authentication)ғਮಁᒒጱᦤԡᶹݎտᦊᦤ SSL ᦤԡ҅ᆐݎݸᭆ Certificate  ಸ҅
ಸӾ۱لތੂᰬᦤԡ̶๋ݸ๐ݎۓᭆ ServerHelloDone  ֢ԅ hello  ᧗ጱߥଫ̶ᒫӞ
᮱ړൎಋᴤྦྷᕮ̶
ᴤྦྷੂے ғࣁᒫӞӻᴤྦྷൎಋਠ౮҅ݸਮಁᒒտݎᭆ ClientKeyExchange  ֢ԅߥଫ҅ᬯӻߥ
ଫӾ۱ތԧӞᐿᑍԅ The premaster secret  ጱੂᰬਁᒧԀ҅ᬯӻਁᒧԀ੪ฎֵአӤᶎلੂ



ᰬᦤԡᬰᤈੂےጱਁᒧԀ̶ᵋݸਮಁᒒտݎᭆ ChangeCipherSpec ᒒֵአᐺᰬᥴੂᬯۓᦫ๐ޞ҅
ӻ premaster secret  ጱਁᒧԀ҅ᆐݸਮಁᒒݎᭆ Finished ᭆਠ౮ԧ̶ݎᒒᛔ૩ۓᦫ๐ޞ 

Session key ٌਫ੪ฎአᰬلᦤԡੂےጱ̶ᰬل

ਫሿԧਞقጱᶋᑍੂے ғᆐ҅ݸ๐ݎٚۓᭆ ChangeCipherSpec Finished   ᦫਮಁޞ 
ᒒᥴੂਠ౮҅ᛗྌਫሿԧ RSA ጱᶋᑍ̶ੂے

 

 

ཻᬨ֢ဳىᘏጱஙلמռݩ Javaୌᦡᘏ  ᑕଧާcxuan
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